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Thread: [RELEASE] Brutus AET2 - Basics & Download [/[RELEASE]

Jonesy™ - January 31, 2011, 2:03 pm

Brutus AET2 - The Basics

Brutus is an old but still nice Tool to BruteForce in the internet.

Today lam gonna show you the Basics how to use it.

Why do | release this Tutorial? Because an HF-Member needs it.

Spoiler (Click to View)Quote: (Jan 31, 2011 01:11 PM)elson777 Wrote: [CITE] yeahh but they dont
look the same and i download they one they put on there link :(

Well,
Ima write a Tutorial for you then, (starting now).

Peace ?
Deox

What do we need?
Brutus AET2 -MultiUpload-
Brutus AET2 -Hoobie.net-

Never forget the VirusScans:
VirusTotal Scan
NoVirusThanks Scan

Dont be scared, it is detected as "SPR/Brutus”, "PWCrack.Brutus" etc, why? Because IT IS an
PWCracker (Bruter).

Alright, lets start!
First, here are the ScreenShots Ive made (I will fall back on them in the Tutorial)

The MainWindow:
[IMG]http://img691.imageshack.us/img691/9598/brutusaet2tutpicl.png[/IMG]

The ProxyWindow:
[IMG]http://img341.imageshack.us/img341/3900/brutusaet2tutpic2.png[/IMG]

The MiniMenu (AttackMethod):
[IMG]http://img199.imageshack.us/img199/4681/brutusaet2tutpic3.png[/IMG]

The MiniMenu (ProtocolType ; hypertext ; filetransfer):
[IMG]http://img522.imageshack.us/img522/8283/brutusaet2tutpic4.png[/IMG]

Alright, in this Tutorial we will try to BruteForce a FTP-Servers AccessData.


https://hackforums.net
https://hackforums.net/showthread.php?tid=1021733
javascript:void(0);
https://hackforums.net/showthread.php?pid=9483770#pid9483770
http://www.multiupload.com/4DBMGXSLKU
http://www.hoobie.net/brutus/brutus-download.html
http://www.virustotal.com/file-scan/report.html?id=49a3e574080a63b1a24980b3a775a82b5a9f7c269318662f5bbebcf21f8cefe4-1296507632
http://vscan.novirusthanks.org/analysis/d6066d187be09b56d917ad3aa63e4874/YnJ1dHVzYTItZXhl/

Dont worry, ill describe the Combo/Wordlistthing too! ?

Alright, at first we need the IP, or URL of the FTP-Server:

We will use the FTP-Server "imurtestvictim.square7.ch".

Normally you have to do it like this "ftp.imurtestvictim.square7.ch”, but you will chose the Prot.-typ
later, and we will chose FTP, so we dont have to do it like this.

Alright!
So, take a look at the redmarked part of the Picture "MainWindow".
Write the ServerlP/ServerURL into the "Target"-TextBox.

We will type in "imurtestvictim.square?.ch”.

After this, we chose the Protocol-typ (as | said before). Take a look at the Pricture "The MiniMenu:
(Protocoltype...)".
We will chose FTP, because our target is an FTP-Server.

Okay, now we leave the redmarked part and take a look at the greenmarked

part. Here we chose the Port that we want use the attack on.

If you chose HTTP, the standardport is 80, Brutus will have it in the Textbox, if we chose FTP, the
standardport is 21, Brutus will chose this one. ONLY if you KNOW that the Server uses something
like Port 23 for the FTP, then change the Port to 23 instead of the 21.

Okay, now you see the Connections and Timeoults, this isnt that important for now, we will just
leave it as it is.

Alright, as you know, BruteForcing a Server that ISNT YOURS is not legal, so you should hide your
IP right? If you want to do this, Brutus supports the ProxyFunction. To activate it, just check the
checkbox "Use Proxy", and the Window "Proxy Definition" will Popup (Picture: The ProxyWindow).

Here you just chose the ProxyType, then the Address and the Port of the Proxy. If it needs an Auth,
just check the "Proxy requiers Auth"-checkbox and type in the Username and Password. If not,
leave the checkbox unchecked.

Okay. The next part is about special Options. This is not needed here, so we leave everything as it
is.

Next part is the yellow part (MainWindows | Picture). Here are the Authentication Options, you want
Brutus to use.

Okay, first part is the Username of the FTP-Server (here we use FTP).

If you KNOW the Username of the Server, just check the "Single User" and the in the Username
into the "User File"-Textbox.

If it DONT need a Username, uncheck SingleUser and Use Username.

If you DONT KNOW the Username, but think it requiers one (You can check it if you type in
"ftp.xxx.com" into your browser, it will show up a Window with "User: & Pass:" or only "Pass"),
uncheck the SingleUser-checkbox and check the UseUsername-checkbox. Then click the
"Browse"-Button and chose the Textfile where your username-list is located.

INFO: Brutus gives you a (small) Usernamelist, you can chose this if you dont got another (better)
one.



Okay next thing will be the way how Brutus have to find out the password.
You can chose 1/3 ways (The MiniMenu (AttackMethod) | Picture):

1.)Wordlist

Well, | think a good Password(Word-)list is the best way to "crack” the AccessData, because you
dont have passwords like "ee" or something in it, if you use Bruteforce, it will contain these
passwords too.

2.)CombolList
If you use CombolList, just chose what seperation is used, you can chose it on the right side of the
"PassMode"-Menu if you checked "CombolList” (: , | or tab).

3.)BruteForce

BruteForce is the way, where you will find out the password 100%, but it can take years (100years
or more too!). BruteForce is not recommended to people without a SuperComputer, and | dont think
anyone here got one.

If you CHOSE BruteForce, you can chose what Symbols have to be used for the attack (abcde...)
or (abcde..ABCDE...) or (abcde...ABCDE...12345) or (abcde...ABCDE...12345...(8)"$=).

Alright, because this isnt our FTP-Server, we will chose the Wordlist, because we can use one with
the password in it, because this is just to show you how it works. ;)

So we check "Word List" in the PassMode-Options, and Browse our Word.txt.

The options now are:

Target:
imurtestvictim.square7.ch

Type:

FTP

Authentication Options:

[X] UseUsername [x] SingleUser
UserFile: userfile.txt

PassMode: Wordlist
PassFile: word.txt

Okay, all options are configurated, so we click the Start button at the right site/top of the Window.
So the application starts the attack.

Info: If you want to pause, (after clicked start, the startbutton changes into a pausebutton), click the
pausebutton. If you want to stop, click the stopbutton, and if you want to clear everything, click the
clearbutton.

Alright, the "Positive Authentication Results" (bluemarked) will show:
Target Type Username Password
imurtestvictim.square7.ch FTP imurtestvictim.square7.ch_Imao ops94

PS: FTP-ServerAccessData have been changed, so dont even try to access ?

Alright elson, | really hope this helped you, and of course | hope it helped you all.



Cheers ?
Deox

CodeRed - January 31, 2011, 2:23 pm
Nice Tutorial man,
thanks for this =))

CodeReddyyy

Jonesy™ - January 31, 2011, 2:57 pm
(Jan 31, 2011 03:23 PM)CodeRed Wrote: [CITE] Nice Tutorial man,
thanks for this =))

CodeReddyyy
No Problem A2

@aLL:
25Views 1Reply, come on, please just leave a "Hi" or something. ?

Deox

Rephrased - January 31, 2011, 2:58 pm
yeah man thanks so much but i still get lost but ill get it once again thanks :)

Bulreich1990 - January 31, 2011, 2:59 pm
Amazing, truly wonderful!

Locomotive - January 31, 2011, 3:00 pm
hi nice program you have there,

Rephrased - January 31, 2011, 3:09 pm
can u get facebook,hotmail.live, passwords with the same program or a different one ????

Jonesy™ - February 1, 2011, 9:18 am

(Jan 31, 2011 04:09 PM)elson777 Wrote: [CITE] can u get facebook,hotmail.live, passwords with the
same program or a different one ????

Thanks for all,

@elson:

Yes it is possible, but | already PMed you that for example googlemail wont let you BruteForce an
Email, because after 3wrong passwords or usernames you will have to wait 5-15minutes or have to
type in the captchacode, and Brutus cannot do this.

Deox ?
wemyssie - February 1, 2011, 9:21 am
i use the mobile facebook site to do this but when i put my own password in a list it didnt recognise it

why is this?

Jonesy™ - February 1, 2011, 11:48 am


https://hackforums.net/showthread.php?pid=9487180#pid9487180
https://hackforums.net/showthread.php?pid=9488201#pid9488201

If you are using this on a website, make sure you are using the typ "HTTP".

wemyssie - February 1, 2011, 1:26 pm
yeah i am www.touch.facebook.com
it just doesnt recognise correct password

*rxxx - February 1, 2011, 1:36 pm
What is the http(basic auth)?
what is that protocol, what is it used for

Stenography - February 1, 2011, 5:14 pm

Your Tuturials Just Gettin' Better n Better [;

Can you make please tuturial how to make brute force ?

I meen brutus is very good .. But very slow . Its from 2000
Can you please ?

btw .... Theres site called walla.com ..

Its emall site like yahoo ..

| forgot my pass along tim ago and i wanna brute the username .. Can u tell me whats the settings
forit ?

Jonesy™ - February 2, 2011, 5:05 am

(Feb 1, 2011 02:36 PM)** Wrote: [CITE] What is the http(basic auth)?

what is that protocol, what is it used for

Well HTTP (Basic Auth) means if you enter a site and a Popup shows up where you have to enter
the username and/or password.

It uses the HyperTextTransferProtocol (HTTP).

(Feb 1, 2011 02:26 PM)wemyssie Wrote: [CITE] yeah i am www.touch.facebook.com

it just doesnt recognise correct password

As you know, Brutus is an old Tool, so some functions dont work correctly, means you get some
wrong matches sometimes.

(Feb 1, 2011 06:14 PM)PolarX Wrote: [CITE] Your Tuturials Just Gettin' Better n Better [;
Can you make please tuturial how to make brute force ?

| meen brutus is very good .. But very slow . Its from 2000

Can you please ?

btw .... Theres site called walla.com ..

Its email site like yahoo ..

| forgot my pass along tim ago and i wanna brute the username .. Can u tell me whats the settings
forit ?

1.) Well you are right, Brutus is pretty old, but | made this Tutorial for another member. He asked
how it works, so | created this Tutorial.

Today, bruteforce isnt that good in the internet because People are more clever then in the past so
they dont use passwords like "sex" or "god" or something, today they use passwords like "jkDKa93",
so BruteForcing a password takes very long on internet. If you want to hack WebSites, please visit
the WebSite Hacking section to learn how it works! ;)

The only thing BruteForcing is good for is BruteForcing encrypted Files like Wikileaks does it. But
you have to have a SuperComputer for this, else it will takes damn long too.


http://www.touch.facebook.com
https://hackforums.net/showthread.php?pid=9506219#pid9506219
https://hackforums.net/showthread.php?pid=9505970#pid9505970
http://www.touch.facebook.com
https://hackforums.net/showthread.php?pid=9511507#pid9511507
https://hackforums.net/forumdisplay.php?fid=43

2)
When you open the site there is no PopUp with User/PassBoxes, so you have to use the
"Form"-Method (HTTP (Form)).

| have a ScreenShot below that shows the config with instructions in the TextBoxes.
HTTP | FormMethod (Click to View)[IMG]http://img822.imageshack.us/img822/4606/cldo.png[/IMG]

Remember! Use BruteForce or anything like that is not legal, USE A PROXY!

?
Deox

Stenography - February 2, 2011, 5:14 am

walla.com

Is very secured ..

Its israelic official mail ..

How much will take 'till it will find the right pass ?
And yea my computer is super .

16GB RAM

i7 proccessor

Hard drive 4.180 TB

Internet Speed 20mb

Jonesy™ - February 2, 2011, 5:23 am

(Feb 2, 2011 06:14 AM)PolarX Wrote: [CITE] walla.com

Is very secured ..

Its israelic official mail ..

How much will take 'till it will find the right pass ?

And yea my computer is super .

16GB RAM

i7 proccessor

Hard drive 4.180 TB

Internet Speed 20mb

This depends on how long the password is.

If you know it has 5 places, just set (IF YOU CHOSE BRUTEFORCE) the startlength of the
password to 5 and the maximallength to 5 too, so you dont try the 1-4Passwords too.

If you think its from 3-5 places, set the startlength to 3 and maxlength to 5, so you dont try the
1-2Passwords.

Remember! If the password has a small value of places means the BruteForceattack dont take that
long, if its very long, it can take AGES.

BruteForce isnt a nice Method to get passwords (IN THE INTERNET).

Deox ?

Minimal - February 2, 2011, 5:38 am
It was a good program, but these days any website that is worth bruting, will have you either enter a
captcha code, or wait for a period of time, to prevent bruting.

Jonesy™ - February 2, 2011, 6:07 am

(Feb 2, 2011 06:38 AM)Minimal Wrote: [CITE] It was a good program, but these days any website
that is worth bruting, will have you either enter a captcha code, or wait for a period of time, to
prevent bruting.


javascript:void(0);
https://hackforums.net/showthread.php?pid=9521959#pid9521959
https://hackforums.net/showthread.php?pid=9522243#pid9522243

Thats what | already told you. ?

Jonesy™ - February 2, 2011, 2:02 pm
Thanks Bulreich, elson and Loco for the positive Replys, too. ?

Deox

Stenography - February 3, 2011, 8:05 am

Ok Thanks ..
Im Starting Brutting Right Now (:

xarisis - February 3, 2011, 8:35 am

Brutus is outdated. The las update was made in 2000 and therefore it is really slow which make the
attack take a lot of time and most of the times unsuccessful.

Jonesy™ - February 3, 2011, 9:30 am

(Feb 3, 2011 09:35 AM)xarisis Wrote: [CITE] Brutus is outdated. The las update was made in 2000
and therefore it is really slow which make the attack take a lot of time and most of the times
unsuccessful.

Well, already spoke about this some Replys before, AND | told you | made this because another
Member asked me how Brutus works.

Please read ALL Posts | made..
Deox ?

Robert Nesta Marley - February 3, 2011, 9:52 am

Dam, | knew Brutus was old but 2000 ? | was only 6 :D

It's still a really good tutorial tho, very well put together and easy to read, would like to see some
tuts from you of newer programs bro you have skill.

SIM-135152 - February 3, 2011, 10:46 am
nice one mate
it would helps a lot of noobs out there

Jonesy™ - February 4, 2011, 11:22 am

only 6 :D

It's still a really good tutorial tho, very well put together and easy to read, would like to see some
tuts from you of newer programs bro you have skill.

Well, as | said Internet + BruteForce = Not that nice

But Il try to release some CryptoGraphyTutorials and CrackingTutorials later.

(Feb 3, 2011 11:46 AM)worlddanger Wrote: [CITE] nice one mate
it would helps a lot of noobs out there
Thanks man :)

Deox ?

Chris.. - February 4, 2011, 6:49 pm
Bruteforcing is so outdated it would be easier to keylog your victim.

Jonesy™ - February 6, 2011, 1:12 am


https://hackforums.net/showthread.php?pid=9550329#pid9550329
https://hackforums.net/showthread.php?pid=9551778#pid9551778
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(Feb 4, 2011 07:49 PM)Toxic Injection Wrote: [CITE] Bruteforcing is so outdated it would be easier to
keylog your slave.
I know.. everyone knows.. we just talked about here, read all posts...

dshado - February 11, 2011, 7:55 pm
Hey thanks for takingyour time and posting. Noob here.

Jonesy™ - February 14, 2011, 6:34 am

(Feb 11, 2011 08:55 PM)dshado Wrote: [CITE] Hey thanks for takingyour time and posting. Noob
here.

Thanks, no problem.

Everyone was a noob in the past. ?

Deox

Interstella - March 10, 2011, 5:54 pm
Really helpful tutorial :). | will be sure to use it later.

Mynex - March 11, 2011, 2:42 am
so here | am happy cause i found a bruteforcing tutorial but | have one problem,...,I would like to
bruteforce steam,...,is it even possible???

now so i go to the login page and i copied the URL from the steam login page to Brutus and i got a
username and stuff like that and | selected FTP (BTW how do | know which site has which type??)
and when i press start it says:initialising..

and then:unable to resolve hostname:https:

now i tried to bruteforce a runescape acc. (i heard that this theme is banned here so | won't talk
much about it) but | set all things up the default port was 80 and everything was fine but and error
still appears:unable to verify target 216.115.77.137,check connection settings.

plz help me
tnx in advance

learningchaos - March 12, 2011, 5:37 am
Hello Everyone,

This is my first message. English is not my mother tongue, so please forgive my mistakes.
By the Way: Thank you Shadow for the tutorial.

Many people said Brutus is outdated, | disagree a little.

We still find mails providers vulnerables to brutus.

A few months ago (2 or 3) | used to check my differents emails in hotmail, gmail and yahoo and
Brutus worked! (POP3)

Today | was testing again brutus, but it doesnt’ work anymore in those 3 mails providers... :-(

| have some questions:
- if Brutus is outdated, which program may | use instead Brutus? | really like this one!
- Does anyone know if we can use a program to use brute force or wordlists when we are in the


https://hackforums.net/showthread.php?pid=9588517#pid9588517
https://hackforums.net/showthread.php?pid=9772198#pid9772198

email recovery system? Exemple: for the email adress: xxxx@xxx.com, in the secret answer
phase (ex: place of birth), | would to make bruteforcing with a wordlist.

X Makube - March 12, 2011, 5:51 am
great tutorial sir...
thanks!!!

Jonesy™ - March 12, 2011, 8:06 am
(Mar 11, 2011 03:42 AM)Mynex Wrote: [CITE] so here | am happy cause i found a bruteforcing
tutorial but | have one problem,...,I1 would like to bruteforce steam,...,is it even possible???

now so i go to the login page and i copied the URL from the steam login page to Brutus and i got a
username and stuff like that and | selected FTP (BTW how do | know which site has which type??)
and when i press start it says:initialising..

and then:unable to resolve hostname:https:
now i tried to bruteforce a Runescape (all discussion banned on HF) acc. (i heard that this theme is
banned here so | won't talk much about it) but | set all things up the default port was 80 and
everything was fine but and error still appears:unable to verify target 216.115.77.137,check
connection settings.
plz help me
tnx in advance

9

No its not, because almost all WebSites are using CaptchaCodes when you want to log in, Brutus
does not know what Code is displayed on the picture.

Deox

Mynex - March 16, 2011, 8:58 am

(Mar 12, 2011 09:06 AM)BlackHawk™ Wrote: [CITE] ?

No its not, because almost all WebSites are using CaptchaCodes when you want to log in, Brutus
does not know what Code is displayed on the picture.

Deox

hmmm ok but if you go to the Steam login page you will see that there isn't a captcha code,...,you
just need to have a Steam username and a pass. now that's what i need xD

if anybody could help me | would appreciate it very much

tnx in advance

Stewie™ - March 16, 2011, 9:01 am
Good tutorial. Thanks.

Had Brutus a while, never really used it, might try a few things out after reading this.

Jonesy™ - March 17, 2011, 1:43 pm


https://hackforums.net/showthread.php?pid=10369809#pid10369809
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(Mar 16, 2011 08:58 AM)Mynex Wrote: [CITE] hmmm ok but if you go to the Steam login page you
will see that there isn't a captcha code,...,you just need to have a Steam username and a pass. now
that's what i need xD

if anybody could help me | would appreciate it very much

tnx in advance
You will just have to find out the direct link to the User that you want.

Means if the adminlogin is:

www.site.com/login=admin/

Change admin to your victim, but idk how it works on Steam.

But btw. if Steam does not use it for the log in, because they use the Captcha just for not getting
SpamRegistrations, they will use the Method much other Sites are using too.

Itis:
Login Failed. retry Login Failed. retry Login Failed. retry?
No. Login Failed to often. ||| Please wait 5(To 15 oder 30 or more minutes) and try again.

Yep. And then think about you do not know the Passwordlength. So you have to try from 1 To 99
Passlength, and every Symbol. Plus after all 3 faillogins you have to wait S5Sminutes.

It will not work, dont try.™

Sigma?
(Mar 16, 2011 09:01 AM)Godlike390 Wrote: [CITE] Good tutorial. Thanks.

Had Brutus a while, never really used it, might try a few things out after reading this.
Alright, have fun and good luck! ;)

Mynex - March 20, 2011, 6:36 am

(Mar 17, 2011 01:43 PM)BlackHawk™ Wrote: [CITE] You will just have to find out the direct link to
the User that you want.

Means if the adminlogin is:

www.site.com/login=admin/

Change admin to your slave, but idk how it works on Steam.

But btw. if Steam does not use it for the log in, because they use the Captcha just for not getting
SpamRegistrations, they will use the Method much other Sites are using too.

Itis:

Login Failed. retry Login Failed. retry Login Failed. retry?
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No. Login Failed to often. ||| Please wait 5(To 15 oder 30 or more minutes) and try again.

Yep. And then think about you do not know the Passwordlength. So you have to try from 1 To 99
Passlength, and every Symbol. Plus after all 3 faillogins you have to wait 5Sminutes.

It will not work, dont try.™
Sigma?

Alright, have fun and good luck! ;)
hm ok | asue phising is a better metod then but how do | get the emails?

accessgranted - September 10, 2011, 1:52 pm

nice post man i just wish it wasnt such an out dated program.
(or that i wasn't such a noob that i dont know how to go about
password hcking another way =P)

Thanks for putting time into making this, good info.

spenturn - October 26, 2011, 5:24 pm
Which word list is best?
Brute force would take way too long

jackoboii - October 26, 2011, 5:44 pm
Nice program and TuT. Thanks for this :)

TruDragon - October 26, 2011, 5:45 pm
Nice thread, good sir!

Very helpful.

Make more!

f4ggits - November 30, 2011, 1:47 am
does this work on https? | would like to try this on blackboard

frOstkappa - April 6, 2015, 6:01 pm
Thanks for this man, Ill use it good ;)

look4sky - April 7, 2015, 2:05 am
image not showing please correct it brother please

RaNdOmzzZ - August 18, 2015, 1:19 pm
Hope is good :D And well good software

KnockSteadys - August 18, 2015, 9:56 pm
this is really nice man thanks

roleeswagger - August 19, 2015, 6:26 am
Thank you :) this will be useful






