Forum:Hack Forums

Thread: How to remember your passwords easily (Very detailed tutorial)

Developer - June 2, 2011, 11:27 pm
Hello everyone,

Today I'm going to write this tutorial because I'm pretty sure that many of you have this problem and
also for security matters.

What | will be covering is how to remember ALL your passwords to every website that you are a
member of without much effort.

It's very easy. It can be used for Linux and Windows.
We will be using a tool called KeePass.

http://keepass.info/

Basically, you will only need to remember 1 password and you can store all the websites that you
are a member of using KeePass.

All the information is encrypted and almost impossible to crack.

Why use Keepass? It's safer and you don't have to write it down on a piece of paper where anyone
can easily get it.

Quote:What is KeePass?

Today you need to remember many passwords. You need a password for the Windows network
logon, your e-mail account, your website's FTP password, online passwords (like website member
account), etc. etc. etc. The list is endless. Also, you should use different passwords for each
account. Because if you use only one password everywhere and someone gets this password you
have a problem... A serious problem. The thief would have access to your e-mail account, website,
etc. Unimaginable.

KeePass is a free open source password manager, which helps you to manage your passwords in
a secure way. You can put all your passwords in one database, which is locked with one master key
or a key file. So you only have to remember one single master password or select the key file to
unlock the whole database. The databases are encrypted using the best and most secure
encryption algorithms currently known (AES and Twofish). For more information, see the features

page.

Is it really free?
Yes, KeePass is really free, and more than that: it is open source (OSI certified). You can have a
look at its full source and check whether the encryption algorithms are implemented correctly.

As a cryptography and computer security expert, | have never understood the current fuss about
the open source software movement. In the cryptography world, we consider open source
necessary for good security; we have for decades. Public security is always more secure than


https://hackforums.net
https://hackforums.net/showthread.php?tid=1345902
http://keepass.info/

proprietary security. It's true for cryptographic algorithms, security protocols, and security source
code. For us, open source isn't just a business model; it's smart engineering practice.

Download from HERE
Choose: KeePass 2.15 (Installer EXE for Windows)

Download it and install it. The installation process is very standard, just Next, next.
Install a Full installation.

Once, you have it opened. Click on File -> New

You can name it anyhow you want.
Spoiler (Click to View)
[img]http://i610.photobucket.com/albums/tt185/brokenenigma/7300220106f270fe60f49db448290fb3.

jpg[/img]

Click on the Protection tab and select all the options.
Spoiler (Click to View)
[img]http://i610.photobucket.com/albums/tt185/brokenenigma/b04d8860ac904e0ef2e4chc97d2e8f5

b.jpg[/img]

Create your Master password.
Spoiler (Click to View)
[img]http://i610.photobucket.com/albums/tt185/brokenenigma/10230967344c3f4305397517e054706

4.jpgl/img]

Now, right click and Add an entry. Fill out the information according to your likings.
Spoiler (Click to View)
[img]http://i610.photobucket.com/albums/tt185/brokenenigma/7c6900700balf64a0e3eafdbedcc62e

9.jpgl/img]

And this is what you will see after you add an entry. You can add as many entries as you'd like.
Write all the websites that you are a member of.

Spoiler (Click to View)
[img]http://i610.photobucket.com/albums/tt185/brokenenigma/844d82c935af82fdd0b92de99d55fbdf.

jpg[/img]

After you have followed the pictures, you can click on the Lock Icon and it will lock up, and to unlock
it click on the Lock icon again and type your master password.

This way you can add more entries or edit your current entries.

Credits: TheUnknownl & Dexter V (provided pictures)

cY?eRteRR?Ri?t - June 3, 2011, 2:34 am
Thank you for your tut bro its nice and Helpfull :)

Developer - June 3, 2011, 11:29 am
(Jun 3, 2011 02:34 AM)hunk Wrote: [CITE] Thank you for your tut bro its nice and Helpfull :)
No problem. Just wanted to help to reduce stress. ?
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MikeOxBig - June 3, 2011, 11:45 am
Correct me if I'm wrong, but did you just make a tutorial on how to remember your password? ==

Developer - June 3, 2011, 11:49 am

(Jun 3, 2011 11:45 AM)NUFC-Skillz Wrote: [CITE] Correct me if I'm wrong, but did you just make a
tutorial on how to remember your password? -=_-

Yes, but not remembering all of them; instead you are only remembering 1 master password for
everything stored within the Keepass database.

?r1PP|? - June 3, 2011, 12:02 pm
Not bad, probably I'll download later.

toxicangel91 - June 3, 2011, 12:14 pm
i like it ... i really need one of those .. cheers \m/

Zenith ' - June 3, 2011, 1:46 pm
Yes, very good tutorial unknown!

Stewen - June 3, 2011, 2:26 pm
Thank you for this usefull tuto , good one bro :)

Euxine - June 3, 2011, 11:23 pm
Great tutorial, thanks alot will download soon.

Tetrahedra - June 4, 2011, 8:21 am
I've used this quite a bit... it's really good.

Vaxorr - August 30, 2015, 2:50 pm
This tutorial really deserves a .
it's simple but very helpful.

Leeway - August 30, 2015, 2:52 pm
This is what | was looking for thank you very much.
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