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 The act of keeping your identity hidden online by using connection methods and encryption
methods, to make yourself untraceable to a person, website, company, school or whatever else you
are doing/connecting to.
 
 [img]http://dl.dropbox.com/u/8179546/tutorial/header3.png[/img]Stay hidden when attacking a
website or scanning it for vulnerabilities.
 
 Keep your browsing history/activity hidden when at work, school, library or even your family
computer.
 
 Keep your IP ( Internet Protocol Address ) hidden from victims of a RAT (Remote Administration
Tool) or a botnet.
 
 Bypassing ISPs service usage limits.
 
 
 
 [img]http://dl.dropbox.com/u/8179546/tutorial/header4.png[/img]
 
 [img]http://dl.dropbox.com/u/8179546/tutorial/vpnhead.png[/img]
 
 What is a VPN ?
 A VPN is an acronym for Virtual Private Network, it is a server that is used to connect to a LAN (
Local Area Network ) securely. VPNs will encrypt your connection information and hide your real IP
from websites, people and it will keep your connection encrypted so you won't be able to get traced.
 
 List of good Free VPNs.[censored] VPNYou must create an account.
 
 Download Link
 
 
 Pro XPNCreate an account. 
 
 Download Link
 
 
 Open VPNDownloads.
 
 Open VPN requires configuration files. You add them to C:\Program Files\OpenVPN\config
 
 
 

https://hackforums.net
https://hackforums.net/showthread.php?tid=1362050
http://cyberghostvpn.com/en/surf-anonym.html
http://cyberghostvpn.com/en/product/download.html
https://www.proxpn.com/
https://www.proxpn.com/download.php
http://openvpn.net/
http://openvpn.net/index.php/open-source/downloads.html


 Hot Spot ShieldHSS is OpenVPN based, you download the client and it will hide your IP.
 
 
 
 
 Paid VPNs.
 Why are paid VPNs better than free ?
 They are more secure and keep no logs. When free ones will keep logs and aren't as securely
encrypted as a paid.BlackShades VPNPretty much the best product line on HackForums, you can
never go wrong with a BlackShades product.
 
 
 nVPN ( OpenVPN based )Amazing speeds and panel controls and really simple set up.
 
 
 iPredatorNot known around HF as much, but it's good.
 
 
 
 
 [img]http://dl.dropbox.com/u/8179546/tutorial/sockshead.png[/img]
 
 What is SOCKS 4/5 ?
 SOCKS is the internet protocol that makes it easier for packets to be routed between the
client/server via a proxy server. The SOCKS protocol has a designated port, but is not limited to that
port. This port number is 1080. 
 
 Socks will let you get by the network firewall, usually with schools or workplaces, they will have a
block on the browsing you are allowed to do.
 
 What is HTTP Proxy ?
 A HTTP ( Hypertext Transfer Protocol ) proxy is kind of the same thing as a SOCKS 5, except the
fact it using the HTTP protocol instead of the SOCKS protocol. When a browser is configured with a
HTTP proxy, it just hooks through the proxy server and bypasses any firewall put in place on the
LAN ( Local Area Network )
 
 Web proxies and Proxy client/managers
 Web ProxiesProxy Filter  ( By Omniscient )
 
 Hide my ass
 
 Proxify
 
  FoxyProxy ( Firefox addon )
 
  iMario's Thread
 
 
 Proxy ManagerTor Download the client.
 
 READ THE PAGE. Tor isn't as safe as people think it is.
 
 

http://hotspotshield.com/
https://hackforums.net/showthread.php?tid=790996
https://hackforums.net/showthread.php?tid=1115515
https://www.ipredator.se/?lang=en
https://hackforums.net/forumdisplay.php?fid=18
http://hidemyass.com/proxy/
http://proxify.com/r/?SSAID=278653
http://getfoxyproxy.org/downloads.html
https://hackforums.net/showthread.php?tid=1646055
https://hackforums.net/showthread.php?tid=1646055
https://www.torproject.org/
https://www.torproject.org/dist/torbrowser/tor-browser-1.3.24_en-US.exe


 
 
 How to set up SOCKS 4/5 & HTTP Proxies
 
 Things needed.FireFox BrowserIt's not NEEDED but it's got an amazing proxy managing system.
 
 Download here.
 
 
 SOCKS or Proxy IP:Port - Get them :Hide My Ass
 
 Alive Proxy
 
 Proxy list
 
 Check lists for live ones HERE
 
 
 
 
 Configuring the SOCKS or Proxy. ( Used in SSH Tunneling. )Open up Firefox browser.
 
 Go up to the top. Tools >> Options. This will bring up a window.
 Options Window (Click to View)[img]http://dl.dropbox.com/u/8179546/tutorial/windows.PNG[/img]
 
 From here, you will go to the advanced tab and then you'll want to click "Network" tab within the
advanced tab.
 Network Tab (Click to View)[img]http://dl.dropbox.com/u/8179546/tutorial/windows2.PNG[/img]
 
 Then click on the settings button. Then click on "Manual proxy configuration."
 Network Settings (Click to View)[img]http://dl.dropbox.com/u/8179546/tutorial/settings.PNG[/img]
 
 You will need to input the IP:Port combination in the correct protocol line. ( The checker I gave
above, will tell you which protocol it is. )
 
 After you have done that, click Ok and it should be correctly configured.
 
 
 [img]http://dl.dropbox.com/u/8179546/tutorial/sshhead.png[/img]
 
 What is SSH and SSH Tunneling ?
 SSH is the acronym for Secure Shell, it is an network protocol used to connect to Linux&Unix based
machines. This will let you access the shell (Terminal) via a remote connection to the
machine/server. The default port for SSH connection is 22.
 
 SSH tunneling is using the SSH protocol to hook through the machine/server as you send a
command through your internet, say loading Google, your machine will send the data through the
"SSH Tunnel" and your IP will be hidden from the website. As your data is going through the "tunnel"
it is encrypted using a Public-Key encryption.
 
 How to SSH Tunnel ?
 
 Things you need.PuTTYAn SSH client that runs on Windows or Unix Platforms.

http://www.mozilla.com/en-US/firefox/new/
http://www.mozilla.com/products/download.html?product=firefox-4.0.1&amp;os=win&amp;lang=en-US
http://hidemyass.com/proxy-list/
http://aliveproxy.com/
http://www.proxy-list.org/en/index.php
http://www.checker.freeproxy.ru/checker/
javascript:void(0);
javascript:void(0);
javascript:void(0);


 
 Downloads page.
 
 
  A Unix or Linux based system/server.IP and Log on to it.  (Doesn't have to be root.)
 
 
 Configuring SOCKS 5 proxy knowledge. ( Given above. )
 
 
 How to configure PuTTY for tunneling.First thing is first, Open up PuTTY.
 
 You're going to input your machine/server IP in the textbox that says "Host name (or IP Address )"
 
 Next you're going to want to click the "+" sign beside "SSH."
 Spoiler (Click to View)[img]http://dl.dropbox.com/u/8179546/tutorial/ssh1.PNG[/img]
 
 From the drop down menu, click on "Tunnels"
 
 You will input a port ( Any port will do. ) and click the bullet "Dynamic" Change nothing else.
 Spoiler (Click to View)[img]http://dl.dropbox.com/u/8179546/tutorial/ssh2.PNG[/img]
 
 Click "Add." and then "Open" the connection. This will connect you to the machine/server via SSH
with an Open tunnel.
 
 Next thing is configuring your browser. You will be configuring a SOCKS 5.
 
 The IP will be 127.0.0.1 and then the port will be same as the one you used when configuring the
tunnel in PuTTY. ( For me it will be 1337 )
 
 
 [img]http://dl.dropbox.com/u/8179546/tutorial/MAChead.png[/img]
 
 What is MAC Address and MAC Address Spoofing ?
 
 MAC address is the acronym for Media Access Control address it's the unique identifier for a
network interface. I like to think of it as the fingerprint of your connection.
 
 MAC address spoofing is using a program (You can do it manually but program is much easier.) to
change your MAC address so it doesn't leave behind your networks "fingerprint." Without doing this,
you will never be FULLY anonymous.
 
 MAC Address Spoofers.SMACDownload link. (CNET)
 
 
 NMAPDownload page.
 
 –spoof-mac is the command you use to spoof your MAC with NMAP.
 
 
 Your operating system will let you change your MAC.Good tutorial. (Mydigitallife)
 
 I would recommend using MAC Address spoofer.

http://www.chiark.greenend.org.uk/~sgtatham/putty/download.html
javascript:void(0);
javascript:void(0);
http://www.klcconsulting.net/smac/
http://download.cnet.com/SMAC-MAC-Address-Changer/3000-2085_4-10536535.html
http://nmap.org/
http://nmap.org/download.html
http://www.mydigitallife.info/how-to-change-or-spoof-mac-address-in-windows-xp-vista-server-20032008-mac-os-x-unix-and-linux/


 
 
 
 
 [img]http://dl.dropbox.com/u/8179546/tutorial/addhead.png[/img]VPNs
 
 Additional anonymous information.
 
 Proxy information.
 
 iMario's thread has a nice compilation of Proxy Lists and VPN Downloads.
 
 
 Thanks for reading my tutorial, I hope you learned some stuff from it. And please remember, this is
for educational purposes only. 
 
 I cannot be held responsible for the uses of these methods.

Dark Lotus - June 8, 2011, 10:59 am 
Damn dude! This is legit!!! This better get stickied. This is one of the best tuts I've ever seen. 

Baked - June 8, 2011, 11:09 am 
After all the hard work, it was worth it.
 
 Thanks for the positive feedback bros.

Grey Mind - June 8, 2011, 11:17 am 
Awesome maybe it's a good idea to buy the Blackshades VPN, also if i use hotspot shield i'm 100%
anonymous? Gr guide anyway.

Baked - June 8, 2011, 11:18 am 
 (Jun 8, 2011 11:17 AM)Grey Mind Wrote: [CITE] Awesome maybe it's a good idea to buy the
Blackshades VPN, also if i use hotspot shield i'm 100% anonymous? Gr guide anyway.
 No such thing as 100% anonymous, but if you combine methods it's the best way to remain
anonymous.

Factor8™ - June 8, 2011, 11:21 am 
How are you so sure that paid VPN's do not store logs?

Baked - June 8, 2011, 11:22 am 
 (Jun 8, 2011 11:21 AM)Factor8™ Wrote: [CITE] How are you so sure that paid VPN's do not store
logs?
 Because they advertise that, if they lied about it.
 You could sue them for false advertisement.

Anonymous.7654 - June 8, 2011, 11:31 am 
Thank you for Amazing Tutorial,great post.

Baked - June 8, 2011, 11:32 am 
 (Jun 8, 2011 11:31 AM)Anonymous.7654 Wrote: [CITE] Thank you for Amazing Tutorial,great post.
 Thanks a lot man.
 
 Feels awesome when I know it's helping people.

http://techpp.com/2009/07/09/top-5-free-vpn-clients/
http://thenexus.tk/10-way-to-stay-anonymous-online/
http://www.proxy-server.info/diferent-proxy-servers.shtml
https://hackforums.net/showthread.php?tid=1646055
https://hackforums.net/showthread.php?pid=12506992#pid12506992
https://hackforums.net/showthread.php?pid=12507076#pid12507076
https://hackforums.net/showthread.php?pid=12507342#pid12507342


Invincible - June 8, 2011, 11:46 am 
What according to your opinion/experience would be the best protection I should get?

Fatality - June 8, 2011, 11:48 am 
Amazing tut dude thanks for the links :)

Baked - June 8, 2011, 11:48 am 
 (Jun 8, 2011 11:46 AM)Invincible Wrote: [CITE] What according to your opinion/experience would be
the best protection I should get?
 Spoofed MAC
 VPN
 SOCKS 5
 
 In that order, it will be next to impossible to trace you.

Xirian - June 8, 2011, 11:49 am 
Awesome tutorial, Baked, keep up the good work ?

Baked - June 8, 2011, 11:50 am 
Thanks for the positive feedback.
 Glad you guys liked it.

dec0y - June 8, 2011, 12:27 pm 
I must say you really put a lot of time and effort into this tutorial, The quality of information is
awesome. Good job I hope to see more tutorials like this from you.

LiamLC - June 8, 2011, 1:37 pm 
bookmarked! I hope this gets stickified! This is great!

NATASHAx - June 8, 2011, 8:37 pm 
NICE Baked.
 Full of win.
 :]
 NICE Baked.
 Full of win.
 :]

Baked - June 9, 2011, 1:15 am 
No Natasha, I'm full of epicsauz.

seskanda - June 9, 2011, 1:22 am 
I especially liked the 'additional links' section of this tut

lars90 - June 9, 2011, 12:48 pm 
Nice tut do you know what real hide ip is? If you do would you conceder it As a proxy? I mean it
doesn't hide your ip it changes it it worked for Facebook, Facebook thought I lived somewhere in the
USA when I was hacking a other account it said someone from the USA was tring to log in ^^

Falconw0w - June 9, 2011, 9:30 pm 
very cool thread! Seriously very helpful ,thank you

Baked - June 9, 2011, 9:39 pm 
No problem man, glad you like it !

https://hackforums.net/showthread.php?pid=12507701#pid12507701


Discreet - June 9, 2011, 10:36 pm 
Thanks for the write up. I would love to know more about "Bypassing ISPs service usage limits".

tranquiller40 - June 10, 2011, 3:59 am 
Awsome tut bro.. really good one, excellent:D

Baked - June 11, 2011, 3:59 pm 
Thanks.
 Hope it helped some people, it's what I wanted.

Jeimuzu - June 11, 2011, 5:49 pm 
Thanks for this!
 You are never 100% safe on the Internet, but this guide damn sure makes you 99% safe!

Kill?Muvz - June 13, 2011, 9:17 am 
Awesome tuturial/guide. Would expect any less from a member like you.
 LOVE IT. Deserves a sticky.

Baked - June 13, 2011, 8:27 pm 
 (Jun 13, 2011 09:17 AM)Kill?Muvz Wrote: [CITE] Awesome tuturial/guide. Would expect any less
from a member like you.
 LOVE IT. Deserves a sticky.
 Thanks dude.
 Means a lot.
 
 Glad it helped some people, if I got a sticky that would be cool.
 
 But W.E

methodman - June 14, 2011, 4:04 am 
Thank you for this work. Feels awesome

Baked - June 14, 2011, 8:26 pm 
 (Jun 14, 2011 04:04 AM)methodman Wrote: [CITE] Thank you for this work. Feels awesome
 No problem man, glad you enjoyed it.

WhiteHat1 - June 15, 2011, 7:46 am 

 What is the fastest combination though? 
 
 VPN + SOCK5, atm
 
 VPN + VPN is the best though.
 
 Quote:READ THE PAGE. Tor isn't as safe as people think it is.
 
 What page? Link?
 
 Nicely done overall.
 

Baked - June 15, 2011, 10:20 am 
 (Jun 15, 2011 07:46 AM)WhiteHat1 Wrote: [CITE] What is the fastest combination though? 

https://hackforums.net/showthread.php?pid=12632869#pid12632869
https://hackforums.net/showthread.php?pid=12656995#pid12656995
https://hackforums.net/showthread.php?pid=12688600#pid12688600


 
 VPN + SOCK5, atm
 
 VPN + VPN is the best though.
 
 What page? Link?
 
 Nicely done overall.
 The download page.
 
 Fastest, would be a single method.
 
 VPN.
 
 Safest on the other hand.
 Would be :
 Mac Spoof + VPN + SOCKS 5

WhiteHat1 - June 16, 2011, 2:23 am 
does anyone have a decent tutorial or links for SOCKS5?
 
 searched and googled to no avail.[/align]

darkskies - June 16, 2011, 8:19 am 
TOR certainly isn't as secure as you might think and is very slow.  Be wary of random proxies
posted on the web..  If I was a password harvester I would just harvest the account details and
URL's used...  Oh look, there's a tick box option for it. <insert evil grin here>

Baked - June 16, 2011, 8:21 am 
 (Jun 16, 2011 08:19 AM)darkskies Wrote: [CITE] TOR certainly isn't as secure as you might think
and is very slow.  Be wary of random proxies posted on the web..  If I was a password harvester I
would just harvest the account details and URL's used...  Oh look, there's a tick box option for it.
<insert evil grin here>
 Yes, exactly.
 
 That's why I like using a VPN, so your information is encrypted and then connect to a SOCKS 5 or
Proxy.

papipapipapichulo - June 16, 2011, 10:38 am 
Thanks for your tutorial!
 I will try Wifi of my neighbors + Macspoofed+ VPN +Socks ?
 
 However, doesn't some websites have limitations when using proxies? 
 Is there solutions or that kind of sites just can't be joined using this anonymity tools

killarshark33 - June 16, 2011, 6:01 pm 
 (Jun 8, 2011 11:18 AM)Baked Wrote: [CITE] No such thing as 100% anonymous, but if you combine
methods it's the best way to remain anonymous.
 I was wondering I know this would kill your internet connection but would you reccommend
downloading like 15 vpns the connecting to them all?  Or would that make my internet so slow I
could not even run my internet (i have 24 DL and 3 UL)

Baked - June 16, 2011, 6:03 pm 

https://hackforums.net/showthread.php?pid=12719943#pid12719943
https://hackforums.net/showthread.php?pid=12507022#pid12507022


 (Jun 16, 2011 06:01 PM)killarshark33 Wrote: [CITE] I was wondering I know this would kill your
internet connection but would you reccommend downloading like 15 vpns the connecting to them
all?  Or would that make my internet so slow I could not even run my internet (i have 24 DL and 3
UL)
 lol.
 
 Connecting to multiple VPNs just messes eachother up. One is fine.
 

WhiteHat1 - June 17, 2011, 2:56 am 
 (Jun 16, 2011 06:03 PM)Baked Wrote: [CITE] lol.
 
 Connecting to multiple VPNs just messes eachother up. One is fine.
 For Socks5 part, 
 
 do you proxy chain?
 
 use multilple proxies which change every few seconds?
 
 or do you remain on one proxy for a relatively long time?
 

darkskies - June 17, 2011, 6:50 am 
 (Jun 16, 2011 08:21 AM)Baked Wrote: [CITE] Yes, exactly.
 
 That's why I like using a VPN, so your information is encrypted and then connect to a SOCKS 5 or
Proxy.
 Bearing in mind not to connect to a random proxy still as I could still be logging your sessions,
credentials etc.
 
 Your information is obviously only encrypted point to point, not the other side of the VPN tunnel.

The_Bub - June 17, 2011, 5:13 pm 
Thank you very much for this. 
 
 Just downloaded [censored]. Seems legit so far.

Zovers - June 18, 2011, 10:08 pm 
Thank you very much! It was extremely helpful!

Baked - June 18, 2011, 10:13 pm 
No problem, glad it helped you.
 
 Ask questions if you need help.

Sync™ - June 20, 2011, 1:59 am 
Amazing thread you have here Baked!
 It will really help lots of members here on Hack Forums. ?

saud1991 - June 20, 2011, 4:40 am 
very nice and useful information?

Baked - June 20, 2011, 4:41 am 

https://hackforums.net/showthread.php?pid=12735053#pid12735053
https://hackforums.net/showthread.php?pid=12735088#pid12735088
https://hackforums.net/showthread.php?pid=12719982#pid12719982


Thank you.
 
 Appreciate the positive comments.

3m3nt13s - June 20, 2011, 11:25 am 
that's excelent tutorial, m8. thanks ;)

jerhed12 - June 22, 2011, 12:36 am 
thanks for sharing...
 _jerhed12_

Baked - June 22, 2011, 12:53 am 
No problem, glad you liked it.

dr34m0r - June 22, 2011, 2:58 am 
Thanks, it's a very useful tutorial

creativesniper - June 22, 2011, 12:47 pm 
THANK YOU VERY VERY MUCH....I REALLY DON'T KNOW HOW TO THANKS YOU.. THIS IS
REALLY VERY AWESOME TUTORIAL..it has really clear a lot's of doubt's about how to be 
anonymous prefectly.. i was tired of searching lots' of topics on this matter but i must say your the
the best on....
 
 one last thing..is those software like hide my ip really good?? and can i use 
 
 Spoofed MAC
 vpn (free one's)
 hide my ip software's
 
 regard
 creativesniper

Baked - June 23, 2011, 12:08 pm 
 (Jun 22, 2011 12:47 PM)creativesniper Wrote: [CITE] THANK YOU VERY VERY MUCH....I REALLY
DON'T KNOW HOW TO THANKS YOU.. THIS IS REALLY VERY AWESOME TUTORIAL..it has
really clear a lot's of doubt's about how to be  anonymous prefectly.. i was tired of searching lots' of
topics on this matter but i must say your the the best on....
 
 one last thing..is those software like hide my ip really good?? and can i use 
 
 Spoofed MAC
 vpn (free one's)
 hide my ip software's
 
 regard
 creativesniper
 No problem !
 
 Glad you liked.

roxorloops - June 23, 2011, 1:10 pm 
This just might have been one of the best Tuts I've seen!!
 It helped a lot in the process of becoming "invisible" to others!

https://hackforums.net/showthread.php?pid=12903444#pid12903444


 
 Thanks man, keep up the good work ?

hydroweb - June 24, 2011, 12:14 am 
thanks for sharing.... very helpful

Baked - June 24, 2011, 12:22 am 
Thanks for the positive feedback !

Dee2084 - June 24, 2011, 2:14 am 
I have a question.
 
 I set up an VPN with [censored] (free) and everytime I connected it would have all my website
languages in German, is there anyway to fix that? Also, when using HideMyAss along with FF, can
you give a step by step walkthrough on how to add the IP Port # .. that's the only part that got me
extremely confused. Based off what you said is the best way, I have to set up a proxy, VPN and
Socks 5, correct ? .. thanks if you manage to help me out ..

WhoAmI? - June 24, 2011, 2:20 am 
Yust heard that if u are behind like 5-6 proxy u're REALLY undetectable...it this true?
 (I'm using vpn....THE BASIC ONE!)
 
 WhoAmI??

Baked - June 25, 2011, 1:32 am 
 (Jun 24, 2011 02:20 AM)WhoAmI? Wrote: [CITE] Yust heard that if u are behind like 5-6 proxy u're
REALLY undetectable...it this true?
 (I'm using vpn....THE BASIC ONE!)
 
 WhoAmI??
 I would say MAC Spoof, VPN and Socks 5 or SSH Tunnel is the safest route.

g1ll1s - June 25, 2011, 9:40 am 
You cannot forget Ultra-Surf!

Baked - June 25, 2011, 5:10 pm 
I only did the bare minimum, this will give you a basic understanding of anonymous browsing.

Sn0rlaX - June 30, 2011, 6:22 am 
Really good info, bookmarked this page :P
 

DoubleHelix - June 30, 2011, 6:43 am 
Great guide, thanks for taking the time to write this. 

Baked - July 1, 2011, 2:48 am 
No problem man, thanks for reading and enjoying !

autorunman22 - July 1, 2011, 9:19 am 
Holy sh*t! Bookmarked! >:) been looking for somethen like this!

Suspicion - July 1, 2011, 3:40 pm 
Very detailed guide, nice work bro explains alot of stuff

https://hackforums.net/showthread.php?pid=12952355#pid12952355


soving - July 1, 2011, 6:17 pm 
Nice Tutorial thanks for posting :D

nobody01 - July 1, 2011, 8:50 pm 
What use is being anonymous online, browsing websites if plugins such as flash and java are
enabled? My point, absolutely no use... You should probably mention that simple flaw in being
anonymous online. You can use online scanners to see truly how "anonymous" you are.

Zyzz - July 1, 2011, 10:56 pm 
Please take [censored] off there, that is the shittiest VPN ever but has the best GUI.

Baked - July 2, 2011, 12:19 am 
 (Jul 1, 2011 10:56 PM)Meezie Wrote: [CITE] Please take [censored] off there, that is the shittiest
VPN ever but has the best GUI.
 It's well known as a VPN, so no I'll leave it there.

J0eBlack - July 2, 2011, 7:25 am 
Thanks for the tut , learned a lot about staying secure.

esprit2009 - July 2, 2011, 9:03 am 
hi  this is a very  helpfull tut. very simple 
  thank!

BeComplex - July 3, 2011, 4:05 am 
That helps alot! Thank you for taking the time to do this ;)

justdidit - July 3, 2011, 7:59 am 
cool...
 it might b hlpful..

InsaNNNityyy - July 4, 2011, 1:19 am 
Absolutely nice thread mate, this defitnely deserves a sticky. Cheers

toxicrain - July 4, 2011, 4:37 am 
jesus lol very nice guide

emmm - July 4, 2011, 4:51 am 
Very nice and helpful tut 

Exclusive - July 4, 2011, 5:15 am 
Amazing thread, deserves a sticky.
 Keep up the excellent posts!

Baked - July 5, 2011, 9:05 pm 
Thanks for the posts.
 Positive feedback is what I did it for.

-Nix- - July 7, 2011, 7:59 pm 
Wow amazing tut, very informative and thank you for links!

Baked - July 7, 2011, 8:11 pm 
No problem, glad you liked it man.

https://hackforums.net/showthread.php?pid=13195756#pid13195756


gambe - July 8, 2011, 3:58 am 
Thanks for the guide man. Will try BlackShades VPN.

R2Spec - July 10, 2011, 8:06 pm 
Great Tutorial !!!
 
 I tryed out some free VPN services, i am not sure they will offer the same services (saving logs,
encryption) as paid VPN' s. So i am thinking to get a paid one, blackshades or nVPN.
 
 When you use a paid VPN service like blackshades or nVPN, is it only webbrowsing that will be
secure ? 
 What about programs like nmap, when you do a SYN scan for example, the packets that nmap
send, are these packets also encrypted ? 
 
 I really need a VPN hat secures all my internet traffic.
 
 I tried Open VPN before, and when you sign up and login you only can browe websites and my ip
isnt hide in that manner.
 Tried VPNOD also, its completely different . My IP was hide with VPNOD when browsing websites.

Eminent - July 10, 2011, 10:16 pm 
This is a truly amazing guide. I have seen others like it, but none come close to how much effort you
put into that. Thanks for sharing mate!

Baked - July 13, 2011, 12:19 am 
No problem man, it was good tutorial writing experience.

colorless_rainbow - July 13, 2011, 10:56 pm 
I really appreciate this. A very very useful tutorial. 

Baked - July 14, 2011, 10:52 am 
Thanks colorless, appreciate the positive feedback.
 
 

LiveToLearn - July 14, 2011, 1:15 pm 
i been using [censored] for a while not but lately its been epic slow, takes 15-30seconds just to
switch site to site. 
 any suggestions Baked as to what i should do to stay anonymous for free.
 

Qiraji - July 18, 2011, 2:00 pm 
This will definately come in handy, thank you Baked.
 
 As someone mentioned, having plug-ins on will easily blow ones cover. For example, 'Hide My Ass'
suddenly becomes 'Show My Ass' if Javascript is enabled.
 
 You mentioned that:
 "I only did the bare minimum, this will give you a basic understanding of anonymous browsing."
 Any chance of sharing some additional tips and tricks to further increase ones anonymity? Maybe
even a part 2 if there is enough to cover? ?
 
 Once again, thanks alot!



 

gahoogy - July 19, 2011, 5:09 am 
Thanks for the tut. Looks good is will be very useful.

b-rad-1331 - July 19, 2011, 11:10 am 
Nice tuturial, very helpful. 

Belguim - July 19, 2011, 5:36 pm 
Thank you so much for this tutorial.

Belguim - July 19, 2011, 5:36 pm 
Thank you so much for this tutorial.

Ther-TeeN - July 22, 2011, 1:38 am 
Ultra Cool Thread!!Im Loving It!!Wonderful work DUde!

gothdude18 - July 22, 2011, 10:57 pm 
GREAT TUT MAN!!!! just wat i was looking for :> thx.
 

Corn - July 23, 2011, 2:49 am 
It sucks, I can't change my mac address with TMac. I'm doing everything right, just not sure why it
won't work?

Skycoder - July 24, 2011, 6:16 am 
There is no true way to be completely anonymous but this guide gets you pretty close!

TH3 M45T3R - July 24, 2011, 8:20 pm 
great tutorial by you.this is what i was looking for many days.

alexander_ru - July 26, 2011, 11:37 am 
Awesome tut, very good job. Thanks a lot !

tanveerkhan1 - July 26, 2011, 4:49 pm 
thanx bro ! great tutorial :)

Sir Cyrano - July 27, 2011, 5:39 am 
also erase the cookies and flash cookies...

AcidHacks - July 27, 2011, 1:19 pm 
Great TuT one of the better ones ive seen im an experienced proxy user and this tought me some
new tricks! great TuT

KvltBryce - July 28, 2011, 6:08 am 
Great tutorial man, and great recommendations. 
 Proven to be super helpful.
 I've used a fraction of these methods in the past, but always good to expand the selection.
 
 Will definitely be looking out for more of your tutorial.
 -KB
 
 



 ?

Originality - July 28, 2011, 9:06 am 
Amazingly useful guide. If anyone ever needs to find good legit proxies, this is the place to get them.
Thank you for making this.

dufore1000 - July 29, 2011, 11:08 am 
Very, very nice. Thank you.

Spoonergod - July 30, 2011, 2:15 pm 
Amazing TUT dude. This has helped me loads. learn something new everyday when you on these
forums.
 

DarkHorseRising - August 4, 2011, 1:02 pm 
If anyone is interested in anonymity and anti-forensics then check out my tute - check it out
 Easy Anonymity Through Basic Anti-forensics: A comprehenive (noob friendly) guide to covering
your tracks
 https://hackforums.net/showthread.php?tid=1561351

anunamus - August 4, 2011, 1:04 pm 
This was very helpful, thank you! Anything that helps me be more anunamus is a help. XD

worldblackstar - August 5, 2011, 1:25 am 
Best Tutorial about Anonymity.  I have searched for this long time and asked lot of members how to
stay anonymous.  Here is the perfect answer

Rixxon - August 5, 2011, 1:30 am 
Pretty good tutorial for those entering the world of anonymity. :)

wassup - August 5, 2011, 2:03 am 
Amazing post! Thank you very much ?
 AMAZING GUIDE! :) Thank you very much!

Ecliptik - August 5, 2011, 2:28 pm 
This is amazing!!  Thank you!  Really helped me out.

Baked - August 7, 2011, 12:39 am 
No problem, I wrote it to help people.
 
 

xraye - August 12, 2011, 4:59 pm 
Wow this is great, thank you so much! I have a question about PuTTY though. When I hit open I get
the error "Network error: Connection refused". I googled it and it means the server rejected the
connection (but I'm noob and couldn't really figure out how to fix it). Any chance you would know
how to fix this?

m0teki - August 13, 2011, 6:00 am 
Heya , 
 What about Anonymizer.com ? does it save logs? is it any good?
 
 BTW - Great Tut

https://hackforums.net/showthread.php?tid=1561351


 Thanks

Predator_Crack - August 19, 2011, 6:42 pm 
Very good work by Baked here.Very detailed explanation of the ways you can become anonymous
over the devil named web.
 
 Bookmarked

Baked - August 30, 2011, 12:19 pm 
Thanks for the feedback, I wrote it to help people.
 
 Glad it did.

blaze001 - August 31, 2011, 3:57 am 
Really Good tutorial! Will come in very handy!

Stewie™ - August 31, 2011, 7:41 am 
Nice tutorial, Was a good read, thanks for this.

Hattednexus - August 31, 2011, 10:53 am 
Thanks, realy nice and finaly clear and easy.

Baked - August 31, 2011, 5:33 pm 
Thanks for the feedback.
 
 This was all from my knowledge as well, I've been learning this since I was like 12.

once16 - September 1, 2011, 10:09 am 
Great tutorial, I've always used Hotspot Shield, [censored] is also good but my trafic ends up fast.

epiceddy - September 1, 2011, 11:05 am 
Thanks for this amazing tutorial!!
 this helped me :)

python453 - September 5, 2011, 12:02 pm 
Fantastic guide mate, really helpful for us newbies. 

iMario - September 5, 2011, 12:32 pm 
Really well explained thread and good looking. Deserve a sticky!
 
 If you wish to extend your "proxy list" on your thread, you can link them to my thread right here.

Baked - September 5, 2011, 1:24 pm 
 (Sep 5, 2011 12:32 PM)iMario Wrote: [CITE] Really well explained thread and good looking. Deserve
a sticky!
 
 If you wish to extend your "proxy list" on your thread, you can link them to my thread right here.
 I'll add it right now, thanks a lot man.

random123456 - September 10, 2011, 6:27 am 
Thanks for the tutorial.  This is very good overview of staying hidden.

hantu - September 10, 2011, 10:13 am 

https://hackforums.net/showthread.php?tid=1646055
https://hackforums.net/showthread.php?pid=15433732#pid15433732
https://hackforums.net/showthread.php?tid=1646055


this is great tuts for newbie like me. now i know how to stay anon when online.. good job!!

pepperass - September 10, 2011, 10:56 am 
Can you give some info on anonymous torrent usage?
 
 Thanks.

373rN1745 - September 12, 2011, 6:36 pm 
This is a very well made thread. I appreciate you taking the time to create it for us n00bs. Thanks

~xXx~ - September 12, 2011, 11:01 pm 
awesome hard worked tutorial.. :)
 
 but can anyone tell me how to hide MAC address on Win 7 and how to bypass a wifi network which
work with proxy ?
 
 also will tunneling work on Win 7 and proxy server connection.. ?

Mr.Oug - September 13, 2011, 2:39 am 
I still dont get it how do you  trick the isp data limit

xMadnez - September 13, 2011, 9:20 am 
thx very usefull i dont wanna get caught obviously :)

blackeagle_mn - September 13, 2011, 3:00 pm 
thanks for the information.. hope you put more tuturials.. thanks

alwaysdown - September 13, 2011, 4:47 pm 
nice tutorial, should help the noobs stay safer and hopefully not rat the rest of us out
 
 message 

sHyRe - September 13, 2011, 6:08 pm 
Nice tutorial.
 
 @Mr.Oug :    If you are connected to a Virtual Private Network.
     Your ISP is not able to see what kind of sites you opened.
     Your Computer >>  Request >>VPN SERVER >> Website
  example:    >>  Google.com >> You only send a request to the VPN Server not to your personal
ISP
 Without VPN: Your Computer >> Request >>  ISP  >> Website

Baked - September 13, 2011, 6:24 pm 
 (Sep 13, 2011 06:08 PM)sHyRe Wrote: [CITE] Nice tutorial.
 
 @Mr.Oug :    If you are connected to a Virtual Private Network.
     Your ISP is not able to see what kind of sites you opened.
     Your Computer >>  Request >>VPN SERVER >> Website
  example:    >>  Google.com >> You only send a request to the VPN Server not to your personal
ISP
 Without VPN: Your Computer >> Request >>  ISP  >> Website
 Completely right, took the words right out of my mouth.

https://hackforums.net/showthread.php?pid=15678623#pid15678623


robgraywolf - September 23, 2011, 12:54 pm 
wow thanks very helpful... ?

Retribute - September 23, 2011, 11:25 pm 
Very good compilation. Thanks for this.

Baked - October 13, 2011, 6:25 pm 
No problem man, glad it helped some people.
  (Sep 12, 2011 11:01 PM)iCodeDTech™ Wrote: [CITE] awesome hard worked tutorial.. :)
 
 but can anyone tell me how to hide MAC address on Win 7 and how to bypass a wifi network which
work with proxy ?
 
 also will tunneling work on Win 7 and proxy server connection.. ?
 SSH Tunneling uses proxy configuration, so no it won't.

lgkis - October 15, 2011, 3:41 pm 
Thank you very much! It was extremely helpful! 

akshayhaldipur - October 16, 2011, 12:43 am 
@baked.   Bro amazing tutorial man.  Cleared out a hell lot of my doubts with ur lovely article.   I
wish i could rep u up but sorry still not a uber/leet.  Great going dude.!! Thanks a lot for ur generous
efforts!

jigarib - October 16, 2011, 4:34 am 
Thanks Dude For This Great Tutorials..
 
 But I Think Cyber Ghost Puts Log For 30 Days..
 
 

Ubik - October 16, 2011, 11:22 am 
Wow, this tutorial is simply amazing ;) 

Decode141 - October 16, 2011, 11:32 am 
So Baked, which font is that btw? :P

The Ghost - October 16, 2011, 12:55 pm 
	Invincible
 why not buy the blackshades one and use some other free ones at the same time?
 can you do that? it would be cool

Bl4ckh4t - October 17, 2011, 1:35 pm 
Excellent tutorial thank you very much!

Vulnero - November 3, 2011, 5:38 pm 
This is a great tutorial bro, will be using this..thanks.

nebodeluxe - November 3, 2011, 6:45 pm 
Great tutorial. Much Appreciated ?

Krox - November 4, 2011, 7:14 am 
very nice tut, thanks a lot mate :)

https://hackforums.net/showthread.php?pid=15657156#pid15657156


Neurogenesis - January 4, 2012, 7:47 pm 
Nice! I wish I found this ealier, its well put together would have saved me tons of time trying to figuer
out what search terms to type into google lol

Baked - January 5, 2012, 11:42 pm 
I wrote this tutorial to help, glad it did.
 
 

MasterMind98 - January 6, 2012, 11:08 am 
Thank you, very much for taking the time to make this awesome guide.

soeasy - February 19, 2012, 12:04 pm 
Excellent thread!!
 It contains everything about anonymity. :D

chill145 - February 20, 2012, 7:37 pm 
great tutorial, has been bookmarked

gotohungry - February 21, 2012, 9:08 pm 
good post &  usefull post for online protection...
 keep it up .!
 thank you

buzzhead - March 1, 2012, 9:31 pm 
Very nice thread. Thanks for sharing.

Baked - April 2, 2012, 7:31 pm 
Thanks for the positive feedback chums.

htmnilc - April 3, 2012, 8:10 am 
This was a good read. Been looking for a good guide for this and you really almost every question i
had. The links are great, and informative. All round good guide Baked. 
 
 If you have any advice for portable versions (able to be carried around on a USB), of this software,
that would be great. 
 I move around a lot between offices, and homes and use many different laptops and computers, but
ideally wish to be able to carry out attacks and scans, on any computers. So having the ability to
have all this software on a USB that's ready to use instantly. Would be amazing. 
 
 Many thanks again for the guide, and thanks a lot in advance for any advice given to my question.

dxgamehhh - April 3, 2012, 10:14 am 
very useful great job buddy - tunneling & socks i got my questions...
 can you tell me about ''green bow IPsec vpn''?

ZuluWarrior123 - April 3, 2012, 10:26 am 
Very nice guide :) I'm sure alot of people including myself will find it useful

Baked - September 18, 2012, 4:22 pm 
Thanks a lot, I wrote this guide a while back.
 I might do a sequel or something, maybe write a different tutorial on something.
 



 Glad everyone likes it though! ?

Yugen - September 27, 2012, 4:51 am 
This was A Amazing tutorial,if not the most amazing on Hackforum's :D.

AndyK. - October 1, 2012, 12:07 am 
Some of the links are outdated because it's a year old.
 Nonetheless, the guide was still great.

Baked - October 1, 2012, 5:52 am 
AndyK, I might actually have to do something about that.
 I might update this tutorial tonight.

Blacklily - October 17, 2012, 5:14 am 
Am really new at this, but this tut is just what i was looking for.
 wanted to go "ghost" mode, now i know what i need to do and how to do it.
 Many many thanks

tester1984 - October 17, 2012, 8:48 am 
Can we use 2 vpn at the same time wouldn't it be extra protection?

Baked - October 17, 2012, 12:19 pm 
 (Oct 17, 2012 08:48 AM)tester1984 Wrote: [CITE] Can we use 2 vpn at the same time wouldn't it be
extra protection?
 No, 2 vpns usually mess up eachother, cause they use the same protocol.

tester1984 - October 17, 2012, 7:27 pm 
 (Oct 17, 2012 12:19 PM)Baked Wrote: [CITE] No, 2 vpns usually mess up eachother, cause they use
the same protocol.
 Thanks for clarifying btw BlackShades VPN is not safe, its term of service wrote Violating any of
these terms may result in a permanent suspension of your account, and in special cases even lead
to us contacting your authorities lol...

Five Finger Death Punch - October 17, 2012, 8:00 pm 
This was a very useful thread, Thanks, Subscribed.

caltrop33 - October 18, 2012, 12:22 pm 
perfectly explained thanks for the information

inteldell - October 24, 2012, 2:41 am 
good one 
 very useful 
 what about getting some advanced

HolyRabbit - November 15, 2012, 6:58 am 
Wow, great tutorial! Very good explained, detailled, just perfect. Really nice.

Baked - November 15, 2012, 8:47 am 
Thanks a lot for the feedback, all of you!
 
  (Oct 24, 2012 02:41 AM)inteldell Wrote: [CITE] good one 
 very useful 
 what about getting some advanced

https://hackforums.net/showthread.php?pid=27342600#pid27342600
https://hackforums.net/showthread.php?pid=27346823#pid27346823
https://hackforums.net/showthread.php?pid=27530671#pid27530671


 What would you like to see?

airplaneaddict - November 15, 2012, 8:57 am 
After all the hard work, it was worth it.
 
 Thanks for the positive feedback bros.

teonanacalt - November 16, 2012, 4:34 pm 
Thank you very much sir! good tutorial.
 Very useful guide, easy to understand
 nice share....appreciate.

DublA - November 20, 2012, 6:37 pm 
Thank you for Amazing Tutorial!
 This is going to help me a lot!

Vezqua111 - November 20, 2012, 7:18 pm 
Thanks for the tutorial its very useful and easy to read :)

????? - November 21, 2012, 1:04 am 
Thank you for Amazing Tutorial,great post.

IsTaNdAlOnE - November 23, 2012, 1:08 pm 
Incredible tutorial, my friend! Extremely HQ! Keep it up!

killer55755 - November 23, 2012, 5:08 pm 
Extremely nice tutorial, bookedmarked for future reference. Very useful, well done.

Baked - November 23, 2012, 7:59 pm 
Thanks a lot for all the positive feedback, I hope it helps many people.

Baked - April 23, 2013, 11:31 pm 
Might update this tutorial with some new stuff.
 
 Thanks for the positive feedback all!

hoernchen - April 24, 2013, 1:34 am 
Exactly what im looking for! Lets get the party started :)

FrankServices - July 21, 2013, 12:22 pm 
Amazing work! One of the best guides around! 
 Gratz to Baked for this complete guide with such nice details and explanations!

LxeProxy - July 21, 2013, 3:12 pm 
2 years old. A bit outdated. Still good but outdated.

realzug - September 6, 2023, 1:34 pm 
Amazing Tutourial! These are the kind of posts I came here for!

quovadizz - September 26, 2023, 6:41 pm 
Thank you for sharing mate! [warn]

sesasafe - September 28, 2023, 2:06 am 



Is this really all thats needed? Do i not need any VM or RDP for example?

 


