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Thread: A picture that displays your info - how does it work?

Ikjh - September 7, 2009, 3:00 pm
| noticed this picture http://www.ping-timeout.de/sig/149.jpg in someone's signature and it displays
the information about the person viewing it. How does it work?

iBruteforce - September 7, 2009, 3:01 pm
http://www.danasoft.com/

Ikjh - September 7, 2009, 3:16 pm

Thanks for the link. I'm still wondering how the picture is generated to include text. It must be a
command line image creating program. When the image is loaded by itself in one's browser, a
request is sent. The information from that request is used by the server to issue a command to
generate an image based on a template. The information from that request is filtered and passed as
fields to the template. However, embedding the image in another server's page would seem to
complicate things, and | would like for someone to elaborate on this and explain the interaction
between the browser loading the page and the image server. When the browser sends the request
to hackforums.net to view a certain page, hackforums.net sends the page as requested, and an
image in someone's signature is loaded. If hackforums.net sent the image request to another server,
how does the image server know the browser's info?

iBruteforce - September 7, 2009, 3:19 pm

I'm not totally sure either, it's easy to grab your IP, it's the same principle as going to
whatismyip.com

How it determines your OS & Browser, | don't know.

The concept of Danasoft is to show how vulnerable you are whilst browsing.

Ikjh - September 7, 2009, 10:32 pm

| thought of how this could work: when the browser sends a request, hackforums.net supplies the
page with html code that says to retrieve the image from another server and place it here. So
hackforums.net doesn't store the image, and the browser must send a request to retrieve it. Still, if
anyone would like to explain the specifics of the process, that would be fascinating, much more so
than reading the protocol itself.

kopaka89 - September 7, 2009, 11:29 pm
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That is the 7 layers of networking of the OSI.
Each layer adds its own information to the data request for a webpage. So Firefox and Windows
would add information to the request that those can interpret.

http://www.webopedia.com/quick ref/OS| Layers.asp
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