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 Developer - July 5, 2011, 2:09 pm 
There are a ton of books on different subjects. You can use this thread as a reference to a book if
you want to learn something.
 
 This list is my personal collection of books that I own.
 Lesson #1: If you want to learn put the work in and don't be lazy.
 
 I'll include a number next to each title according to how I think you should read them based on
difficulty level. I organized them based on #1-#31.
 #1 being the easiest
 #31 being the hardest levels. (the last 2 were irrelevant and actually not that hard, but I put them as
last because it's not used much for hacking on the internet.)
 
 Sorry for not including picture for all of them, the limit is 15 pictures. ?
 
 Good websites to use:
 
 http://www.w3schools.com/
 http://www.exploit-db.com/
 http://www.thehackernews.com/
 http://www.w3fools.com/
 http://1337day.com/
 
 W3schools for beginner level.
 W3fools.com for more advanced levels.
 
 I am only posting the titles. You can download them off these websites:
 http://www.downloadpdffree.com/
 http://google.com
 http://www.filestube.com/
 
 #25 - Hacking The Art of Exploitation 2nd Edition
 Side notes: Required knowledge for this book: Programming at a moderate level in C/Perl/Python
and knowledgeable of networking.
 
 http://www.amazon.com/Hacking-Art-Exploitation-Jon-Erickson/dp/1593271441
 [img]http://covers.oreilly.com/images/9781593271442/lrg.jpg[/img]
 
 Download: http://www.mediafire.com/?wfqmtva3lwgjnym
 
 Google Hacking for Penetration Testers
 Side notes: The bible into being able to find hidden directories or dig files not publicly available.
 
 
http://www.amazon.com/Google-Hacking-Penetration-Testers-Johnny/dp/1597491764/ref=sr_1_1?s
=books&ie=UTF8&qid=1314953720&sr=1-1
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 Metasploit: The Penetration Tester's Guide
 Side notes: The perfect book to learn how to learn Metasploit like a pro. Along with Nmap &
Metasploit, you can become a high level hacker pentesting websites.
 
 
http://www.amazon.com/Metasploit-Penetration-Testers-David-Kennedy/dp/159327288X/ref=sr_1_1
?ie=UTF8&qid=1314952934&sr=8-1
 
 Mastering Delphi 7
 Side notes: The current best book out to learn Delphi. Delphi is most notable known for creating
malware related with sockets, such as with RATs. Not for beginners.
 
 
http://www.amazon.com/Mastering-Delphi-7-Marco-Cant%C3%B9/dp/078214201X/ref=sr_1_1?s=bo
oks&ie=UTF8&qid=1314953030&sr=1-1
 
 #20 - WireShark Network Analysis
 Side notes: The bible to learning how to intercept packets and being able to hack wirelessly using
nothing but reading the airstreams of wavelength packets released/received from routers/wireless
connections. Most notable used for Man In the Middle attacks.
 
 http://www.amazon.com/Wireshark-Network-Analysis-Official-Certified/dp/1893939995
 I couldn't find the ebook on Google ? Just look for it on Google since I didn't spend very much time
looking for it.
 [img]http://www.cacetech.com/assets/images/wireshark_network_analysis_cover.jpg[/img]
 
 #13 - ASP.net 21 days
 Side notes: Good book I found for a good price and very detailed. Good if you want to learn ASP
database development.
 
 http://www.amazon.com/Sams-Teach-Yourself-ASP-NET-Days/dp/0672321688
 
 #18 - NMAP Networking Scanning
 Side notes: Every single hacker should know how to use Nmap, if you have never handled Nmap
before then you should never call yourself a hacker. Perfect for testing and learning about
pentesting the hacker way.
 
 http://www.amazon.com/Nmap-Network-Scanning-Official-Discovery/dp/0979958717
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 #19 - NMAP Cookbook The fat free outside to network scanning
 http://www.amazon.com/Nmap-Cookbook-Fat-free-Network-Scanning/dp/1449902529
 
 #26 - The rookit Arsenal Escape Evasion Corners
 Side notes: Rookits, what else could I possible say? Very serious form of malware and not for
beginners. Knowledge required will be probably advanced C, C++, Python, and sometimes even
perl to transition into understanding this book.
 
 http://www.amazon.com/Rootkit-Arsenal-Escape-Evasion-Corners/dp/1598220616
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 #7 - Python Essential Reference
 Side notes: Perfect Python book for references.
 
 http://www.amazon.com/Python-Essential-Reference-David-Beazley/dp/0672329786
 
 #21 - Starting out with Visual Basics 2008
 Side notes: Very nice book/easy to follow with lots of pictures. Good for beginners. 
 
 http://www.amazon.com/Starting-Out-Visual-Basic-2008/dp/0321531353
 
 #1 - Creating Web pages with HTML
 Side notes: You can NOT learn begin even calling yourself an internet user without even
understanding the basis behind all websites on the internet. HTML will introduce you to web
development and it will allow your transition into more advanced languages at an easier pace.
 
 Newer Edition: Head First HTML with CSS & XHTML
 
http://www.amazon.com/Head-First-HTML-CSS-XHTML/dp/059610197X/ref=sr_1_1?s=books&ie=U
TF8&qid=1309895388&sr=1-1
 [img]http://covers.oreilly.com/images/9780596101978/lrg.jpg[/img]
 
 #9 - Problem Solving C++ The object of Programming
 Side notes: Very good and a very good price for its contents. It is expected that you have C or
Python or Javascript type of coding knowledge by the time you get to this book.
 
 Newer Edition:
 http://www.amazon.com/Problem-Solving-Object-Programming-Fifth/dp/0321268652
 
 #14 - Hacking Exposed Network Security & Solutions 6th
 Side notes: This book I found particularly overhyped. It is expected that you have prior knowledge
of a solid networking knowledge.
 
 http://www.amazon.com/Hacking-Exposed-Network-Security-Solutions/dp/0071613749
 
 #11 - A practical Guide to Linux Commands, Editors, and Shell Programming
 Side notes: The perfect book if you ever want to stop being a skid and become a real hacker to
practice programming scripts in Perl, manage your own security, code your own exploits in C or
C++, and much more.
 Highly recommend this book but get ready to spend lots of time transitioning into a new operating
system.
 
 http://www.amazon.com/Practical-Guide-Commands-Editors-Programming/dp/0131478230
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 #28 - ActionScript 3.0 for Flash and Flex
 Side notes: Although Actionscript 3.0 is not the latest version of Actionscript, I personally prefer 3.0
since I have worked with it before but I believe that there is a 4.0 version out now. This book is
perfect for working with Flash based websites or working with Flash based applications. I listed this
high simply because ActionScript is not used much for hacking since ActionScript is normally used
with other web developing languages like PHP/Javascript/HTML along as well.
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 http://www.amazon.com/Foundation-ActionScript-Flash-Flex-Foundations/dp/1430219181
 
 #4 - Learn PHP & MySQL
 Side notes: No single hacker can himself/herself a hacker without knowing the language behind
60% of all websites on the internet. PHP for scripting and SQL for maintaining databases. If you
know how everything is coded together then it is much easier to find vulnerabilities. 
 
 
http://www.amazon.com/Learning-MySQL-Step---Step-Database-Driven/dp/0596514018/ref=sr_1_7?
ie=UTF8&qid=1309897229&sr=8-7
 [imghttp://lucasvasconcelos.com/wp-content/uploads/2012/01/learning-php-and-mysql.jpg[/img]
 
 #6 - Programming Python 3th
 Side notes: If you ever want to get into real programming, then I highly recommend that you go with
Python as your first choice to begin with. After learning Python, you can go on to C or C++.
 
 Newer edition:
 
http://www.amazon.com/Programming-Python-Mark-Lutz/dp/0596158106/ref=sr_1_1?s=books&ie=U
TF8&qid=1309897292&sr=1-1
 [img]http://img51.imageporter.com/i/00265/ux25swysec3d_t.jpg[/img]
 
 #29 - Malware Analyst's Cookbook & DVD
 Side notes: This is probably one of my personal favorite books. Very detailed but you are expected
to be very familiar with networking and programming.
 
 http://www.amazon.com/Malware-Analysts-Cookbook-DVD-Techniques/dp/0470613033
 [img]http://ecx.images-amazon.com/images/I/51RLSJNfitL.jpg[/img]
 
 #15 - Hacking Exposed Wireless: Wireless Security Secrets & Solutions 
 http://www.amazon.com/Hacking-Exposed-Wireless-Security-Solutions/dp/0072262583
 
 #12 - Effective Perl Programming
 Newer edition:
 
http://www.amazon.com/gp/product/0321496949/ref=pd_lpo_k2_dp_sr_1?pf_rd_p=486539851&pf_r
d_s=lpo-top-stripe-1&pf_rd_t=201&pf_rd_i=0201419750&pf_rd_m=ATVPDKIKX0DER&pf_rd_r=1Q
WE4MJ7S6KY4519Q66F
 
 #3 - Javascript 21 days
 http://www.amazon.com/Sams-Teach-Yourself-JavaScript-Days/dp/0672322978
 
 #17 - Hacking Exposed Malware & Rookits
 http://www.amazon.com/Hacking-Exposed-Malware-Rootkits-Solutions/dp/0071591184
 
 #5 - Computer Networking A top down approach featuring the Internet
 http://www.amazon.com/Computer-Networking-Top-Down-Approach-Featuring/dp/0321227352
 [img]http://vig-fp.prenhall.com/bigcovers/0321227352.jpg[/img]
 
 #22 - XSS Attacks: Cross Site Scripting Exploits and Defense 
 http://www.amazon.com/XSS-Attacks-Scripting-Exploits-Defense/dp/1597491543
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 #10 - Big Java 3E
 http://www.amazon.com/Big-Java-Cay-S-Horstmann/dp/0470105542
 
 #27 - The art of Human hacking
 http://www.amazon.com/Social-Engineering-Art-Human-Hacking/dp/0470639539

[img]http://www.hackersgarage.com/wp-content/uploads/2011/02/Social-Engineering-The-Art-Of-Hu
man-Hacking.jpg[/img]
 
 #23 - SQL Injection Attacks And Defense
 http://www.amazon.com/Injection-Attacks-Defense-Justin-Clarke/dp/1597494240
 [img]http://www.lybrary.com/images/0080958575.jpg[/img]
 
 #24 - ShellCoders Handbook 
 
http://www.amazon.com/gp/product/047008023X/ref=pd_lpo_k2_dp_sr_1?pf_rd_p=486539851&pf_r
d_s=lpo-top-stripe-1&pf_rd_t=201&pf_rd_i=0764544683&pf_rd_m=ATVPDKIKX0DER&pf_rd_r=0AH
N6DA3EN5GGJ2J7JRM
 
 #8 - C programming A modern approach
 
http://www.amazon.com/C-Programming-Modern-Approach-2nd/dp/0393979504/ref=sr_1_1?ie=UTF
8&qid=1309897157&sr=8-1
 [img]http://www.ebooknetworking.com/books/039/397/big0393979504.jpg[/img]
 
 #2 - Steal This Computer Book: What They Won't Tell you About the Internet 4.0
 
http://www.amazon.com/gp/product/1593271050/ref=pd_lpo_k2_dp_sr_1?pf_rd_p=486539851&pf_r
d_s=lpo-top-stripe-1&pf_rd_t=201&pf_rd_i=1886411212&pf_rd_m=ATVPDKIKX0DER&pf_rd_r=0D
Q5ZT64TY90126GZ8S2
 
 

Cerebro - July 5, 2011, 2:11 pm 
Thanks a lot, gonna have a look through some of the ones you have provided. ;)

Developer - July 5, 2011, 5:22 pm 
 (Jul 5, 2011 02:11 PM)Exodusx Wrote: [CITE] Thanks a lot, gonna have a look through some of the
ones you have provided. ;)
 I won't be surprised if no one notices this thread. Instead of relying on tutorials for basic knowledge,
people should focus on books for more indept information.

Basics. - July 11, 2011, 12:03 pm 
Wow, thank you for this collection on EBooks. I was getting tired of just having "The Hackers
HandBook". I'm sure this will help quite a lot in what a real hacker does. 

Morse Code - July 11, 2011, 1:01 pm 
This is an amazing contribution. Your threads are always HQ and informative. Thanks for this.

Eminent - July 11, 2011, 5:53 pm 
This is a great reference! This thread doesn't deserve to be dead already. I actually own The
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Malware Analyst's cookbook. Why didn't you put a # on that?

Developer - July 11, 2011, 8:53 pm 
 (Jul 11, 2011 05:53 PM)Eminent Wrote: [CITE] This is a great reference! This thread doesn't deserve
to be dead already. I actually own The Malware Analyst's cookbook. Why didn't you put a # on that?
 Just forgot to.
 
 I'll reorganize it when I have some time.
 
 Thanks for posting and maintaining the thread alive.

Psychonautics - July 11, 2011, 9:36 pm 
Beatles, Beatles, Beatles, You just try so so hard to portray yourself as this "hacker" don't you?

Kornk - July 13, 2011, 3:49 am 
Thanks for this list OP, :)

Developer - July 14, 2011, 1:04 pm 
Thanks everyone, I am just going to  this so others use these references.

Mackful - July 18, 2011, 9:44 am 
Very nice im already looking into getting some of these.

draker - July 18, 2011, 11:05 am 
Nice List bro...although i do have most of them already.
 Malware cookbook is almost bible.

Pho3niXz - July 18, 2011, 11:45 am 
Nice collection of books, brilliant thread!
 This would surely help a lot of people.

shijil619 - July 18, 2011, 11:45 am 
Are these e-books free to download or should we pay for them at Amazon.com??

Pho3niXz - July 18, 2011, 11:48 am 
 (Jul 18, 2011 11:45 AM)shijil619 Wrote: [CITE] Are these e-books free to download or should we pay
for them at Amazon.com??
 Download as he said, he only posted the titles ;)
 And link to e-book pages.

Developer - August 6, 2011, 3:49 am 
 (Jul 18, 2011 11:45 AM)shijil619 Wrote: [CITE] Are these e-books free to download or should we pay
for them at Amazon.com??
 Sorry for the late response.
 Some are available for free on the internet, but some you might have to buy.
 
 I own all of them as hard copies. 

Developer - September 2, 2011, 1:45 am 
Added 2 more books to my list.
 I want others to use this thread as a reference since too many people ask what to focus on.

????? - September 20, 2011, 2:28 am 
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Can i get this ebook for free?
 #8 - C programming A modern approach

14th - September 20, 2011, 2:40 am 
Wish all of those Books were free...

Developer - September 20, 2011, 1:08 pm 
 (Sep 20, 2011 02:28 AM)sam4 Wrote: [CITE] Can i get this ebook for free?
 #8 - C programming A modern approach
 Did you bother looking for them with the websites I provided? 

Adzter790 - September 21, 2011, 12:11 pm 
Just an addition on the w3schools link:
 http://www.w3fools.com/
 
 w3schools is usefull for the basics but when you move onto more advanced stuff watch out
because the information on W3schools isn't 100% accurate, a great starting point yes, but just check
out w3fools.com to see what I mean.
 
 Don't get me wrong w3schools is great, but it's the more advanced stuff

Developer - September 22, 2011, 1:27 am 
 (Sep 21, 2011 12:11 PM)Adzter790 Wrote: [CITE] Just an addition on the w3schools link:
 http://www.w3fools.com/
 
 w3schools is usefull for the basics but when you move onto more advanced stuff watch out
because the information on W3schools isn't 100% accurate, a great starting point yes, but just check
out w3fools.com to see what I mean.
 
 Don't get me wrong w3schools is great, but it's the more advanced stuff
 Thanks for this information.
 I will add it to the list.

Mora28 - September 22, 2011, 7:47 am 
That's a nice collection! Thanks foe sharing this ;)

geales - September 22, 2011, 7:52 pm 
Im a nube i just know how to program basic stuff in python but is it still possible to hack some ones
computer and like delete every thing basically do what ever you want because i heard on a thread
that that was impossible. And you did a good job but can you explain what to learn in order it doesn't
have to be in complete detail just brief. And i dont mean the book titles i mean like the topic because
you cant get all of these book's online. Sorry I know its probably a hassle.  

wrongspeed - September 30, 2011, 8:14 am 
Thanks for the effort.  Some of these books are going for almost nothing on ebay.  I'm hoping to get
some as free e-books and print them off at work.  And take a folder.  And use their holepunch. :)

Nixus606 - September 30, 2011, 8:42 am 
Thanks for the share bro,just checking some stuff ;)

Developer - September 30, 2011, 11:19 am 
 (Sep 22, 2011 07:52 PM)geales Wrote: [CITE] Im a nube i just know how to program basic stuff in
python but is it still possible to hack some ones computer and like delete every thing basically do
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what ever you want because i heard on a thread that that was impossible. And you did a good job
but can you explain what to learn in order it doesn't have to be in complete detail just brief. And i
dont mean the book titles i mean like the topic because you cant get all of these book's online. Sorry
I know its probably a hassle.
 I didn't really put the details on all of the books since there's so many of them but I will try to write a
bit of more details on which subjects to focus on.
 
 And yes, some of these books are very cheap online.

bluesix - October 1, 2011, 8:44 pm 
excellent compilation. greatly appreciated man thanks.

DragoSupremo - October 4, 2011, 2:52 pm 
I have started with the books you asked to follow in your thread, Now there are a few books I can't
find online and 2 books are locked in rar... Can you help with that??
 
 These are the books I couldn't find:
 Nmap Network Scanning: The Official Nmap Project Guide to Network Discovery and Security
Scanning
 
 Wireshark Network Analysis: The Official Wireshark Certified Network Analyst Study Guide
 
 Starting Out with Visual Basic 2008
 
 Problem Solving with C++: The Object of Programming
 
 Malware Analyst's Cookbook and DVD: Tools and Techniques for Fighting Malicious Code
 
 And these two books are locked in rar:
 
 A Practical Guide to Linux® Commands, Editors, and Shell Programming
 
 XSS Attacks: Cross Site Scripting Exploits and Defense Book
 
 Can you help me please...?

Babidixd - October 4, 2011, 4:43 pm 
Thanks a Lot, was looking for this :)

wrongspeed - October 5, 2011, 7:11 am 
 (Oct 4, 2011 02:52 PM)DragoSupremo Wrote: [CITE] Nmap Network Scanning: The Official Nmap
Project Guide to Network Discovery and Security ScanningThere is a free nmap guide I've had for a
while called "Secrets of Network Cartography: A Comprehensive Guide to nmap" just google for it. 
Not the same book but still comprehensive like it says.
 
  (Oct 4, 2011 02:52 PM)DragoSupremo Wrote: [CITE] A Practical Guide to Linux® Commands,
Editors, and Shell Programming
http://www.filecrop.com/Practical-Guide-to-Linux-Commands,-Editors,-and-Shell-Programming-pdf.h
tml follow this to the Megaupload site and wait for the seconds to count down for a free ebook in a
.chm file.
 
 I'm sure you will find most of what you want with some time and googling.  Hope this helps.
 

https://hackforums.net/showthread.php?pid=16257333#pid16257333
https://hackforums.net/showthread.php?pid=16257333#pid16257333
http://www.filecrop.com/Practical-Guide-to-Linux-Commands,-Editors,-and-Shell-Programming-pdf.html
http://www.filecrop.com/Practical-Guide-to-Linux-Commands,-Editors,-and-Shell-Programming-pdf.html


 

Developer - October 10, 2011, 10:08 pm 
Thanks for helping him out.
 I hadn't even realized that he asked a question.

StudentOfTheWorld - October 11, 2011, 6:16 am 
Could not be more perfect, with a little reading i can get some use out of my internets. Also excuse
my laziness but can someone point me in the direction to a tutorial on manual virus deletion and
generally keeping optimal computer performance. I am running a 3-4 year old computer with little
virus protection ,lack of finances and all that, 
 Many thanks for the reading list.

hackeye - October 11, 2011, 6:42 am 
you're one of the best HF members.
 always plenty of information.
 and I like this tut just like the others

Developer - November 21, 2011, 12:22 am 
 (Oct 11, 2011 06:16 AM)StudentOfTheWorld Wrote: [CITE] Could not be more perfect, with a little
reading i can get some use out of my internets. Also excuse my laziness but can someone point me
in the direction to a tutorial on manual virus deletion and generally keeping optimal computer
performance. I am running a 3-4 year old computer with little virus protection ,lack of finances and all
that, 
 Many thanks for the reading list.
 There is a section for that on the forum in the Computing section.

TheNeutron - November 21, 2011, 4:37 am 
Giving amazon link kinda make them pretty useless, but good collection. :D
 

syngress - December 4, 2011, 8:22 pm 
Wish you had uploaded the real books :/
 

SH?Ð? - December 4, 2011, 8:36 pm 
this is good just want to know if you got the time I will pay man if you can crack
 
 just pm me 

Odjob - December 5, 2011, 3:56 pm 
ok dose this work guys yes or o please

Developer - December 14, 2011, 1:44 am 
 (Nov 21, 2011 05:37 AM)hackopz Wrote: [CITE] Giving amazon link kinda make them pretty useless,
but good collection. :D
 I don't have the ebook versions.
 Just put in the time to look for them.
 Don't be lazy. ?
 
 I even said where to look for them.

TASLEEM KHAN - December 14, 2011, 4:35 am 

https://hackforums.net/showthread.php?pid=16441381#pid16441381
https://hackforums.net/showthread.php?pid=17537997#pid17537997


super cool mate ..i downloading now 

pratik_coolpd - January 31, 2012, 11:54 pm 
Very nice. I will surely try every one of them ;)
 Thanks for sharing... :)

Natalie Portman - February 1, 2012, 12:28 am 
Nice compilation! Thanks a lot for this OP, I'll check all of these out!
 
 Thanks again!
 - Sixx

Developer - February 1, 2012, 12:33 am 
Thanks for taking a look at this thread.
 It had been a while since somebody had taken the time to  it.
 I hope it helps you out.
 Good luck.

Mahoneys - February 1, 2012, 12:37 am 
wow.... nice share.... thanks a lot brothers

Que - February 16, 2012, 5:57 pm 
Hehe thank you :) even read 3 of them i may keep on going with another one of the list :) 

byunis - March 10, 2012, 9:27 am 
Thanks so much! This is so informative. Your threads are the best!

Akatsuki - June 8, 2012, 1:03 pm 
Hey thanks so much for this! Talked to you the other day and I didn't realize you put this out. Like
the guy above said, your threads are HQ!

Developer - August 26, 2012, 2:34 am 
 (Jun 8, 2012 01:03 PM)Akatsuki Wrote: [CITE] Hey thanks so much for this! Talked to you the other
day and I didn't realize you put this out. Like the guy above said, your threads are HQ!
 It must've been a while back when we talked because I don't remember. ? Thanks for posting
regardless.

mattzap - September 7, 2012, 10:41 pm 
Thanks, now I know which books to get next!
 =D

fryerGodson - September 8, 2012, 3:08 pm 
am new here and will like to know more ...

Acoa - September 8, 2012, 3:25 pm 
Thanks for the list ill have to have a look through some of them

DEVIL X - January 8, 2013, 1:07 am 
this thread is great,,, i thing i liked most is that u ranked the e-books according to hacking levels,
that makes really easy to choose among others... Thanx 4 sharing ur knowledge with us...

G A N J A . - January 8, 2013, 3:59 am 
Thank you, i will definetly try this

https://hackforums.net/showthread.php?pid=23328974#pid23328974


 I think html would be the best to start with?

Developer - March 22, 2013, 1:03 pm 
 (Jan 8, 2013 04:59 AM)G A N J A . Wrote: [CITE] Thank you, i will definetly try this
 I think html would be the best to start with?
 Yes, that would be the best one to begin with.

eltechwa - March 22, 2013, 3:20 pm 
Great work here! Thanks. This thread deserves more attention.

Ajat1234 - March 22, 2013, 7:25 pm 
This is one of the highest quality threads i have seen, thanks for putting so much work into
organizing these ebooks and such. And as everyone says, this thread deserves more attention

justageek - March 23, 2013, 1:36 am 
Great stuff man...Pretty cool having all of these ebooks!

ngangsiaa - March 23, 2013, 1:29 pm 
this is a good tut 
 man u are a genuis 
 i love this man

0d?y - November 11, 2013, 4:15 pm 
Great tutorial thanks a lot. Time to start reading.

Lazzy - November 12, 2013, 3:48 pm 
thx a lot, very good references :D
 
 :D

BloodFirst - November 15, 2013, 5:57 am 
Thanks, I was searching for such a list ! Great, thanks a lot !

Developer - January 20, 2014, 11:43 am 
I hate letting threads like this go to waste.

Slyzzerin - January 23, 2014, 6:45 pm 
Thank you! Amazing stuff here :))) Will be very helpful..

Red S?x - January 23, 2014, 6:58 pm 
Great thread you've posted here. Gonna bookmark it and read through some of these later tonight.

Shruti Hasan - January 23, 2014, 7:53 pm 
#20 - WireShark Network Analysis
 
http://icourse.cuc.edu.cn/computernetworks/Labs/WireShark/Wireshark.Network.Analysis.Second.Ed
ition.pdf

Balcha - February 3, 2014, 6:06 am 
Amazing thread, thank you for sharing this !!

hasanalizxc - March 4, 2014, 3:39 am 
 (Jul 5, 2011 02:09 PM)Developer Wrote: [CITE] There are a ton of books on different subjects. You

https://hackforums.net/showthread.php?pid=29529159#pid29529159
http://icourse.cuc.edu.cn/computernetworks/Labs/WireShark/Wireshark.Network.Analysis.Second.Edition.pdf
http://icourse.cuc.edu.cn/computernetworks/Labs/WireShark/Wireshark.Network.Analysis.Second.Edition.pdf
https://hackforums.net/showthread.php?pid=13302594#pid13302594


can use this thread as a reference to a book if you want to learn something.
 
 This list is my personal collection of books that I own.
 Lesson #1: If you want to learn put the work in and don't be lazy.
 
 I'll include a number next to each title according to how I think you should read them based on
difficulty level. I organized them based on #1-#31.
 #1 being the easiest
 #31 being the hardest levels. (the last 2 were irrelevant and actually not that hard, but I put them as
last because it's not used much for hacking on the internet.)
 
 Sorry for not including picture for all of them, the limit is 15 pictures. ?
 
 Good websites to use:
 
 http://www.w3schools.com/
 http://www.exploit-db.com/
 http://www.thehackernews.com/
 http://www.w3fools.com/
 http://1337day.com/
 
 W3schools for beginner level.
 W3fools.com for more advanced levels.
 
 I am only posting the titles. You can download them off these websites:
 http://www.downloadpdffree.com/
 http://google.com
 http://www.filestube.com/
 
 #25 - Hacking The Art of Exploitation 2nd Edition
 Side notes: Required knowledge for this book: Programming at a moderate level in C/Perl/Python
and knowledgeable of networking.
 
 http://www.amazon.com/Hacking-Art-Exploitation-Jon-Erickson/dp/1593271441
 [img]http://covers.oreilly.com/images/9781593271442/lrg.jpg[/img]
 
 Download: http://www.mediafire.com/?wfqmtva3lwgjnym
 
 Google Hacking for Penetration Testers
 Side notes: The bible into being able to find hidden directories or dig files not publicly available.
 
 
http://www.amazon.com/Google-Hacking-Penetration-Testers-Johnny/dp/1597491764/ref=sr_1_1?s
=books&ie=UTF8&qid=1314953720&sr=1-1
 
 Metasploit: The Penetration Tester's Guide
 Side notes: The perfect book to learn how to learn Metasploit like a pro. Along with Nmap &
Metasploit, you can become a high level hacker pentesting websites.
 
 
http://www.amazon.com/Metasploit-Penetration-Testers-David-Kennedy/dp/159327288X/ref=sr_1_1
?ie=UTF8&qid=1314952934&sr=8-1
 

http://www.w3schools.com/
http://www.exploit-db.com/
http://www.thehackernews.com/
http://www.w3fools.com/
http://1337day.com/
http://www.downloadpdffree.com/
http://google.com
http://www.filestube.com/
http://www.amazon.com/Hacking-Art-Exploitation-Jon-Erickson/dp/1593271441
http://www.mediafire.com/?wfqmtva3lwgjnym
http://www.amazon.com/Google-Hacking-Penetration-Testers-Johnny/dp/1597491764/ref=sr_1_1?s=books&amp;ie=UTF8&amp;qid=1314953720&amp;sr=1-1
http://www.amazon.com/Google-Hacking-Penetration-Testers-Johnny/dp/1597491764/ref=sr_1_1?s=books&amp;ie=UTF8&amp;qid=1314953720&amp;sr=1-1
http://www.amazon.com/Metasploit-Penetration-Testers-David-Kennedy/dp/159327288X/ref=sr_1_1?ie=UTF8&amp;qid=1314952934&amp;sr=8-1
http://www.amazon.com/Metasploit-Penetration-Testers-David-Kennedy/dp/159327288X/ref=sr_1_1?ie=UTF8&amp;qid=1314952934&amp;sr=8-1


 Mastering Delphi 7
 Side notes: The current best book out to learn Delphi. Delphi is most notable known for creating
malware related with sockets, such as with RATs. Not for beginners.
 
 
http://www.amazon.com/Mastering-Delphi-7-Marco-Cant%C3%B9/dp/078214201X/ref=sr_1_1?s=bo
oks&ie=UTF8&qid=1314953030&sr=1-1
 
 #20 - WireShark Network Analysis
 Side notes: The bible to learning how to intercept packets and being able to hack wirelessly using
nothing but reading the airstreams of wavelength packets released/received from routers/wireless
connections. Most notable used for Man In the Middle attacks.
 
 http://www.amazon.com/Wireshark-Network-Analysis-Official-Certified/dp/1893939995
 I couldn't find the ebook on Google ? Just look for it on Google since I didn't spend very much time
looking for it.
 [img]http://www.cacetech.com/assets/images/wireshark_network_analysis_cover.jpg[/img]
 
 #13 - ASP.net 21 days
 Side notes: Good book I found for a good price and very detailed. Good if you want to learn ASP
database development.
 
 http://www.amazon.com/Sams-Teach-Yourself-ASP-NET-Days/dp/0672321688
 
 #18 - NMAP Networking Scanning
 Side notes: Every single hacker should know how to use Nmap, if you have never handled Nmap
before then you should never call yourself a hacker. Perfect for testing and learning about
pentesting the hacker way.
 
 http://www.amazon.com/Nmap-Network-Scanning-Official-Discovery/dp/0979958717

[img]http://www.security-database.com/toolswatch/IMG/jpg/NMAP-NETWORK-SCANNING-R12980
2.jpg[/img]
 
 #19 - NMAP Cookbook The fat free outside to network scanning
 http://www.amazon.com/Nmap-Cookbook-Fat-free-Network-Scanning/dp/1449902529
 
 #26 - The rookit Arsenal Escape Evasion Corners
 Side notes: Rookits, what else could I possible say? Very serious form of malware and not for
beginners. Knowledge required will be probably advanced C, C++, Python, and sometimes even
perl to transition into understanding this book.
 
 http://www.amazon.com/Rootkit-Arsenal-Escape-Evasion-Corners/dp/1598220616
 
 #7 - Python Essential Reference
 Side notes: Perfect Python book for references.
 
 http://www.amazon.com/Python-Essential-Reference-David-Beazley/dp/0672329786
 
 #21 - Starting out with Visual Basics 2008
 Side notes: Very nice book/easy to follow with lots of pictures. Good for beginners. 
 
 http://www.amazon.com/Starting-Out-Visual-Basic-2008/dp/0321531353

http://www.amazon.com/Mastering-Delphi-7-Marco-Cant%C3%B9/dp/078214201X/ref=sr_1_1?s=books&amp;ie=UTF8&amp;qid=1314953030&amp;sr=1-1
http://www.amazon.com/Mastering-Delphi-7-Marco-Cant%C3%B9/dp/078214201X/ref=sr_1_1?s=books&amp;ie=UTF8&amp;qid=1314953030&amp;sr=1-1
http://www.amazon.com/Wireshark-Network-Analysis-Official-Certified/dp/1893939995
http://www.amazon.com/Sams-Teach-Yourself-ASP-NET-Days/dp/0672321688
http://www.amazon.com/Nmap-Network-Scanning-Official-Discovery/dp/0979958717
http://www.amazon.com/Nmap-Cookbook-Fat-free-Network-Scanning/dp/1449902529
http://www.amazon.com/Rootkit-Arsenal-Escape-Evasion-Corners/dp/1598220616
http://www.amazon.com/Python-Essential-Reference-David-Beazley/dp/0672329786
http://www.amazon.com/Starting-Out-Visual-Basic-2008/dp/0321531353


 
 #1 - Creating Web pages with HTML
 Side notes: You can NOT learn begin even calling yourself an internet user without even
understanding the basis behind all websites on the internet. HTML will introduce you to web
development and it will allow your transition into more advanced languages at an easier pace.
 
 Newer Edition: Head First HTML with CSS & XHTML
 
http://www.amazon.com/Head-First-HTML-CSS-XHTML/dp/059610197X/ref=sr_1_1?s=books&ie=U
TF8&qid=1309895388&sr=1-1
 [img]http://covers.oreilly.com/images/9780596101978/lrg.jpg[/img]
 
 #9 - Problem Solving C++ The object of Programming
 Side notes: Very good and a very good price for its contents. It is expected that you have C or
Python or Javascript type of coding knowledge by the time you get to this book.
 
 Newer Edition:
 http://www.amazon.com/Problem-Solving-Object-Programming-Fifth/dp/0321268652
 
 #14 - Hacking Exposed Network Security & Solutions 6th
 Side notes: This book I found particularly overhyped. It is expected that you have prior knowledge
of a solid networking knowledge.
 
 http://www.amazon.com/Hacking-Exposed-Network-Security-Solutions/dp/0071613749
 
 #11 - A practical Guide to Linux Commands, Editors, and Shell Programming
 Side notes: The perfect book if you ever want to stop being a skid and become a real hacker to
practice programming scripts in Perl, manage your own security, code your own exploits in C or
C++, and much more.
 Highly recommend this book but get ready to spend lots of time transitioning into a new operating
system.
 
 http://www.amazon.com/Practical-Guide-Commands-Editors-Programming/dp/0131478230

[img]http://i43.tower.com/images/mm100451397/a-practical-guide-linux-commands-editors-shell-pro
gramming-mark-g-sobell-paperback-cover-art.jpg[/img]
 
 #28 - ActionScript 3.0 for Flash and Flex
 Side notes: Although Actionscript 3.0 is not the latest version of Actionscript, I personally prefer 3.0
since I have worked with it before but I believe that there is a 4.0 version out now. This book is
perfect for working with Flash based websites or working with Flash based applications. I listed this
high simply because ActionScript is not used much for hacking since ActionScript is normally used
with other web developing languages like PHP/Javascript/HTML along as well.
 
 http://www.amazon.com/Foundation-ActionScript-Flash-Flex-Foundations/dp/1430219181
 
 #4 - Learn PHP & MySQL
 Side notes: No single hacker can himself/herself a hacker without knowing the language behind
60% of all websites on the internet. PHP for scripting and SQL for maintaining databases. If you
know how everything is coded together then it is much easier to find vulnerabilities. 
 
 
http://www.amazon.com/Learning-MySQL-Step---Step-Database-Driven/dp/0596514018/ref=sr_1_7?

http://www.amazon.com/Head-First-HTML-CSS-XHTML/dp/059610197X/ref=sr_1_1?s=books&amp;ie=UTF8&amp;qid=1309895388&amp;sr=1-1
http://www.amazon.com/Head-First-HTML-CSS-XHTML/dp/059610197X/ref=sr_1_1?s=books&amp;ie=UTF8&amp;qid=1309895388&amp;sr=1-1
http://www.amazon.com/Problem-Solving-Object-Programming-Fifth/dp/0321268652
http://www.amazon.com/Hacking-Exposed-Network-Security-Solutions/dp/0071613749
http://www.amazon.com/Practical-Guide-Commands-Editors-Programming/dp/0131478230
http://www.amazon.com/Foundation-ActionScript-Flash-Flex-Foundations/dp/1430219181
http://www.amazon.com/Learning-MySQL-Step---Step-Database-Driven/dp/0596514018/ref=sr_1_7?ie=UTF8&amp;qid=1309897229&amp;sr=8-7


ie=UTF8&qid=1309897229&sr=8-7
 [imghttp://lucasvasconcelos.com/wp-content/uploads/2012/01/learning-php-and-mysql.jpg[/img]
 
 #6 - Programming Python 3th
 Side notes: If you ever want to get into real programming, then I highly recommend that you go with
Python as your first choice to begin with. After learning Python, you can go on to C or C++.
 
 Newer edition:
 
http://www.amazon.com/Programming-Python-Mark-Lutz/dp/0596158106/ref=sr_1_1?s=books&ie=U
TF8&qid=1309897292&sr=1-1
 [img]http://img51.imageporter.com/i/00265/ux25swysec3d_t.jpg[/img]
 
 #29 - Malware Analyst's Cookbook & DVD
 Side notes: This is probably one of my personal favorite books. Very detailed but you are expected
to be very familiar with networking and programming.
 
 http://www.amazon.com/Malware-Analysts-Cookbook-DVD-Techniques/dp/0470613033
 [img]http://ecx.images-amazon.com/images/I/51RLSJNfitL.jpg[/img]
 
 #15 - Hacking Exposed Wireless: Wireless Security Secrets & Solutions 
 http://www.amazon.com/Hacking-Exposed-Wireless-Security-Solutions/dp/0072262583
 
 #12 - Effective Perl Programming
 Newer edition:
 
http://www.amazon.com/gp/product/0321496949/ref=pd_lpo_k2_dp_sr_1?pf_rd_p=486539851&pf_r
d_s=lpo-top-stripe-1&pf_rd_t=201&pf_rd_i=0201419750&pf_rd_m=ATVPDKIKX0DER&pf_rd_r=1Q
WE4MJ7S6KY4519Q66F
 
 #3 - Javascript 21 days
 http://www.amazon.com/Sams-Teach-Yourself-JavaScript-Days/dp/0672322978
 
 #17 - Hacking Exposed Malware & Rookits
 http://www.amazon.com/Hacking-Exposed-Malware-Rootkits-Solutions/dp/0071591184
 
 #5 - Computer Networking A top down approach featuring the Internet
 http://www.amazon.com/Computer-Networking-Top-Down-Approach-Featuring/dp/0321227352
 [img]http://vig-fp.prenhall.com/bigcovers/0321227352.jpg[/img]
 
 #22 - XSS Attacks: Cross Site Scripting Exploits and Defense 
 http://www.amazon.com/XSS-Attacks-Scripting-Exploits-Defense/dp/1597491543

[img]http://ecx.images-amazon.com/images/I/5164mdtzSAL._BO2,204,203,200_PIsitb-sticker-arrow
-click,TopRight,35,-76_AA300_SH20_OU01_.jpg[/img]
 
 #10 - Big Java 3E
 http://www.amazon.com/Big-Java-Cay-S-Horstmann/dp/0470105542
 
 #27 - The art of Human hacking
 http://www.amazon.com/Social-Engineering-Art-Human-Hacking/dp/0470639539

[img]http://www.hackersgarage.com/wp-content/uploads/2011/02/Social-Engineering-The-Art-Of-Hu
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man-Hacking.jpg[/img]
 
 #23 - SQL Injection Attacks And Defense
 http://www.amazon.com/Injection-Attacks-Defense-Justin-Clarke/dp/1597494240
 [img]http://www.lybrary.com/images/0080958575.jpg[/img]
 
 #24 - ShellCoders Handbook 
 
http://www.amazon.com/gp/product/047008023X/ref=pd_lpo_k2_dp_sr_1?pf_rd_p=486539851&pf_r
d_s=lpo-top-stripe-1&pf_rd_t=201&pf_rd_i=0764544683&pf_rd_m=ATVPDKIKX0DER&pf_rd_r=0AH
N6DA3EN5GGJ2J7JRM
 
 #8 - C programming A modern approach
 
http://www.amazon.com/C-Programming-Modern-Approach-2nd/dp/0393979504/ref=sr_1_1?ie=UTF
8&qid=1309897157&sr=8-1
 [img]http://www.ebooknetworking.com/books/039/397/big0393979504.jpg[/img]
 
 #2 - Steal This Computer Book: What They Won't Tell you About the Internet 4.0
 
http://www.amazon.com/gp/product/1593271050/ref=pd_lpo_k2_dp_sr_1?pf_rd_p=486539851&pf_r
d_s=lpo-top-stripe-1&pf_rd_t=201&pf_rd_i=1886411212&pf_rd_m=ATVPDKIKX0DER&pf_rd_r=0D
Q5ZT64TY90126GZ8S2
 Links are dead please renew it or upload another host ?

Developer - March 6, 2014, 12:09 am 
 (Mar 4, 2014 04:39 AM)hasanalizxc Wrote: [CITE] Links are dead please renew it or upload another
host ?
 The names are clearly visible. That is all you need. ?

N3WER4 - May 20, 2014, 10:46 am 
Thank you for providing the books to learn off of.
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