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 devi01 - July 26, 2011, 12:34 pm 
Hello HF
 
 Reading this thread:
 https://hackforums.net/showthread.php?tid=1518667
 and seeing that circulate some highly dangerous exploits and worm infecting your iPhone, I
gathered some Tips to Keep your iPhone Secure.
 
 While Apple is doing its part of the job and promptly fixing major security flaws that are being
reported, its important that we do ours to ensure that our iPhone is secure to reduce the risk of
having our Web mail account hacked; or our online identity stolen; or losing valuable personal
information.
 
 Here are a few security tips that I would strongly recommend that you should follow to keep your
iPhone secure:
 
 Enable Passcode Lock:
 
 The Auto-Lock feature (Settings -> General -> Auto-Lock) only locks the screen after a preset time
of not using the iPhone. But the Passcode Lock takes it a step further, one needs to enter a
four-digit code to get access to the iPhone's home screen. This will ensure that someone cannot
access your iPhone.
 
 By default, iPhone doesn't require you to enter a passcode to unlock it. To set a passcode,
 choose General > Passcode Lock and enter a 4-digit passcode.
 
 Passcode unlock also has two other options to "Show SMS Preview" and "Erase Data".
 
 If you have "Show SMS Preview" enabled, you will see the name of the sender and the first few
words of the text message when you get the text message when iPhone's screen is locked. If you
are concerned about privacy then you can disable it. With Show SMS Preview disabled you will only
get a generic "New Text Message". (The only issue is that a 12-year old kid has raised a minor
privacy concern where this does not seem to work in the Emergency Call feature.)
 
 The "Erase Data" feature lets you completely wipe your iPhone after 10 failed passcode attempts.
After six failed attempts, the iPhone locks out users for a minute before another passcode can be
entered. And the device increases the lock-out time following each additional failed attempt—one
minute, five minutes, 15 minutes, etc. Its a nice feature to protect the data on your iPhone if it gets
lost or stolen. However, you might want to be careful enabling this feature if you have kids at home.
 
 Use Wi-Fi safely on the iPhone:
 
 One of the best things about the iPhone is Wi-Fi support, so you can connect to hi-speed Wi-Fi
whenever it is available.
 
 However, you should ensure that the Wi-Fi network you are connecting to is a secure one using
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Wi-Fi Protected Access (WPA) or any other security protocol just like you would do when you
connect to a Wi-Fi network from your desktop computer or laptop.
 
 To ensure that you don’t unknowingly connect to any open (unsecure) Wi-Fi networks while on the
go, you should enable the iPhone’s Ask to Join Networks function. This is enabled by default
(Settings -> Wi-Fi -> Ask to Join Networks)
 
 Use SSL to Access Emails:
 
 If you are using iPhone's Mail app to access email, please ensure that you are accessing your
emails via SSL so that the mails that are sent and received are encrypted. It is turned on by default.
If you have disabled it, you can enable it by going to Settings -> Mail, Contacts, Calendars -> (Select
an Account) -> Advanced, then scroll down to the Use SSL option and ensure that it’s set to On.
 
 Change the default password of your Jailbroken iPhone:
 
 This security tip is applicable to all those who have jailbroken their iPhones. Please change your
iPhone's root password as the default password is "alpine".
 
 Its extremely critical to change the password as if you decide to ignore the tip on connecting to only
secure Wi-Fi networks and connect to an open non-secure Wi-Fi network, it exposes you to a
security risk where a malicious hacker could get access to your iPhone using the default password
without your knowledge.
 
 To change the default password of your jailbroken iPhone, please follow this guide:
 
 Step 1: Go to Cydia and search for MobileTerminal app and then install it on your iPhone. Once you
have successfully installed MobileTerminal, Reboot your iPhone.
 
 [IMG]http://img854.imageshack.us/img854/7046/mobileterminal1.png[/IMG]
 
 Step 2: Now start MobileTerminal app and type the following command: passwd
 
 [IMG]http://img28.imageshack.us/img28/5784/mobileterminal2.png[/IMG]
 
 Step 3: You’ll now be asked for your old password which should be ‘alpine’ (without the quotes),
followed by a new one of your choice (twice). Simply enter your old and new password and you are
done!
 
 I hope this thread have been helpful for many of you.
 Thanks for reading...
 Remember: This [tut] is not made by me, I collected and I am just sharing !!
 

Døn - July 26, 2011, 12:48 pm 
Good Tut, I really like that you included the change to the Root PW. Also how you put both
jailbroken and un-jailbroken ways

D3xus - July 26, 2011, 12:53 pm 
Very nice. You should join the iDevice Lovers! :D

AnthonyWasH3r3 - July 28, 2011, 10:12 am 
 (Jul 26, 2011 12:53 PM)Ph0b1a Wrote: [CITE] Very nice. You should join the iDevice Lovers! :D
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 I asked him too but he respectfully denied :(

Wojak - July 29, 2011, 4:01 pm 
just in case your iphone gets stolen, you can install Find My Iphone
 after you install that, you can go to Settings->General->Restrictions   and turn off Allow changes to
location and accounts ;)

iRun - July 29, 2011, 4:12 pm 
Once people jailbreak, the first thing they should do is change the Root password.

Grin - July 29, 2011, 4:34 pm 
on cydia there's a few firewalls for your iphone ipod that you can download

alexander_ru - July 29, 2011, 5:15 pm 
Change the root password is essential, thanks.

Ammo - July 30, 2011, 1:25 am 
nice find bro im going to try this :)

 


