
Forum:Hack Forums 

 Thread: BreakDown Challenges v2 - Test your hacking skills
 

 nigganigganigga - August 2, 2011, 3:12 pm 
Since my last thread is bugged and it's  not possible to reply anymore, I opened another one.
  
 BreakDown Challenges is a non-profit website that allows you to test and improve your knowledges
in various levels.
 There's a scoreboard, user management system, Private Messages and more.
 For register to website you just need a user name and a password.
 
 URL: http://m4rkz.altervista.org/breakdown/
 
 If you want to develop levels feel free to PM me.
 

Burn™ - August 2, 2011, 3:15 pm 
wow amazing challenges thank you :D gonna try them now :P 

nigganigganigga - August 2, 2011, 11:21 pm 
542 registered members, join now :)

razor1911 - August 2, 2011, 11:46 pm 
Does it have your old hackits eg. http://m4rkz-hackit3.x10.mx/ ?

nigganigganigga - August 2, 2011, 11:49 pm 
 (Aug 2, 2011 11:46 PM)razor1911 Wrote: [CITE] Does it have your old hackits eg. 
http://m4rkz-hackit3.x10.mx/ ?
 Yes, it has got them, it's level 3.

razor1911 - August 2, 2011, 11:55 pm 
I meant all of them not just that one I posted :)

nigganigganigga - August 2, 2011, 11:57 pm 
 (Aug 2, 2011 11:55 PM)razor1911 Wrote: [CITE] I meant all of them not just that one I posted :)
 Probably I missed just the first one that I made, they were really easy (Basic LFI and basic MySQL
Injection). It would be useless releasing new levels that are basic.
 The purpose of the website is learning in a harder level.

mcdonalds - August 3, 2011, 12:02 am 
Seems cool, I'll try it out in the morning. Shooting you a PM also.

nigganigganigga - August 3, 2011, 2:03 am 
 (Aug 3, 2011 12:02 AM)mcdonalds Wrote: [CITE] Seems cool, I'll try it out in the morning. Shooting
you a PM also.
 Replied you back right now.

crazymax - August 3, 2011, 3:09 am 
can u hint us on xss level 20 ? i cant seem to find a way to bypass < tags._.
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nigganigganigga - August 3, 2011, 3:17 am 
 (Aug 3, 2011 03:09 AM)crazymax Wrote: [CITE] can u hint us on xss level 20 ? i cant seem to find a
way to bypass < tags._.
 What additional string on < tags can bypass them? Think to that.

jalal77 - August 3, 2011, 3:47 am 
go for enigmagroup.org &securityoveride.com great site for hacking challanges

nigganigganigga - August 4, 2011, 2:39 am 
Today I'll probably add a new level.

PeskyPete - August 4, 2011, 3:47 am 
I have literally tried everything on level 1, and the only thing that works is changing the URL to
Level2 however this can't be the hack because it does it with every level >.>
 Any tips?
 I have tried the source code, I tried Md5 decoding the green text in the source, I tried using it on its
own, I tried 1=1 and '1'='1 with no luck! I also tried SQLi, however as order by does not work I doubt
its vulnerable.

nigganigganigga - August 5, 2011, 5:40 am 
 (Aug 4, 2011 03:47 AM)PeskyPete Wrote: [CITE] I have literally tried everything on level 1, and the
only thing that works is changing the URL to Level2 however this can't be the hack because it does
it with every level >.>
 Any tips?
 I have tried the source code, I tried Md5 decoding the green text in the source, I tried using it on its
own, I tried 1=1 and '1'='1 with no luck! I also tried SQLi, however as order by does not work I doubt
its vulnerable.
 You'll have to understand what's the encryption, check PHP doc.

thethatguy - August 5, 2011, 5:45 am 
M4arkz I can't remember what I set my password to. 
 
 

supracontra - August 5, 2011, 5:52 am 
Cool little hackits site :)
 
 Also, base64 is an encoding not an encryption ;)
 
 -- edit --
 
 We currently got 578 registered members!
 Only 147 hackers solved one or more levels.
 
 lol...

thethatguy - August 5, 2011, 6:47 am 
Thanks got in pretty neat. Got level 1 will carry on with this tonight tight challenge mate. Off to MMA
fighting tonight, hope I remember my name later.
 
 cheers 
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lolalu0 - August 5, 2011, 7:28 am 
I wonder when someone will actually take  this serious.
 So many registered users but almost no solvers.
 lets wait for 21!

McNugget Rage - August 5, 2011, 10:26 am 
Sounds like fun. Can't wait to get started.

nigganigganigga - August 5, 2011, 10:29 am 
 (Aug 5, 2011 07:28 AM)lolalu0 Wrote: [CITE] I wonder when someone will actually take  this serious.
 So many registered users but almost no solvers.
 lets wait for 21!
 Well let's say 75% of people stop at level 1 lol.

McNugget Rage - August 5, 2011, 10:32 am 
M4RKZ, you need an index page to redirect to /breakdown. If you try to go to
"http://m4rkz.altervista.org/" you get an error.

nigganigganigga - August 5, 2011, 11:04 am 
 (Aug 5, 2011 10:32 AM)McNugget Rage Wrote: [CITE] M4RKZ, you need an index page to redirect
to /breakdown. If you try to go to "http://m4rkz.altervista.org/" you get an error.
 Done, thank you for suggestion.

magiC* - August 5, 2011, 1:52 pm 
lol i comleted 1st level and wtf is next ?! :D and lulz how can i inject in blank page 7th level + i
upload image shell and nothing why? ! i dont see my points

nigganigganigga - August 5, 2011, 2:18 pm 
 (Aug 5, 2011 01:52 PM)Toms1337 Wrote: [CITE] + i upload image shell and nothing why? ! i dont
see my points
 Tell me which level number and I'll look.

thethatguy - August 5, 2011, 2:24 pm 
 (Aug 5, 2011 02:18 PM)M4RKZ Wrote: [CITE] Tell me which level number and I'll look.
 level 4 I have the same issue where's my shell !! give it back !! lol FUCK !! Dangerous SQL
command found - Please try again.  

Unscrewed - August 5, 2011, 2:46 pm 
 (Aug 5, 2011 02:24 PM)thethatguy Wrote: [CITE] level 4 I have the same issue where's my shell !!
give it back !! lol FUCK !! Dangerous SQL command found - Please try again.
 I laughed at that xD
 Spoiler (Click to View)Just wanted to say that... :P

nigganigganigga - August 5, 2011, 2:50 pm 
 (Aug 5, 2011 02:24 PM)thethatguy Wrote: [CITE] level 4 I have the same issue where's my shell !!
give it back !! lol FUCK !! Dangerous SQL command found - Please try again.
 Well done! You completed the challange number 4!
 Go back to the levels page
 
 It works.

thethatguy - August 5, 2011, 2:52 pm 
 (Aug 5, 2011 02:46 PM)Unscrewed Wrote: [CITE] I laughed at that xD
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 Spoiler (Click to View)Just wanted to say that... :P
 lol if you see it 34 times in a row it starts to loose it's comedy a bit   (Aug 5, 2011 02:50 PM)M4RKZ
Wrote: [CITE] Well done! You completed the challange number 4!
 Go back to the levels page
 
 It works.
 Nah cough it up I want my points I sent you a shell where's my points !!! play fair !! 

Mudkip - August 6, 2011, 2:07 am 
Just a note that shell.php.gif doesn't work :-/

Mr.Lazy - August 6, 2011, 2:13 am 
 (Aug 6, 2011 02:07 AM)Mudkip. Wrote: [CITE] Just a note that shell.php.gif doesn't work :-/
 well i uploaded that type of file i got "valid file uploaded" but my point wasnt increased..
 

nigganigganigga - August 6, 2011, 2:43 am 
 (Aug 6, 2011 02:13 AM)infinityexist Wrote: [CITE] well i uploaded that type of file i got "valid file
uploaded" but my point wasnt increased..
 It means that it doesn't work like you say. When the system checks that you uploaded a real PHP
file it'll work.

Mr.Lazy - August 6, 2011, 3:49 am 
 (Aug 6, 2011 02:43 AM)M4RKZ Wrote: [CITE] It means that it doesn't work like you say. When the
system checks that you uploaded a real PHP file it'll work.
 level 4 completed...now on level 2

magiC* - August 6, 2011, 4:53 am 
I cant get points in level 12

Mr.Lazy - August 6, 2011, 5:00 am 
 (Aug 6, 2011 04:53 AM)Toms1337 Wrote: [CITE] I cant get points in level 12
 well i already completed that level and get points....
 you have to upload valid file

nigganigganigga - August 7, 2011, 3:40 am 
 (Aug 6, 2011 04:53 AM)Toms1337 Wrote: [CITE] I cant get points in level 12
 The level works fine. You can't get points because you can't finish the level lol.

sg86 - August 7, 2011, 4:52 am 
 (Aug 7, 2011 03:40 AM)M4RKZ Wrote: [CITE] The level works fine. You can't get points because you
can't finish the level lol.
 Like most of the challenges, i think some need slightly, or even any explanation. I dont see the point
of the 'Valid File Uploaded' message, if you've got it wrong the simulation should give an error msg
as well.
 
 Hope you take it on board :) 

nigganigganigga - August 7, 2011, 5:44 am 
 (Aug 7, 2011 04:52 AM)sg86 Wrote: [CITE] Like most of the challenges, i think some need slightly, or
even any explanation. I dont see the point of the 'Valid File Uploaded' message, if you've got it
wrong the simulation should give an error msg as well.
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 Hope you take it on board :)
 The file mustn't end with php and not php.gif or php%00.gif or whatever.

thethatguy - August 7, 2011, 7:40 am 
 (Aug 5, 2011 02:50 PM)M4RKZ Wrote: [CITE] Well done! You completed the challange number 4!
 Go back to the levels page
 
 It works.
 My level 4 is still not showing ?
 

nigganigganigga - August 7, 2011, 8:05 am 
 (Aug 7, 2011 07:40 AM)thethatguy Wrote: [CITE] My level 4 is still not showing ?
 Because you didn't complete it in the correct way. Read my post above.

Error 403 - forbidden - August 7, 2011, 8:15 am 
That image upload one did have me stumped but its logical and works in real.

thethatguy - August 7, 2011, 8:20 am 
 (Aug 7, 2011 08:05 AM)M4RKZ Wrote: [CITE] Because you didn't complete it in the correct way.
Read my post above.
 No I did    v
 
 
 
 Level 20:
 
 Dangerous JS/HTML command found (.php) - Please try again.  ?
  FUCK !! Dangerous JS/HTML command found (document) - Please try again. !! 

pankajsharma - August 7, 2011, 8:37 am 
please Help me on level 1 and level 2! thanks!

magiC* - August 7, 2011, 8:39 am 
 (Aug 7, 2011 05:44 AM)M4RKZ Wrote: [CITE] The file must end with php and not php.gif or
php%00.gif or whatever.
 How the hell is that impossible? LOL > ??
 
 

nigganigganigga - August 7, 2011, 8:39 am 
 (Aug 7, 2011 08:20 AM)thethatguy Wrote: [CITE] No I did    v
 
 
 
 Level 20:
 
 Dangerous JS/HTML command found (.php) - Please try again.  ?
  FUCK !! Dangerous JS/HTML command found (document) - Please try again. !!
 It means that you have uploaded a valid file but not .PHP one.
 
 Level 20:
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 You absolutely don't need .php for an XSS  (Aug 7, 2011 08:39 AM)Toms1337 Wrote: [CITE] How
the hell is that impossible? LOL > ??
 Well I corrected my post, it MUSTN'T

pankajsharma - August 7, 2011, 8:41 am 
Help me with level 1 and 2 guyz!
Y2VkOGFiOWVkOThkNGQwZTI5NzBjZTRjYjk5ZDVkZDBlYzVhOTk4OQ== 
 
 Now wat type of hash is this?
 please help!

magiC* - August 7, 2011, 8:53 am 
 (Aug 7, 2011 08:39 AM)M4RKZ Wrote: [CITE] It means that you have uploaded a valid file but not
.PHP one.
 
 Level 20:
 
 You absolutely don't need .php for an XSS 
 Well I corrected my post, it MUSTN'T
 KK, but im wondering is there any other way than file.php0%%.gif ? I dont think so.
 ??
  Allowed file types: GIF/JPEG/PNG
 Goal: upload a PHP file
 Select image:
 
 Uploaded
 
 And no points? ! lol? I inserted random password in 16 level and completed wtf ?:D

nigganigganigga - August 8, 2011, 2:17 pm 

 I've reset'd level 16 due to a bug. You can now solve it in the right way.

moheshmohan - August 8, 2011, 10:05 pm 
hi m4rkz,
 
 i completed level 1, 4, 12 and kinda lured by level 2!!! :( cant solve it man.. i tried all many stuff on
$age parameter. when i try union and all it says dangerous sql command. give a better clue
 
 thanks
 
 PS: Great job by the way. its really a dojo for us noobies ;)

nigganigganigga - August 10, 2011, 2:38 pm 
Added level 21 and 22! GO try them

Greyersting - August 10, 2011, 2:39 pm 
I don't understand what I'm trying to accomplish on most of the levels...

nigganigganigga - August 10, 2011, 2:43 pm 
 (Aug 10, 2011 02:39 PM)Stocksting Wrote: [CITE] I don't understand what I'm trying to accomplish
on most of the levels...
 I wrote what you have to do for each level; like break bypass etc.
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Greyersting - August 10, 2011, 4:22 pm 
 (Aug 10, 2011 02:43 PM)M4RKZ Wrote: [CITE] I wrote what you have to do for each level; like break
bypass etc.
 I don't really understand what to do on the webshop hacking.  How am I supposed to hack it?  For
price, for the item, for admin access?
 

moheshmohan - August 11, 2011, 3:57 am 
 (Aug 10, 2011 04:22 PM)Stocksting Wrote: [CITE] I don't really understand what to do on the
webshop hacking.  How am I supposed to hack it?  For price, for the item, for admin access?
 good question 
 
 ?
 
 i also have same doubt

nigganigganigga - August 11, 2011, 4:15 am 
Log in as admin is the only goal for this level. If you need further help don't hesitate to post there.

moheshmohan - August 11, 2011, 11:32 pm 
just completed level 2 was very easy finally am learning 
 
 thanks m4rkz
 
 just completed level 21
 
 now completed levels
 1,2,4,12,21
 
 

Greyersting - August 13, 2011, 2:01 pm 
Can't complete ANY of the levels...  I'm not a skid!

nigganigganigga - August 22, 2011, 2:37 pm 
Website is still online. When I have new ideas for levels I'll add new ones.

cheatson - August 22, 2011, 9:37 pm 
Hi, I successfully upload a php file on challenge 12 but it didn't award me :( (see pm for details).

4euros - August 22, 2011, 10:18 pm 
wow amazing challenges thank you :D 
 
 gonna try them now :P

nigganigganigga - August 23, 2011, 2:43 am 
 (Aug 22, 2011 09:37 PM)cheatson Wrote: [CITE] Hi, I successfully upload a php file on challenge 12
but it didn't award me :( (see pm for details).
 There's an alternative solution to that.

cheatson - August 23, 2011, 5:15 am 
 (Aug 23, 2011 02:43 AM)M4RKZ Wrote: [CITE] There's an alternative solution to that.
 :/ hmm.  Isn't a bypass enough?!? hehe.
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nigganigganigga - August 23, 2011, 6:33 am 
 (Aug 23, 2011 05:15 AM)cheatson Wrote: [CITE] :/ hmm.  Isn't a bypass enough?!? hehe.
 No, this level got unique solution :)

cheatson - August 23, 2011, 7:58 am 
 (Aug 23, 2011 06:33 AM)M4RKZ Wrote: [CITE] No, this level got unique solution :)
 Hmmm lol.  I got the hard one but this one sticky, I think its something obvious but o well tt.
 
 

nigganigganigga - August 23, 2011, 2:53 pm 
 (Aug 23, 2011 07:58 AM)cheatson Wrote: [CITE] Hmmm lol.  I got the hard one but this one sticky, I
think its something obvious but o well tt.
 Image upload levels aren't hard at all. Keep trying :)

lma? - August 23, 2011, 3:28 pm 
I can't even do level 1 >.>. I'm feeling so retarded now lol. Anyone PM me the answer of Level 1
please . :3

drumm3rb0y5000 - August 23, 2011, 4:00 pm 
Im going to bookmark this, because as of now I wont be able to do any of them. I need
KNOWLEDGE lol

cheatson - August 23, 2011, 4:09 pm 
 (Aug 23, 2011 04:00 PM)drumm3rb0y5000 Wrote: [CITE] Im going to bookmark this, because as of
now I wont be able to do any of them. I need KNOWLEDGE lol
 I can only do 2 of them after about a month on here so good luck! - altho I am dim.

nigganigganigga - August 25, 2011, 8:11 am 
 (Aug 23, 2011 03:28 PM)lma? Wrote: [CITE] I can't even do level 1 >.>. I'm feeling so retarded now
lol. Anyone PM me the answer of Level 1 please . :3
 Just look at the name of the level.

First Blade - August 25, 2011, 8:39 am 
I can't even do any at all and i'm not a skid (Well i only tried 1) But seriously, i'm not good with
decoding so this sucks for me.

nigganigganigga - September 4, 2011, 1:39 am 
 (Aug 25, 2011 08:39 AM)First Blade Wrote: [CITE] I can't even do any at all and i'm not a skid (Well i
only tried 1) But seriously, i'm not good with decoding so this sucks for me.
 If you can't solve 1 you should go on and try the 20+ other levels ;)

dxploitz - September 4, 2011, 1:52 am 
ill try this one. im so late :) maybe this will improve my skills

moheshmohan - September 6, 2011, 12:03 am 
News system done!
 2011-08-27
 I've finished a simple news system.
 
 whats that m4rkz??
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nigganigganigga - September 6, 2011, 12:36 am 
 (Sep 6, 2011 12:03 AM)moheshmohan Wrote: [CITE] News system done!
 2011-08-27
 I've finished a simple news system.
 
 whats that m4rkz??
 It's just a news system useful to write news and letting you know about updates.

Kakoonhead - September 6, 2011, 3:21 am 
Great challenges, I mean it makes me feel like a retard, when I get stuck on level 1, for an hour;
great though.

BinaryAttack - September 6, 2011, 4:06 am 
Tell me about it.. got stuck at Level 2 for days now. Just missing the union select part which i have
no idea how to inject using POST. Keep getting dangerous SQL command found. any help ?

nigganigganigga - September 6, 2011, 4:48 am 
 (Sep 6, 2011 04:06 AM)BinaryAttack Wrote: [CITE] Tell me about it.. got stuck at Level 2 for days
now. Just missing the union select part which i have no idea how to inject using POST. Keep getting
dangerous SQL command found. any help ?
 Just don't use harmful SQL commands. PM me your query I'll check it and help you.

Frostitution - September 6, 2011, 8:19 am 
Seems fun, I used to do Hackquest a lot so this shouldn't be TOO hard.

nigganigganigga - September 6, 2011, 12:25 pm 
 (Sep 6, 2011 08:19 AM)Frostitution Wrote: [CITE] Seems fun, I used to do Hackquest a lot so this
shouldn't be TOO hard.
 Nice, I hope that you solve more level as possible :)

Tim0 - September 6, 2011, 7:39 pm 
M4RKZ I can't send PM because I need 10 posts, but I've been trying Level 2 for hours now... using
Live HTTP Headers, I just can't get around "Dangerous SQL command found - Please try again."
 
 Seriously, how can I extract a username if I can't use the word username? I've been googling filter
evasions for hours and am really fucking pissed off haha
 
 EDIT: As frustrated as I am, I've learned a shitload, so thanks I hope the rest of the challenges are
as fun as this one :)

nigganigganigga - September 7, 2011, 1:30 am 
 (Sep 6, 2011 07:39 PM)Tim0 Wrote: [CITE] M4RKZ I can't send PM because I need 10 posts, but
I've been trying Level 2 for hours now... using Live HTTP Headers, I just can't get around
"Dangerous SQL command found - Please try again."
 
 Seriously, how can I extract a username if I can't use the word username? I've been googling filter
evasions for hours and am really fucking pissed off haha
 
 EDIT: As frustrated as I am, I've learned a shitload, so thanks I hope the rest of the challenges are
as fun as this one :)
 The username on every challenge is always 'admin'. You need to find the password only now.

Tim0 - September 7, 2011, 6:30 pm 
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 (Sep 7, 2011 01:30 AM)M4RKZ Wrote: [CITE] The username on every challenge is always 'admin'.
You need to find the password only now.
 Wow I am SERIOUSLY retarded. Thanks.
 

nigganigganigga - September 8, 2011, 12:31 pm 
 (Sep 7, 2011 06:30 PM)Tim0 Wrote: [CITE] Wow I am SERIOUSLY retarded. Thanks.
 No problem, have fun solving other challenges ;)

BiosWarden - September 8, 2011, 8:11 pm 
Ive pushed aside wireless network pentesting for this...and now am extremely out of my comfort
zone :D. I love it man! Been stuck on level 2 for hours :P

nigganigganigga - September 9, 2011, 6:11 am 
 (Sep 8, 2011 08:11 PM)BiosWarden Wrote: [CITE] Ive pushed aside wireless network pentesting for
this...and now am extremely out of my comfort zone :D. I love it man! Been stuck on level 2 for hours
:P
 Ahah thank you, it's good to see someone that is really interested in web-hacking :)

Oxy - September 9, 2011, 6:22 am 
God damn nice challanges ^^
 good work :D
 if i have time i will get right on to that.

nigganigganigga - September 17, 2011, 1:32 pm 
Bumping this topic right now, anyone want to sign up? :)

Razor4x 5_0 - September 17, 2011, 1:50 pm 
I've already do it but it's really hard one :-)

cheatson - September 17, 2011, 3:44 pm 
Too hard mate!  Would like to see tutorials listed that help to solve each on so you can learn the skill
then try it out as opposed to spending hours and hours on them without learning anything.  I would
also suggest making the challenges be more robust so that the only solution that works in the one
that it was meant to test (thinking of how you can literally upload shell.Php on the image upload
challenge but thats not the 'unique' solution). 

nigganigganigga - September 18, 2011, 5:51 am 
 (Sep 17, 2011 03:44 PM)cheatson Wrote: [CITE] Too hard mate!  Would like to see tutorials listed
that help to solve each on so you can learn the skill then try it out as opposed to spending hours and
hours on them without learning anything.  I would also suggest making the challenges be more
robust so that the only solution that works in the one that it was meant to test (thinking of how you
can literally upload shell.Php on the image upload challenge but thats not the 'unique' solution).
 Well challenges are done to be completed with logic and knowledge, if I post tutorials on how to
solve them they would be not challenges.

Razor4x 5_0 - September 18, 2011, 8:12 am 
That's true but if you post more hints maybe more ppl can get the solution and earn more skill :P

nigganigganigga - September 18, 2011, 8:16 am 
 (Sep 18, 2011 08:12 AM)Razor4x 5_0 Wrote: [CITE] That's true but if you post more hints maybe
more ppl can get the solution and earn more skill :P
 I am giving hints here in the forum, if you need any hint just ask there and I'll see what I can do.
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Neusbeer - September 18, 2011, 8:43 am 
Well done man! good challenges.. most sites like this are more focused on encoding,crypting and
 decompiling. Most of the theories I know but now I can really test it. 
 harder than I expected <grinn>

nigganigganigga - September 18, 2011, 2:30 pm 
 (Sep 18, 2011 08:43 AM)Neusbeer Wrote: [CITE] Well done man! good challenges.. most sites like
this are more focused on encoding,crypting and
 decompiling. Most of the theories I know but now I can really test it. 
 harder than I expected <grinn>
 Thank you, enjoy the challenges and good luck with levels.

bckslsh - September 18, 2011, 2:36 pm 
 (Sep 18, 2011 02:30 PM)M4RKZ Wrote: [CITE] Thank you, enjoy the challenges and good luck with
levels.
 I can't do level 2.. :(
 
 I can't PM you since the system is down. :\

nigganigganigga - September 18, 2011, 2:40 pm 
 (Sep 18, 2011 02:36 PM)Dan_UK Wrote: [CITE] I can't do level 2.. :(
 
 I can't PM you since the system is down. :\
 What's the issue you got? Read the name of the level and read the source.

bckslsh - September 18, 2011, 2:43 pm 
 (Sep 18, 2011 02:40 PM)M4RKZ Wrote: [CITE] What's the issue you got? Read the name of the level
and read the source.
 I mean, i don't understand what i'm supposed to do.
 
 also on the xss challenge i used html character to encrypt the script tags. it never filtered it, but it
didn't execute it O.o.
 
 Can you PM me on there since you can't on HF? My user is "lolololol"

~Tom~ - September 19, 2011, 2:16 am 
Sup M4RKZ, It's been a while.
 
 Registering now.

nigganigganigga - September 21, 2011, 10:43 am 
 (Sep 18, 2011 02:43 PM)Dan_UK Wrote: [CITE] I mean, i don't understand what i'm supposed to do.
 
 also on the xss challenge i used html character to encrypt the script tags. it never filtered it, but it
didn't execute it O.o.
 
 Can you PM me on there since you can't on HF? My user is "lolololol"
 I'll try to explain briefly without spoiler.
 In the source code there's an "hidden(?)" parameter that's not sanitized, you just have to exploit it
and get the administrator password. It's not that hard, just POST injection and not GET injection. 
(Sep 19, 2011 02:16 AM)~Tom~ Wrote: [CITE] Sup M4RKZ, It's been a while.
 
 Registering now.
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 Hey Tom, nice to see you :) Have fun

thethatguy - September 21, 2011, 12:53 pm 
We currently got 903 registered members!
 Only 246 hackers solved one or more levels.
 
 This is really good, if you can get through here you are a hacker. 
 
 Cheers M4rkz awesome challenges, wish I had more time but utilizing the bit I have.

nigganigganigga - September 30, 2011, 1:13 pm 
 (Sep 21, 2011 12:53 PM)thethatguy Wrote: [CITE] We currently got 903 registered members!
 Only 246 hackers solved one or more levels.
 
 This is really good, if you can get through here you are a hacker. 
 
 Cheers M4rkz awesome challenges, wish I had more time but utilizing the bit I have.
 Well considering that hacking isn't just related to web but there are network,software,social etc - I
probably shouldn't use the word "hacker" but too lazy to edit it.
 Solving these challenges won't make anyone hacker however it's a good way to have fun and learn
something new in web-hacking.
 Have fun solving challenges.

Doxter - September 30, 2011, 9:10 pm 
I wish there was a cheatsheet for the ones that I can't do. I completed about 50% of them but some
of them I know I will never be able to do alone.

nigganigganigga - October 9, 2011, 3:45 am 
Added level 23. Check it out now guys!

+Awesome - October 9, 2011, 4:12 am 
Why not add comet chat to the site? Would be great.

solitarywarrior1 - October 9, 2011, 4:15 am 
how can i start the first level? bro. i can't find it :)

m0ritz - October 9, 2011, 4:35 am 
I'm going to try this out right now, I will post results later on! :D

Bender. - October 9, 2011, 7:56 am 
Wow this seems cool ! 
 i'm going to test right now ! ;-)

Cyclus - October 9, 2011, 8:39 am 
oh my gawd, so awkward...
 i cant even do level one

nigganigganigga - October 10, 2011, 5:38 am 
 (Oct 9, 2011 08:39 AM)Cyclus Wrote: [CITE] oh my gawd, so awkward...
 i cant even do level one
 Look at the level 1 name, it says all.

BiosWarden - October 19, 2011, 7:17 pm 
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Any hints on level 2? ^_^ I have been stuck on it literally for days on and off. :D

nigganigganigga - October 22, 2011, 9:27 am 
 (Oct 19, 2011 07:17 PM)BiosWarden Wrote: [CITE] Any hints on level 2? ^_^ I have been stuck on it
literally for days on and off. :D
 Look carefully what happens in the source. There's a unfiltered parameter.

+Awesome - October 22, 2011, 9:31 am 
I seriously need help with LFI levels, I need to learn pls.

nigganigganigga - October 22, 2011, 9:48 am 
 (Oct 22, 2011 09:31 AM)Calculus Wrote: [CITE] I seriously need help with LFI levels, I need to learn
pls.
 Which of them? Specify the level number.

CyberSyringe - October 22, 2011, 9:56 am 
Back to the drawing board..
 
 I haven't even solved level 1.
 
 LOL

+Awesome - October 22, 2011, 9:56 am 
 (Oct 22, 2011 09:48 AM)M4RKZ Wrote: [CITE] Which of them? Specify the level number.
 Level 7 and level 10, both of them.. Please help me with them.

Dyme - October 22, 2011, 10:07 am 
Anybody want to teach me what I need to do in order to pass level one... I fell like such a retard.

BlueMelon - October 22, 2011, 10:13 am 
Level 12 is not working.
 It says "Uploaded" when I upload my php file, but it does not add my points :/

nigganigganigga - October 22, 2011, 11:57 am 
 (Oct 22, 2011 10:13 AM)BlueMelon Wrote: [CITE] Level 12 is not working.
 It says "Uploaded" when I upload my php file, but it does not add my points :/
 It means it's uploaded but not valid PHP file. Every level works :)  (Oct 22, 2011 09:56 AM)Calculus
Wrote: [CITE] Level 7 and level 10, both of them.. Please help me with them.
 7: you have to find admin login panel, there's a file that is important to hide it.
 
 10: read some docs about LFI filter evasion

Shibe - October 22, 2011, 1:04 pm 
Lol, I am trying the XSS Filter bypass, but the character "<" isn't allowed. I shall not give up ?

callas83 - October 22, 2011, 1:15 pm 
anyone can send me PM to help me  in the 2nd level please? 

nigganigganigga - October 22, 2011, 1:42 pm 
Reached 1000 registered users! Nice goal for me :)

BlueMelon - October 22, 2011, 2:04 pm 
 (Oct 22, 2011 11:57 AM)M4RKZ Wrote: [CITE] It means it's uploaded but not valid PHP file. Every
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level works :)
 I swear to god it ends in .php tho O_O
 
 Can I pm you my method?

nigganigganigga - October 29, 2011, 1:09 pm 
  (Oct 22, 2011 02:04 PM)BlueMelon Wrote: [CITE] I swear to god it ends in .php tho O_O
 
 Can I pm you my method?
 Sure, let's see what you did -  - \ - \

Fatalz - October 29, 2011, 4:44 pm 
Fail attempt to cheat without really completing level (ERRID: 266)
 
 level 21 lol
 hey cant blame a guy for trying :P

Thatchdog - October 29, 2011, 5:52 pm 
Looks nice and good work! :P  Ill try it out

nigganigganigga - October 30, 2011, 3:25 am 
 (Oct 29, 2011 04:44 PM)TM GFX Wrote: [CITE] Fail attempt to cheat without really completing level
(ERRID: 266)
 
 level 21 lol
 hey cant blame a guy for trying :P
 Lol pwned. A lot of guys tries to cheat, try do it in the real way.

Grunt? - May 29, 2012, 4:20 am 
Great challenges.. please add more as it's been a while.

Artenissimo - August 12, 2013, 9:15 am 
New challenges plz i completed most of them

Nerd_XSS - August 12, 2013, 11:25 am 
FFS level 2!!! HOW DO I DO IT
 
 please help :(
  how am I supposed to SQL inject it when mysql_real_escape_string is on?! (level 2)

nightorday - August 12, 2013, 12:31 pm 
Time to check how much I really know with these challenges.
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