Forum:Hack Forums

Thread: [HASH] What is this hash type?

Prx3R0 - June 12, 2012, 8:13 am
Hi,
can someone tell me pleas what is the type/plane of this hash?

Code $P$BzX|lI0Ee/n2AniTkQcS1gNQiaM3T7al
thanks.

games-lol-owned - June 12, 2012, 8:14 am
that would be a wordpress hash mate use hashcat to try crack it

Phizo - June 12, 2012, 8:56 am
It's a MD5(Wordpress) hash.

Some examples of hash crackers that | think support this type of hash.

PasswordsPro

Hashcat

BarsWF -- Okay sozzie guiz not dat 1.

Prx3R0 - June 12, 2012, 9:11 am
(Jun 12, 2012 08:56 AM)Phizo Wrote: [CITE] It's a MD5(Wordpress) hash.

Some examples of hash crackers that | think support this type of hash.

PasswordsPro
Hashcat

BarsWF

Thanks, and hashcat dont support this. :)

Phizo - June 12, 2012, 9:16 am

(Jun 12, 2012 09:11 AM)Prx3R0 Wrote: [CITE] Thanks, and hashcat dont support this. :)
No problem, but...

-m, --hash-mode=NUM number of hash-mode


https://hackforums.net
https://hackforums.net/showthread.php?tid=2579076
https://hackforums.net/showthread.php?pid=23449938#pid23449938
https://hackforums.net/showthread.php?pid=23450381#pid23450381

0=MDS5 200 =MySQL
1 = md5($pass.$salt) 300 = MySQL4.1/MySQL5
2 = md5($salt.$pass) 400 = MD5(Wordpress)
3 = md5(md5($pass)) 400 = MD5(phpBB3)
4 = md5(md5(md5($pass))) 500 = MD5(Unix)
5 = vBulletin <v3.8.5 600 = SHA-1(Base64)
6 = md5(md5($salt).$pass) 700 = SSHA-1(Base64)
7 = md5($salt.md5($pass)) 800 = SHA-1(Django)
8 = md5($salt.$pass.$salt) 900 = MD4
9 = md5(md5($salt).md5($pass)) 1000 = NTLM
10 = md5(md5($pass).md5($salt)) 1100 = Domain Cached Credentials
11 = md5($salt.md5($salt.$pass)) 1200 = MD5(Chap)
12 = md5($salt. md5($pass.$salt)) 1300 = MSSQL
15 = vBulletin > v3.8.5
30 = md5($username.0.$pass)
31 = md5(strtoupper(md5($pass)))
100 = SHA1 1400 = SHA256
101 = shal($pass.$salt) 1600 = MD5(APR)
102 = shal($salt.$pass) 1700 = SHA512
103 = shal(shal($pass)) 1800 = SHA-512(Unix)
104 = shal(shal(shal($pass)))
105 = shal(strtolower($username).$pass)

Hycca - June 12, 2012, 9:17 am
(Jun 12, 2012 08:56 AM)Phizo Wrote: [CITE] It's a MD5(Wordpress) hash.

Some examples of hash crackers that | think support this type of hash.

PasswordsPro
Hashcat

BarsWF

I'm pretty sure BarsWF supports only plain MD5.

Phizo - June 12, 2012, 9:32 am

(Jun 12, 2012 09:17 AM)-?Exotz- Wrote: [CITE] I'm pretty sure BarsWF supports only plain MD5.
Yeah, my bad.

| said "think" for a reason.

My reason being: I'm too lazy to check my crackery jaker folder.

Define®© - August 24, 2012, 5:57 pm
(Aug 24, 2012 05:31 PM)tmcmaster Wrote: [CITE] What's This Hash Guys ? If possible pm me the
password please :)

8la225a2l14al77ad44a-35a-23a1l00a-34al05a-77a-116a85a-93al121a40

90a233a2l4al78a95a3lad43al0la23al60a-24a-116a85a-93a121a40l don't really think that's a
real hash, where did you get it from?


https://hackforums.net/showthread.php?pid=23449938#pid23449938
https://hackforums.net/showthread.php?pid=23450537#pid23450537
https://hackforums.net/showthread.php?pid=25826751#pid25826751

tmcmaster - August 24, 2012, 6:22 pm

(Aug 24, 2012 05:57 PM)wkdlewy Wrote: [CITE] | don't really think that's a real hash, where did you
get it from?

It's from a website Epicbot..

The passwords are encrypted with these..

rvitr - August 24, 2012, 6:31 pm
not quite sure what those hashes seem to be but ive seen a few of them and the
"116a85a-93a121a40" appears to be constant in them

tmcmaster - August 24, 2012, 6:36 pm

(Aug 24, 2012 06:31 PM)rvltr Wrote: [CITE] not quite sure what those hashes seem to be but ive
seen a few of them and the "116a85a-93a121a40" appears to be constant in them

Probally Double Encrypted..? Not sure about this things xD

Define®© - August 24, 2012, 8:11 pm
(Aug 24, 2012 06:36 PM)tmcmaster Wrote: [CITE] Probally Double Encrypted..? Not sure about this
things xDA doubled encryption is called a salt

password:salt

tmcmaster - August 25, 2012, 4:28 am
(Aug 24, 2012 08:11 PM)wkdlewy Wrote: [CITE] A doubled encryption is called a salt

password:salt
Btw Passwordspro doesnt work for me with this Hash..
Idk what to choose

account_ - August 25, 2020, 2:07 pm
$P$BzXjlOEE/N2ANITkQcS1gN9iaM3T7al:prabhul23
md5(wordpress)


https://hackforums.net/showthread.php?pid=25827388#pid25827388
https://hackforums.net/showthread.php?pid=25828239#pid25828239
https://hackforums.net/showthread.php?pid=25828387#pid25828387
https://hackforums.net/showthread.php?pid=25830937#pid25830937

