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Thread: [List] Hash Cracking Software

Keeper - June 17, 2012, 4:49 am
Code Source: http://forum.insidepro.com/viewtopic.php?t=7468

Since many people need their hashes cracked and most of them don’t know of many software to
use, | decided I'd share a list of a few brute-forcers.

1. SAMiInside
Screenshot

Spoiler (Click to View)
[img]http://www.insidepro.com/saminside.jpg[/img]

Size:~1mb

Operating System: Windows NT/2000/XP/2003/Vista/7
Developer: InsidePro Software

License: Shareware

Download

[*]Virus Total Scan

Spoiler (Click to View)

https://www.virustotal.com/file/59c0dcee440c8daf87101dc5aeeaf15c82f20e71da0fc90894d06bcOba
849cfb/analysis/1339929202/

SAMinside is a professional solution for the recovery of user passwords used to log on to Windows
NT, Windows 2000, Windows XP, Windows 2003, Windows Vista and Windows 7. The software is
one of the the world's fastest in terms of search speed; it features over 10 ways of importing hashes,
does not require installation, supports several types of attacks and recovery of passwords in a
variety of encodings; plus, offers auxiliary tools for extracting and handling hashes.

2. PasswordsPro
Screenshot

Spoiler (Click to View)
[img]http://www.insidepro.com/passwordspro.jpg[/img]

Size: ~15mb

Operating System: Windows NT/2000/XP/2003/Vista/7
Developer: InsidePro Software

License: Shareware

Download

[*]Virus Total Scan
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Spoiler (Click to View)

https://www.virustotal.com/file/02edcOee386e90b8a7e08al4ce66102626ca98dab6aa98a1311133a36
849f7706/analysis/1339929379/

PasswordsPro is a professional solution for the recovery of passwords using hashes of the
following types: Blowfish(OpenBSD), DES(Unix), DES(Oracle), MySQL, MySQL5, MD2, MD4, MD5,
MD5(Unix), MD5(APR), MD5(phpBB3), MD5(Wordpress), MSSQL(2000), MSSQL(2005), NTLM,
HAS-160, SHA-1, SSHA-1, SHA-2, SHA-384, SHA-512, SHA-256(Unix), SHA-512(Unix), Domain
Cached Credentials, Haval-128/160/192/224/256, RipeMD-128/160/256/320, Tiger-128/160/192,
GOST R 34.11-94, Skein-256/512/1024, Snefru-128/256, Whirlpool and many others. This is the
world's only program that supports over 140 hash types! The software has an open API, which
allows customizing the solution by adding any hash algorithm to it. It has a friendly interface, does
not require installation, implements several types of attacks and has lots of options to make the
recovery of passwords from hashes flexible and efficient. The software supports external plug-ins,
which you can use to considerably expand its capabilities; more than 10 ready-to-use plug-ins with a
variety of useful functions for handling hashes, passwords and dictionaries are built in.

3. Extreme GPU Bruteforcer
Screenshot

Spoiler (Click to View)
[img]http://www.insidepro.com/egb.jpg[/img]

Size: ~20 mb

Operating System: Windows NT/2000/XP/2003/Vista/7
Developer: InsidePro Software

License: Shareware

Download

[*]Virus Total Scan
Spoiler (Click to View)

https://www.virustotal.com/file/b25919feaeca813caed163e6264f59ddf88d21a91079a94b82cfdc0e9b
3fa8cf/analysis/1339929510/

Extreme GPU Bruteforcer is a professional solution for the recovery of passwords from hashes
using GPU. The software supports hashes of the following types: MySQL, MySQL5, DES(Unix),
MD4, MD5, MD5(Unix), MD5(APR), MD5(phpBB3), MD5(Wordpress), LM, NTLM, SHA-1 and many
others. On modern graphics cards from NVIDIA that support the CUDA technology, the software
demonstrates outstanding operation speed. For example, an average attack speed on NVIDIA
GTS250 is 420 million passwords per second for MD5 hashes, 720 million passwords per second
for MySQL hashes and 550 million passwords per second for NTLM hashes. The solution
implements several unique attacks, including mask and dictionary attacks, which allow recovering
even the strongest passwords incredibly fast. Utilizing the power of multiple graphics cards running
simultaneously (supports up to 32 GPU), the software allows reaching incredible search speeds of
billions of passwords per second!

4. World Fastest MD5 cracker BarsWF
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Screenshot
Spoiler (Click to View)
[img]http://3.14.by/files/barswf_8cpu.jpg[/img]

Size: ~ 0,5 mb

Operating System: Windows NT/2000/XP/2003/Vista/7
Developer: Svarychevski Michail Aleksandrovich
License: Freeware

Download

BarsWF is powerful console cracker, intended for search exclusively MD5-hashes. It is optimized
under SSE2-processors, video cards NVIDIA with support CUDA and Radeon with support Brook.

5. IGHASHGPU

Screenshot
Spoiler (Click to View)
[img]http://www.golubev.com/files/ighashgpu/ighashgpu_q6600 5970.png[/img]

Size: ~ 0,5 mb

Operating System: Windows NT/2000/XP/2003/Vista/7
Developer: Ilvan Golubev

License: Freeware

Download

[*]Virus Total Scan

Spoiler (Click to View)

https://www.virustotal.com/file/8916deb9fb59ce0f075504b7cal80a33935d258c7bdf75db0675bf6032
c812ad/analysis/1339929637/

IGHASHGPU is the powerful console utility, works with SHA1, MD5, MD4 and others hashing
algorithms. Fast SHA1/MD5 bruteforce for ATl and NVIDIA video cards.

6. Hashcat (GUI)

Screenshot
Spoiler (Click to View)
[img]http://hashcat.net/hashcat-gui/hashcat-gui-windows.png[/img]

Size: ~ 0,5 mb

Operating System: Linux, Windows XP/Vista/7
Developer: atom

License: Freeware

Download

hashcat is the worthy replacement PasswordsPro intended for search MD5, SHA1, MySQL and
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many other hashes (33 + algorithms). Multithreaded, supports SSE2.
7. oclHashcat
Screenshot

Spoiler (Click to View)
[img]http://hashcat.net/oclhashcat/oclhashcat.png[/img]

Size:~5mb

Operating System: Linux, Windows XP/Vista/7
Developer: atom

License: Freeware

Download

oclHashcat is powerful console GPU cracker, intended for attack on MD5, md5($pass.$salt),
md5($salt.$pass), mds5(md5($pass)), md5(md5($pass).$salt), SHAL, shal($pass.$salt),
shal($salt.$pass), MySQL, MySQL4.1/MySQL5, MD4, NTLM, Domain Cached Credentials etc.
Multithreaded, uses OpenCL.

8. John the Ripper
Screenshot

Spoiler (Click to View)
[img]http://savepic.net/2898617.png[/img]

Size:~1mb

Operating System: Cross-platform
Developer: Alexander Peslyak
License: Freeware

Download

John The Ripper is a free password cracking software tool. Initially developed for the UNIX
operating system, it currently runs on fifteen different platforms (11 architecture-specific flavors of
Unix, DOS, Win32, BeOS, and OpenVMS). It is one of the most popular password testing/breaking
programs as it combines a number of password crackers into one package, autodetects password
hash types, and includes a customizable cracker. It can be run against various encrypted password
formats including several crypt password hash types most commonly found on various Unix flavors
(based on DES, MD5, or Blowfish), Kerberos AFS, and Windows NT/2000/XP/2003 LM hash.
Additional modules have extended its ability to include MD4-based password hashes and
passwords stored in LDAP, MySQL and others.

9. MDCrack
Screenshot

Spoiler (Click to View)
[img]http://savepic.ru/82492.jpg[/img]

Size:~1mb
Operating System: Windows XP/Vista/7
Developer: Gregory Duchemin
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License: Freeware
Download

MDCrack is aggressive password cracker for MD2/4/5, HMAC-MD4/5, NTLM1, 10S, PIX and more.
10. oclHashcat+
Screenshot

Spoiler (Click to View)
[img]http://hashcat.net/oclhashcat-plus/oclhashcat-plus.png[/img]

Size: ~3 mb

Operating System: Windows/Linux x86/x64
Developer: atom

License: Freeware

Download

oclHashcat+ is powerful console GPU cracker, intended for attack on MD5, phpass,
MD5(Wordpress), MD5(phpBB3), md5crypt, MD5(Unix), FreeBSD MD5, MD4, NTLM, Domain
Cached Credentials. Multithreaded, GPGPU based rule engine, uses OpenCL and CUDA.

Also here is a cracked version of passwordspro --> http://www.mediafire.com/?nm46krell2gky8i

[*] Virus Total Scan

Spoiler (Click to View)

https://www.virustotal.com/file/ede375d0ccc4e438f3eaceff09802al1ed2282d9812289493e0167bdalb
05454a/analysis/1339933508/

Hope some members will find this useful!
Take care.

Binsbergen - June 17, 2012, 5:16 am
Nice info. Thanks!

PasswordPro 3.1.2.0 with key - Depositfiles
Virusscan

?Victory - June 17, 2012, 6:06 am
and +1 to OP A1

Keep up the good work
BeggFoMercy - June 17, 2012, 7:30 am
What a nice thread , Dled couple of programms from here , Never saw them b4 ... Helped me alot

thnx man <3

Keeper - June 17, 2012, 7:33 am
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(Jun 17, 2012 07:30 AM)BeggFoMercy Wrote: [CITE] What a nice thread , Dled couple of programms
from here , Never saw them b4 ... Helped me alot thnx man <3
No problem, that's what the thread is intended to. Thanks for the feedback :)

The lon - June 17, 2012, 7:55 am
Very nice THread nice and neat thread!

2Face - June 17, 2012, 7:58 am
Thanks for sharing this nice thread with us.

powerbk2 - June 18, 2012, 5:07 am
Keep up the good work dude, this helps me alot ;)

Keeper - June 18, 2012, 6:02 am
Glad I could help. Post here or PM me if you have any specific questions.

XX 0x0 xx - June 18, 2012, 6:10 am
i like this thread looks pro nice work dude

sp33dy7 - June 19, 2012, 10:55 pm
That be useful for me mate! Happy if you make other similar threads to help users like me.

Thank.

soeasy - July 23, 2012, 2:02 pm
Nice thread mate.?
You are a master at hacking.

Catzbow - July 23, 2012, 4:03 pm
Good work, keep it up. ---- TaCteR ----

bill123 - July 23, 2012, 5:15 pm
| like this thread, it's very usefull (:

evolutionroh - July 23, 2012, 9:37 pm
nice information ! thanks for sharing

jontaon - July 27, 2012, 10:17 am
Awesome dude. This is very useful. Appreciate.
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