Forum:Hack Forums

Thread: If you value your HF account here is some very good advice [All members please read]

Black Shadow - June 19, 2012, 2:13 am

| came up with this idea some of you may already do it but guesses are that very few members
would even think of this.

The best way from getting your account hacked is make 1 email address just for your HF account
and nothing else, also turn on privacy

this is an option in Hotmail, that way nobody can send you anything and trick you into getting your
details, you are the only person with

the email address and password, also write it down on paper and store it somewhere incase you
forget the details.

Update.... | forgot to say never store any passwords on your PC

The said "Privacy Settings" are to be set as "Private" for the best type of protection of your e-mail
ID.

| want you to do this now its important!

If you do read this and don't do it think of the consequences if you do get your
account hacked, the hacker could completely destroy your profile ?

Good advice.

(Jun 19, 2012 02:18 AM)Positive Wrote: [CITE] Very helpful information.
I have already thought of this and done so, but this is great advice for people that don't already do
it.
Don't store your password on your computer, because if you run a RAT, it will be taken most likely.
(Jun 19, 2012 03:49 AM)Diabolic Wrote: [CITE] | do this already and I've never been hacked.
(Jun 19, 2012 04:03 AM)Black Shadow Wrote: [CITE] | really do think this thread should be made a
sticky, its so important also it would decrease the workload for the staff
having to deal with hacked accounts everyday.

Pussy Slayer - June 19, 2012, 2:15 am
| can vouch for this as | do it already :)

Blad?s - June 19, 2012, 2:15 am
inb4 E-mail hack...

| think I'll use the ub3r email for HF. Good idea :)
Mr Kewl - June 19, 2012, 2:16 am
| already did this, my password generated is really unique. If | get any mail on Gmail, | use it | get an

SMS too. So if there is any suspicious activity | can get online quickly.

Positive - June 19, 2012, 2:18 am
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Very helpful information.

| have already thought of this and done so, but this is great advice for people that don't already do
it.

Don't store your password on your computer, because if you run a RAT, it will be taken most likely.

To The Limits - June 19, 2012, 2:23 am
This is a great advice. Thanks Black Shadow ?

?lu? - June 19, 2012, 2:24 am

It does sound like a good idea.

I have an email just for HF, but | wouldn't reply to any emails giving out any information. I planned
for it to be a way to communicate with other members, but tbh | haven't been on the email since |
made it ;L

T3h Hack3r - June 19, 2012, 2:51 am

The best solution here would be to make a "random™ Gmail account which contains two step
verification. Don't disclose this new email address to anyone and don't use it for anything except
your hackforums email address.

Don't register the same email address on other online services also.

Most if not all members here should be using Gmail two step verification as it's fool proof due to it
requiring phone verification.

Credentials - June 19, 2012, 2:56 am

| have done this, | bought a domain full off wired letters and numbers and made a email on that, |
use that :)

222722122¢227 - June 19, 2012, 3:09 am
What | do is | use gmail and then | turn on the 1-Step verification which will provide full privacy as
you have to enter the code sent to your cell phone each time you try to login to your gmail account.

BTB™ - June 19, 2012, 3:10 am
Very nice suggestion!

All I can say is, there would be hell lot of registered e-mail ID changes today. lol

Alistair - June 19, 2012, 3:13 am
Google 2-step authentication is fucking awesome. Search it up.

Diabolic - June 19, 2012, 3:49 am
| do this already and I've never been hacked.

?Dunsparth - June 19, 2012, 3:59 am
Thank's for the good advice i vouch for this.

Natas - June 19, 2012, 4:01 am

Good Idea black shadow | got to go to GED now and | dont have time to do it now but | am hopeing
| can do this when | get back | hope | will remember

Black Shadow - June 19, 2012, 4:03 am

| really do think this thread should be made a sticky, its so important also it would decrease the
workload for the staff



having to deal with hacked accounts everyday.

bugga - June 19, 2012, 4:07 am
What a great idea, nice share BS ).

"Rainy. - June 19, 2012, 5:21 am
Really nice idea, | will go and make new email for hackforums only right away.
>imb4 sticked.

Jeremy Corbyn - June 19, 2012, 6:01 am
Great idea Black Shadow. It would help everyone a lot.

Prince™ - June 19, 2012, 6:04 am
| have already done this to all of my emails. :)

aSmoo - June 19, 2012, 6:05 am
It's an awesome advice.
| am going to do this asap :d

| store my passwords on Lastpass but my email could get hacked so easily.
| actually use 1 email for everything that is important to me,if that email will get hacked | am fucked.

Thanks.

Maglc-Pot - June 19, 2012, 6:13 am

There is a faster, cleaner, better way to do this. Hotmail allows you to create 5 alias emails to protect
your real one. All you have to do is create one for HF. This email will be a MASK. You will NOT be
able to login with it and you will not be able to get ANYTHING from it. All it will do is work as a mask.
If someone sends a message to it, it will go to your real email (or you can choose to make a folder
on hotmail to which the emails sent to the alias will go to). It cannot be hacked, nor doxed because it
doesn't exist. It's nothing but a mask.

Glimpse - June 19, 2012, 6:15 am
Never really thought about this before. Thanks alot, this will come in handy for so many.

R|?cksi-i?d?w™ - June 19, 2012, 5:51 pm

(Jun 19, 2012 02:51 AM)T3h Hack3r Wrote: [CITE] The best solution here would be to make a
"random" Gmail account which contains two step verification. Don't disclose this new email address
to anyone and don't use it for anything except your hackforums email address.

Don't register the same email address on other online services also.

Most if not all members here should be using Gmail two step verification as it's fool proof due to it
requiring phone verification.
Yes Gmail is the best way i guess ?

McFlurry - June 19, 2012, 5:56 pm
| also have done this before. But this was very helpful. If members read this it might just prevent
them from getting their account hacked.

deafness - June 19, 2012, 6:01 pm
(Jun 19, 2012 02:16 AM)Mr Kewl Wrote: [CITE] | already did this, my password generated is really
unique. If I get any mail on Gmail, | use it | get an SMS too. So if there is any suspicious activity |
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can get online quickly.
Same here, my gmail is well secured, nobody can get in even ratter too.



