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Thread: Protect Yourself Form DoS and DDoS!

RULE? - July 8, 2012, 3:15 am

Yesterday i downloaded a new firewall called Comodo Firewall and it looks pretty good. It is
supposed to protect your from all types of DoS and DDoS even though i recommend surfing the
internet with TOR or a VPN whenever you can anyway. However if you are in a situation where
someone has got your IP then this could help you out, especially if you are someone who has
problems with changing your IP i suggest you download this. | spoke one of the customer support
representatives about the firewall and this is what he said:

Spoiler (Click to View)
| haven't seen many posts about his anywhere on HF so i though i should share it with those who
haven't heard or it!

Post bellow if you have any questions and i will try to look them up and answer them or post if you
have had success/experience with this firewall.

Download: http://personalfirewall.comodo.com/free-download.html

Austerity - July 9, 2012, 4:16 am
Downloading it now, i really need something to block Ddos, & Dos Attacks, dude if this works im
gonna really love you :D

?cid - July 9, 2012, 4:18 am
| dont know if this will work. Could i test it out on you or something. Then you will know for sure, just
like a 3 minute hit with your permission of course.

Pudge the Butcher - July 9, 2012, 4:51 am

ok guys . i have 3 machines and i have a botnet so i installed it on one to test ts protection and here
are the results

Attack of 3.87 Gbps
blocked ips 198 out of 220
Net speed reduces by19%

so it means it can block ddos but not fully .
so i think its better to use it because at-lest it protect us by some amount of ddos

?cid - July 9, 2012, 5:22 am
(Jul 9, 2012 04:51 AM)-P2- Wrote: [CITE] Ok guys . i have 3 machines and i have a botnet so i
installed it on one to test ts protection and here are the results

Attack of 3.87 Gbps
blocked ips 198 out of 220
Net speed reduces by19%
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so it means it can block ddos but not fully .
so i think its better to use it because at-lest it protect us by some amount of ddosSo you just
downloaded the free version or what, and once you do that it will protect you from so ddos?

Pudge the Butcher - July 10, 2012, 4:43 am
i just downloaded the free version and yes it protect us but our Net speed reduces by19% .

Austerity - July 10, 2012, 5:08 am
DUDE THIS WORKS READ MY FIRST POST - | got my friend to test his 2gb ddoser, and it says

work , i recommend posting on their forums or talking on chat, cause sometimes you need to
configure differently, but usually it already comes With Blockage With DDoSers , Dos Attacks.

CrOvv - July 10, 2012, 5:32 am
This has been posted before but its ok because it has not been posted but only a few times. It would
be much better to be on a vpn tho.

MaxPain - July 10, 2012, 6:35 am

LoL sorry guys for saying but you can't defeat the DDoS attack, cause it's simply UDP , not port
needed and it's like a bandwidth attack so this is shit. | tried this before.. | am wondering why they
are like protect from "DDoS" probably lan or something.. Else in the 0,1% they could do some
updates and found the solution?

Deciever - July 10, 2012, 8:04 am
Looks pretty good :) will have to try it out

Themagicshark - July 10, 2012, 8:08 am
It won't block it, it will crash your modem before the firewall can even block it.

BanTeR - July 10, 2012, 5:29 pm
Dont work there servers aint that strong and slows your bandwidth down by about 20%

Drazah - July 10, 2012, 5:34 pm
Tryed this, not working. This one sucks.

husky141 - July 10, 2012, 8:38 pm
sweet thanks for the find man, i'll definitely check this out!

Exemplify - July 21, 2012, 1:27 pm
Thanks for the recommendation. :D | needed a good firewall.

Shocking - July 22, 2012, 6:28 am
you could use a vpn, good free vpn.
http://www.hotspotshield.com/

Thats what i do!

jour - July 22, 2012, 2:16 pm
Its best to Download COMODO internet security premium, has antivirus, firewall etc

The Winter Soldier - July 24, 2012, 1:32 pm
Will Comodo affect the usage of AVG 2012 Free and Malaware bytes?


http://www.hotspotshield.com/

RULE? - July 24, 2012, 1:33 pm

(Jul 24, 2012 01:32 PM)iEatDeadPpl Wrote: [CITE] Will Comodo affect the usage of AVG 2012 Free
and Malaware bytes?

Not at all. Mine ran fine, however it doesn't protect you from all ddos attacks.

Network. - July 25, 2012, 7:51 pm
People are just now using Comodo Firewall?.. | thought this program was widely known about.

Yes Comodo Firewall is the best.

Lante - July 26, 2012, 12:45 am

A DDoS attack uses a DNS or IP in order to attack someone or something, Comodo is software for
your computer, which gets its internet connection from a router or modem, which handles all
connections. When a DDoS attack occurs, it will simply crash your router instead of crashing your
computer. You only lose internet/network connection.

Comodo will not be able to block a DDoS attack for 100%.

bitshock - July 26, 2012, 8:29 am

(Jul 9, 2012 04:51 AM)-P2- Wrote: [CITE] ok guys . i have 3 machines and i have a botnet so i
installed it on one to test ts protection and here are the results

Attack of 3.87 Gbps
blocked ips 198 out of 220
Net speed reduces by19%

so it means it can block ddos but not fully .

so i think its better to use it because at-lest it protect us by some amount of ddos

| think it's total bullshit that a simple software firewall such as comodo blocked a 3.87 Gbit/s attack.
Unless your machine was in a high-tech datacenter or your ISP has massive DDoS protection in
place, a true 3.87 Gbit/s attack would knock out not only your line but probably a whole chunk of
your ISP's network.

-iLikeRainbows. - July 27, 2012, 7:27 am
No software firewall will secure you from a DDoS. Unless it's a really low bandwidth attack.

There are way's to mitigate but certainly isn't software based.
My hardware Watchguard Firebox won't even stop a DDoS.
The only way to try and stop DDoS is to mitigate it the best you can..

Something like a Cisco Guard XT 5650 that delivers multigigabit performance, and cost thousands.
(In the region of around 70 - 80k)

Fossil - July 31, 2012, 7:49 am
There is no possible way to fully protect yourself from a DDoS Attack,
Government websites are known to have gone down from DDoSing.
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