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The King Of Doxing Tutorial (Very detailed) Part 1/2

8) Collecting evidence (Talking to those of whom the person came in contact) - Attempting to send
money with Paypal for easy name.

Before doing anything, what is suggested is to observe the target and once you have found a
location with a high level of certainty that that is for a fact your target.

DO NOT OVERREACT AND EXPOSE THE FACT THAT YOU ARE SEARCHING!

You want to follow their activity and all possible posts that he could've created, if it's a forum or
watch his location, age, gender, e-mail, or anything potentially useful.

You will need to take your time and analyze the information that you have, and the information that
you do not have.

Based on my personal experience online, it is usually more difficult to find information about kids
(teenagers since they spend the most time online) than the actual adults, or parents of the
teenagers.

The level of comfort invariable varies depending on where the target is situated. Perhaps on
Hackforums, the target will attempt to be very careful in not exposing possible information that could
be used for Doxing, while in some other website, the target will openly share more information, and
that is what we want to find. ?

To put it simple, you will want some of the following information:

1) Name

2) Age

3) Gender

4) E-mail

5) Try to find out who the target is friends with online as they can be potentially social engineered to
give you valuable information.

It is no secret that once you have that basic information, the possibilities of what can be done online
are virtually unaccountable.

If your target happens to be a kid, then you have more difficulty assessing their information, but this
is no problem as most kids do not take the time in not willingly hide crucial information that can get
them DOX'd. The recommendation is that you try to find their e-mail and then their Facebook
accounts to look for possible linkage.

Anybody with the same last name is a clear indication that they are related, and their friends can
lead to more information.


https://hackforums.net
https://hackforums.net/showthread.php?tid=2692621
http://refriedstudios.com/
http://refriedstudios.com
http://wrdp.info/go/bbh4j

I compiled this list of websites in over 2 years of searching and reading books on network security.
?

You can use the following websites in order to attempt acquiring more information:

http://www.192.com/people/search/ - British people

http://www.kgbpeople.com/ - to search people

http://com.lullar.com/

http://www.pipl.com/email/

http://www.spokeo.com

http://www.emailfinder.com

http://extremetracking.com/

http://www.mylife.com/

http://www.411.com/ - Highly recommended
http://www.ask.com/

http://www.bebo.com/
http://www.facebook.com/
http://www.flickr.com/
http://www.ip-adress.com/ipaddresstolocation/
http://www.myspace.com/
http://www.myyearbook.com/
http://www.searchenginez.com/findpeople.html
http://www.skipease.com/
http://www.sonico.com/
http://www.spock.com/
http://www.twitter.com/
http://www.usatrace.com/
http://www.whitepages.com
http://www.whois.com/
http://www.whois.net/

http://www.wink.com/
http://www.youtube.com
http://www.zabasearch.com/
http://www.zoominfo.com

555-1212.com - Paid

freeality.com/find.htm - Multiple search engines to search on information for free
infobel.com - International searches - Free

http://infospace.com/ - Search engine - Free
http://peoplesearch.lycos.com/people/ - Free

http://www.switchboard.com/ - Free
http://www.ussearch.com/consumer/index.jsp - Free

Whitepages.com

http://people.yahoo.com/
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http://www.searchenginez.com/findpeople.html
http://www.skipease.com/
http://www.sonico.com/
http://www.spock.com/
http://www.twitter.com/
http://www.usatrace.com/
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http://www.zabasearch.com/
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http://www.ussearch.com/consumer/index.jsp
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http://www.zabasearch.com/

Last known address with Social security:
http://usatrace.com/
https://www.ussearch.com/consumer/index.jsp
http://findafriend.com/

https://www.vetfriends.com/ - Find people in the military

Adopted?

http://plumsite.com/isrr/
http://seeklost.com/

E-mail changed?
http://emailchange.com/

http://mesa.rrzn.uni-hannover.de/ - Multiple search engines to search for people.

So, perhaps none of this was useful?

Ok, no problem.

If you only have a picture of your target, you can use the following websites to search the picture
online through many search engines and the results could yield to more information.

http://www.tineye.com/

http://images.google.com/

http://www.ginipic.com/

http://face.com/

http://www.feelimage.net/
http://www.similarsitesearch.com/alternatives-to/tineye.com

For example, let's say that we have this picture:
[img]http://thecontaminated.com/wp-content/uploads/2009/01/cool-handpainting.jpg[/img]

Now, we go to http://www.tineye.com and paste the URL of the picture or upload the picture.

The results consist of:
[img]http://img521.imageshack.us/img521/7769/tinyeye.png[/img]

Well, | think that gives you the idea behind of how it can be used.
So, if the target uses a specific avatar or if you have pictures of him or his family, you can use this
to further find more information.

But we are not done here.

If the target has an e-maill, it is a very chance that he has a Paypal account. To test whether if this
is the case or not, simply log in to your Paypal account and attempt to send $1 to the e-mail that you
might hold. When you click Send, it won't actually send the money until you confirm it but it does tell
you the target's name.

Internet Protocols (IP)


http://www.zabasearch.com/
http://usatrace.com/
https://www.ussearch.com/consumer/index.jsp
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https://www.vetfriends.com/
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http://www.similarsitesearch.com/alternatives-to/tineye.com
http://www.tineye.com

| wanted to mention this as well since it helps a bit in deciphering where a target is located.

Wrote about the topic in detail here:
https://hackforums.net/showthread.php?tid=1027823
https://hackforums.net/showthread.php?tid=1047834

Anyway, | wanted to include this for various reasons.

1) Helps pinpointing specific city and streets

2) IP can be tested to see whether if it's real or a subset masked IP.
Let's say for this instance, | have this IP:

68.196.248.13

You want to acquire it's geolocation along with other information.
Let's say that we went here:

http://www.ip2location.com/demo

That website alone can give you zip, city, and other basic information like that, but that is not what |
wanted to mention.

What | wanted to mention was this:

http://freegeoip.net/static/index.html

You search the IP, and it will output
Latitude, Longitude 40.2787, -74.3683

You then go to https://maps.google.com/

And search the Latitude and Longitude with a comma in between.

You can use either site, but what | recommend you is to test firstly with your IP to see which one is
giving you the most accurate location. Test your own IP, see the lat and long location and then see
the time of difference to your actual address by searching from A to B.

The distance that Google shows, tells a specific address based on the location within the planet.
(Lat and Long), and this information can come in handy.

119-179 McCaffery Rd
Englishtown, NJ 07726 133 ft S

Based on months worth of prior testing, the output location with the IP comes out to be is between
10-20 minutes in distance of the actual location, so this means that you have a radius of around
1-20 miles in approximation from the actual location. You can search local houses for sell, and at
times, you can find the names of the neighbors with that information.

You can also take screenshots of the surrounding locations and search the images with the
websites | provided above. ?

Houses


https://hackforums.net/showthread.php?tid=1027823
https://hackforums.net/showthread.php?tid=1047834
http://www.ip2location.com/demo
http://freegeoip.net/static/index.html
https://maps.google.com/

The fact remains that you have if have any sort of location to possibly begin the search, then that is
a great start.

Another thing that | wanted to take into account is the fact that if you have a physical address, then
you use use this for your own gain.

Why? You can search surrounding houses for sale.

| am not sure how it works on every country but | am guessing that there are companies dedicated
at selling homes, and when this is the case, then they normally have the names of the homeowners
and at times even the neighbors.

| tracked someone like that in one particular fashion. ?

Use your people directory that your city likely sends to you to find any physical address you might
have and see the names of the neighbors through that.

How to acquire an IP easy?

| have to give a lot of credit for his work to carecare. | was a tester when he finished this particular
project.

Visit his link for more details regarding all the details.

? wSpy PRO | #1 IP Grabber & more!

All they would have to do is a click on a link or picture and you would acquire their IP, and then
apply what | mentioned above.

Social Security

As mentioned previously, there remains the option of searching using a social security number.

| was unable to compile a detailed list since it's not particularly easy finding this information for other
countries since | don't live in every country in the world. (If you know of websites, PM me and | will

add them to the list)

If you have detailed information of perhaps an old friend, you can use that information for searching
other of their family members as well.

Use these:

Last known address with Social security:
http://usatrace.com/
https://www.ussearch.com/consumer/index.jsp
http://findafriend.com/

9) Asking the right questions for a potential future target

It is no mystery that you will want to ask the right questions to somebody if you are looking for
somebody else.

But the main key factor behind this point relies on asking the key questions potential people that will
be DOX'd solely on future cognition of disturbances from their end.


https://hackforums.net/showthread.php?tid=1667330
http://usatrace.com/
https://www.ussearch.com/consumer/index.jsp
http://findafriend.com/

What | mean by this is that you should ask crucial information about someone just for the hell of it
that you can use in the future, merely as a sensation of having the upper hand without them even
knowing.

Basic information as underlined before is crucial.

1) Name

2) Age

3) Gender

4) E-mall

5) Try to find out who the target is friends with online as they can be potentially social engineered to
give you valuable information.

6) Or even try to add them on Facebook or get their YouTube channel name.

7) Anything and everything is useful.

But of course, you will want to organize this information in a place where a random people might
have access if they use your computer.

You can use https://www.dropbox.com/
And upload your findings in a notepad or an encrypted file.

Or simply just save a text file on your computer if you are certain that no one will find it.

You can even keep a "profile" on everyone you know for future usages.

| suppose you could say it's something like a journal where you write notes before you forget them
in the future.

Do not try to use your subconscious to attempt in recalling information.
Write it down as soon as possible.

10) Using possible forms of virtual access to fool any person in between for acquiring information.
Making new user names, spoofing e-mails, spoofing cellphone.

Simply follow the suggestions on these tutorials that | have written in the past:

How to hack with a cellphone Part 1/2 [Extremely detailed]

Look for the e-mail spoofing section.
How to Hack Facebook accounts - New Methods

11) How to protect yourself from being DOX
My personal favorite section as this is where you can get the most creative.

-Creating fake accounts on purpose (blogspot, youtube, twitter, etc) with regular usernames you
use.

You want to deliberately create an account with the typical user names that you normally use to
throw off someone who could be potentially DOXing you.

You can create blogs, facebook accounts, youtube accounts, twitters, etc...

And decorate each of those profiles with fake information.


https://www.dropbox.com/
https://hackforums.net/showthread.php?tid=1088254
https://hackforums.net/showthread.php?tid=1175906

-Using VPS or VPN or Proxies

But of course, you do not want to use your actual IP whenever you are doing this since there are
methods of tracking you through your internet history. (If you are skilled enough)

You can use:

http://hotspotshield.com/hss1/
https://hackforums.net/showthread.php?tid=2341320
http://proxy.org/

http://nvpn.net/ - Paid

-Never giving your real information to strangers

Never, never, never give your real information to anybody online, especially if it's me. ?

A LOT of people maintain logs of all their conversations and any evidence can be used against you.

As mentioned earlier, build a fake identity and simply live your online experience with that
information.

-Have paranoia
Do | need to say more? Just don't be too confident and don't be stupid.
If this isn't sufficient enough, then take a look at my other tutorials of more detailed suggestions.

How to protect your identity online [Part 1/2]

12) Securing your computer, in case if problems arise.

-Truecrypt (strong password)

Truecrypt is a form of encrypting your harddrive so no one has access to it.
You can follow this tutorial:

Protect your personal files with TrueCrypt

If it's too difficult for you to comprehend, then simply find tutorials on Youtube.
-KeePass

You can use Keepass to maintain all your passwords encrypted, as well as collected information.
Check out the tutorial | wrote here:

How to remember your passwords easily

-Double operating system
-Options of demolishing harddrive


http://hotspotshield.com/hss1/
http://UltraSurf
http://proxy.org/
http://nvpn.net/
https://hackforums.net/showthread.php?tid=929221
https://hackforums.net/showthread.php?tid=2445513&amp;highlight=truecrypt
https://hackforums.net/showthread.php?tid=1345902

And of course, there remains the alternative of preparing for the worst.
It is quite difficult to break through a TrueCrypt encryption, so there is the option of acquiring a
double booted operating system.

Look into Wubi for that.
http://www.ubuntu.com/download/desktop/windows-installer

For demolishing?

You can try old fashion way with a hammer. ?

Or you can try this:

http://www.partition-tool.com/
http://download.cnet.com/EaseUS-Partition-Master-Home-Edition/3000-2248 4-10863346.html

I'm sure that there are many things that | forgot to mention since | have been compiling this tutorial
together for almost 2 months. If you believe that you know important information that you can
contribute to this tutorial, feel free to PM me so | can add it and | shall credit you.

If you need help finding anybody, | can help out for a fee.

Well, | believe this is all | have to say for now.
As always, all credits go to me for the tutorial. (Developer)

And please DO NOT steal all my work since it ALWAYS happens on all my tutorials.

People copying and pasting all my work on their sites to make others believe that they are some
sorts of geniuses. Be original and write your own content. ?

Remix™ - August 12, 2012, 10:06 pm
Wow, great HQ guide dude, thanks for this

Mr.Green™ - August 13, 2012, 2:12 am
Nice tutorial, i look like you put effort in this and it shows.

Sonic Boom - August 13, 2012, 5:37 am
Again, this is very nice, the only thing you could add -however | have no problem if you don't like the
suggestion- is what can you do with the DOX you have collected from an individual!

HideFromMe - August 13, 2012, 5:45 am
Not the best ways to do that | personaly have got my own way of getting everything in 1 shot haha
well its a good tutorial man keep them up :)

killer55755 - August 13, 2012, 7:50 am
Very very nice guide, well done! Helped a bunch, thankyou.

Developer - August 13, 2012, 2:17 pm

Well, thanks anyway for those that posted.

If you have suggestions, you can PM me and I'll gladly add them on the tutorial for future references
for anybody else.

And you shall be credited as well.

Fuego - August 15, 2012, 3:25 pm
This is was quite an interesting read. Loved the information you provided. Props to developer for


http://www.ubuntu.com/download/desktop/windows-installer
http://www.partition-tool.com/
http://download.cnet.com/EaseUS-Partition-Master-Home-Edition/3000-2248_4-10863346.html

another good tutorial!

Developer - August 26, 2012, 1:55 am

(Aug 15, 2012 03:25 PM)Fuego Wrote: [CITE] This is was quite an interesting read. Loved the
information you provided. Props to developer for another good tutorial!

Thanks. ?

Don't get yourself arrested. ?

JaggarN™ - April 14, 2013, 3:21 pm
this was a good thread , keep the good work up ?

kOdiak - April 15, 2013, 3:45 am
GREAT guide i vouch for this thank you very well men

fred goffa - April 15, 2013, 5:06 am
thank you very usefull i will be using this for future use for targetting game server admins, and
trolling thank you

doxing can be more powerfull then hacking in some cases, it can even take down servers if you do
it rite :P

Wide - April 15, 2013, 5:55 am
looks awesome dude. ? ?

The Best Booter - April 15, 2013, 5:56 am
awesome thread dude keep it up :) hope everything work out

ak4lamagO - April 15, 2013, 7:18 am
Thank you for this amazing thread. | learnt a low of new things from this. Keep the good work up. |
loved it.

4tticus - April 15, 2013, 10:36 am
Great tutorial ;) thanks mate !!!
Awsome work

cHemo - September 5, 2013, 7:38 pm
Can you help me with my RAT issue? Because | posted in the WhiteHat Section and they wont help
me for some reason and | did everything correctly, scroll down to this thread

https://hackforums.net/showthread.php?tid=3191431&pid=35052231#pid35052231

code_Inj3ctor - September 6, 2013, 9:37 am
Your effort shows while reading this thread.
Quiality thread.Keep it up!

Foster the People - September 6, 2013, 10:06 am
This tut is really in depth, well done!

Thanks for the info.
?

UntruthfulHonesty - September 6, 2013, 3:24 pm
HQ tutorial, hope this is useful for all who read it :)

Developer - October 23, 2013, 12:16 am


https://hackforums.net/showthread.php?pid=25535176#pid25535176
https://hackforums.net/showthread.php?tid=3191431&amp;pid=35052231#pid35052231

Hate to let this thread die when so much info is in it.

P??sonl?af - January 15, 2014, 9:13 am
Really nice post mate, just something | need.

But when your target is not from the US/CA it gets harder | believe.
Mine is from Cyprus. Maybe You ( or anyone els) have any tips?

Developer - January 15, 2014, 9:27 am
(Jan 15, 2014 10:13 AM)Poisonleaf Wrote: [CITE] Really nice post mate, just something | need.

But when your target is not from the US/CA it gets harder | believe.

Mine is from Cyprus. Maybe You ( or anyone els) have any tips?

That is very difficult. Unfortunately | am not familiar with much information from Cyprus. | know it's a
tiny country in Europe.

P??sonl?af - January 15, 2014, 9:32 am

Yea it is sadly.

At this point | know his Name, Facebook profile, Day of birth, '‘Possible’ Phone number + provider,
His current location and his facebook email (even tough that's not very useful)

From facebook itself | know small parts of his email.

Currently a bit stuck. | wanne scare the douche a bit for stalking a friend of mine.

Creatlve - January 15, 2014, 9:33 am
This guide is great, lots of resources to use. Well-put together.

RO5CO03 - January 15, 2014, 10:31 am
The thread, and the picture of the hand-bird were both fantastic.

?layStation - January 15, 2014, 10:36 am
Damn man,

This is a very nice & in depth guide.
Thankyou very much for the post.

Developer - January 15, 2014, 12:18 pm

(Jan 15, 2014 10:32 AM)Poisonleaf Wrote: [CITE] Yea it is sadly.

At this point | know his Name, Facebook profile, Day of birth, 'Possible' Phone number + provider,
His current location and his facebook email (even tough that's not very useful)

From facebook itself | know small parts of his email.

Currently a bit stuck. | wanne scare the douche a bit for stalking a friend of mine.

What is the ultimate goal of what you want to do? Perhaps you can begin working on fake profiles
on his behalf to display a false depiction of who he is and slowly begin building a bad reputation on
his behalf. Once you have a solid online persona, you can take it to the authorities through an
anonymous tip. Just an idea. ?

Legit Hackz - March 2, 2014, 8:19 pm
don't let this guide die! Bringing it back to life lol

iDuL - March 3, 2014, 12:09 am
Incredible tutorial, well written.
Great stuff OP, thanks for the contribution.


https://hackforums.net/showthread.php?pid=37710892#pid37710892
https://hackforums.net/showthread.php?pid=37711199#pid37711199

Developer - March 6, 2014, 12:11 am
I'm glad you all like it. Always nice to see the thread back alive.

ItsFluffy - March 6, 2014, 3:36 pm
nice tutorial. its a good collection of sites to use cumulatively for gathering information

ph4sux - March 7, 2014, 9:17 am
very nice details. thanks for the tutorial

shotguns10 - April 23, 2014, 10:01 pm
Great tutorial, very detailed, but this ip to location thing says my target lives at the bottom of a river.
But I don't think he likes scuba diving XD.

Developer - April 24, 2014, 11:40 pm

(Apr 23, 2014 10:01 PM)shotguns10 Wrote: [CITE] Great tutorial, very detailed, but this ip to location
thing says my target lives at the bottom of a river. But | don't think he likes scuba diving XD.

| doubt that you followed my tutorial correctly. ?

Ventriloquism - April 25, 2014, 7:16 am
if you lookup thier Ip and if u find out what their ISP is u can call their ISP saying ur a representitive
and u need their information. That u can get all the way down to their credit info lol

Zarez - June 25, 2014, 5:29 pm
Nicely written tutorial.
Great work man!


https://hackforums.net/showthread.php?pid=39677850#pid39677850

