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 ?Dante - October 4, 2012, 5:57 am 
Spoofing Techniques
 using
 RIGHT TO LEFT OVERRIDE Unicode
 
 NOTE:- This is for educational purpose only. Please don’t try to abuse this information in such a
way which breaks cyber laws and send you jail.
 
 Introduction:-
 
 Hello everyone. :))
 First of all, this is my first ever written tutorial on HF so if you find any mistakes, please do post here
so that I can correct them. I didn’t found any other tutorial covering ‘URL spoofing’ with RTLO so I
planned to make one of MINE. ;) In this tutorial we’ll talk about some extension and url spoofing
techniques by the NOT so famous RTLO or “RIGH TO LEFT OVERRIDE” Unicode character which
helps to read some languages which are written “right-to-left” like Arabic etc. I think we all know
what spoofing is, but if someone don’t know; just GOOGLE it. ;) I’m not going to clear that here. :P
 
 Spoofing ‘file type extension’ with Right-to-Left Override:-
 
 A nice tutorial explaining everything about it can be found here
 
 e.g.
 This “HotWebCamGirl[RTLO]gpj.exe” can be read as HotWebCamGirlexe.jpg”
 Amazed? ?…you can spoof ANY file type to ANY other file type of YOUR personal choice. :D
 I wonder, what can be done with THIS particular sexy spoofing technique. ;)
 
 You can just THINK about the possibilities the RTLO opens for you. ?
 But, saying from my personal experience, this RTLO technique WON’T work on XP (including all
service packs) but will work FINE on Windows 7. 
 
 
 Spoofing ‘URL’ with Right-to-Left-Override:-
 
 Now THIS is MORE juicy part of the RTLO. You can spoof the URLs too with the RTLO which is
NOT so exciting as URLs are also ASCII text which uses RTLO. Just take a look at the example and
you’ll know what I’m trying to say.
 
 e.g.
 This-
 [RTLO] http://www.maliciouswebsite.com/moc.koobecaf.www://ptth
 
 Will look like-
 http://www.facebook.com/moc.etisbewsuoicilam.www//:ptth
 
 See?

https://hackforums.net
https://hackforums.net/showthread.php?tid=2915501
https://hackforums.net/showthread.php?tid=1020443
http://www.maliciouswebsite.com/moc.koobecaf.www://ptth
http://www.facebook.com/moc.etisbewsuoicilam.www//:ptth


 Just spoof ANY url then convince your slave open it. (SE him/her)
 I found THIS the MOST enjoyable sort of spoofing of ALL time (I would use this in a funny way ;)) .
Well, you can use it in ANY way. Some people (or crackers) use this technique to fulfill their dirty
needs like sending SPOOFED URLs pointing towards a PHISHING page.?
 
 For example, assume you’re chatting with a hot girl and suddenly she gives you a link, DON’T be a
moron to click that link RIGHT AWAY. Verify that url and see whether it is legit or not. You can
consider its IP though. For more info, use your mind and your best friend GOOGLE.
 You’re getting my point??
 So, better watch out for the links you click in future. ? 
 
 Conclusion:-
 This is it for now. I’ve shown you two ways of spoofing  But there are MORE possibilities like using
this RTLO in ‘programming languages’ like HTML or Java Script.
 Got Excited?
 Why not ? ?
 You should.?
 
 Try these out to see the power of RLTO. Thus, this is an advanced but an easy technique to put off,
it’s kinda risky too if WE are the slave of someone ELSE (BH h4x0rs).?
 
 I hope you enjoyed the smileys. Thanks to HF for keeping these wonderful smileys so that I could
them often to express myself MORE deeply as I love to use them too. ?
 
 Please, do post your comments and responses here as I would love to see that. Also to make this
thread active as this seems to be informative. ?
 
 If anyone thinks that I have to add some more techniques here, first POST here THEN PM me
about that.
 
 Some info on RTLO
 
 Credits:-
 Me, dantehh (for writing and thoughts)
 
 dantehh…?

cronic_hack - October 4, 2012, 6:44 am 
man this is awesome! (y)
 thank you!!

?Dante - October 4, 2012, 7:32 am 
 (Oct 4, 2012 06:44 AM)cronic_hack Wrote: [CITE] man this is awesome! (y)
 thank you!!
 Glad to see that you found it informative. ?
 
 ~dantehh...?

Jallu - October 4, 2012, 8:01 am 
this is awesome didnt think about this!

?Dante - October 4, 2012, 7:00 pm 
 (Oct 4, 2012 08:01 AM)Wintows Wrote: [CITE] this is awesome didnt think about this!

http://www.fileformat.info/info/unicode/char/202e/index.htm
https://hackforums.net/member.php?action=profile&amp;uid=776694
https://hackforums.net/showthread.php?pid=26970643#pid26970643
https://hackforums.net/showthread.php?pid=26971879#pid26971879


 Yes, we often didn't think about this. Even the one who are aware of this RTLO technique may
forget to actually use it when they need it. Although, I'm planning to code a program too, which
include "file extension spoofing", "url spoofing", and I might include some of my personal techniques
of spoofing using RTLO too.?
 
 ~dantehh...?

Yugen - October 4, 2012, 7:36 pm 
It's a very nice tutorial.Not to be a downer but shouldn't this be in the "Hacking Tutorials section?

Vile Soul - October 4, 2012, 7:39 pm 
 (Oct 4, 2012 07:36 PM)Merkaba Wrote: [CITE] It's a very nice tutorial.Not to be a downer but
shouldn't this be in the "Hacking Tutorials section?
 yes very nice tut i will most likely use but if you put it in the tuts section it will not get deleted.

?Dante - October 4, 2012, 7:41 pm 
 (Oct 4, 2012 07:36 PM)Merkaba Wrote: [CITE] It's a very nice tutorial.Not to be a downer but
shouldn't this be in the "Hacking Tutorials section?
 Thanks for the appreciation mate. And yes, this should be in tutorials section. But as you can see,
this is my first tutorial and I was too eager to post it so I didn't even looked where I'm going to post.?
 
 I'd be nice if moderators move this thread to the tutorial section.?
 
 ~dantehh...?
 
 83+ views and ONLY 4 replies ?
 Guys, at least spare 5 seconds to post your feedback here to keep this thread alive.
 I've put much time while writing this tutorial.
 
 Post here guys, I don't wanna have my work to be buried into other threads. ? ?

cronic_hack - October 10, 2012, 9:39 am 
in wrong section dude btw! :P :p :P

R3DH4nD - October 10, 2012, 11:23 am 
nice tutorial mate... :)
 this is clearly new trick for me.. 
 Thanks for sharing.

?Dante - October 10, 2012, 8:25 pm 
 (Oct 10, 2012 11:23 AM)R3DH4nD Wrote: [CITE] nice tutorial mate... :)
 this is clearly new trick for me.. 
 Thanks for sharing.
 It's my pleasure R3DH4nD. ?

Austerity - October 10, 2012, 10:23 pm 
It's a very nice tutorial.Not to be a downer but shouldn't this be in the "Hacking Tutorials section?

?Dante - October 11, 2012, 1:12 am 
 (Oct 10, 2012 10:23 PM)Mila Kunis™ Wrote: [CITE] It's a very nice tutorial.Not to be a downer but
shouldn't this be in the "Hacking Tutorials section?
 Yes, it should be in the tutorials section Mila but I posted it in a haste not even looking at WHERE
the **ck I'm going to post. ???

https://hackforums.net/showthread.php?pid=26988865#pid26988865
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?Dante - November 4, 2012, 9:14 am 
Just making this thread alive. ?

Transs - December 9, 2012, 9:30 am 
this link aren't showing anything .. 
 wat is it actually

-?Divine- - December 9, 2012, 9:37 am 
Good tutorial mate, but Phishing is not allowed on HackForums. Remove that part.

?WhiskeyPete - December 9, 2012, 10:01 am 
Bump, because I like dantehh and I love this tut.

?Dante - December 9, 2012, 10:14 am 
 (Dec 9, 2012 10:30 AM)Transs Wrote: [CITE] this link aren't showing anything .. 
 wat is it actually
 It's just an example re, tuje abi kafi seekhna hai. Mai tuje badme personally samjha dunga. Just
stay active on this site and you'll probably overload your head with knowlege and ideas that you
never even thought of. ??
 
  (Dec 9, 2012 10:37 AM)-?Divine- Wrote: [CITE] Good tutorial mate, but Phishing is not allowed on
HackForums. Remove that part.
 Yeah man. I'll remove THAT part as well as some shitty posts/threads of mine WHEN I get L33t.
Hopefully on the Christmas Eve <3 :3
 
  (Dec 9, 2012 11:01 AM)WhiskyPete Wrote: [CITE] Bump, because I like dantehh and I love this tut.
 Glad to see that. Stay tuned, more are coming. ?

-ViTALiTY - April 3, 2013, 8:21 am 
thanks buddy, nice thread hehehe :D

?Dante - April 3, 2013, 9:44 am 
 (Apr 3, 2013 08:21 AM)arierep60 Wrote: [CITE] thanks buddy, nice thread hehehe :D
 Ah! It's you. :P                                    

SpikedHatz - April 3, 2013, 10:50 am 
? WAAHHHH ?
 
 I feel so stupid. I read the article, it made perfect sense, but I'm still confused. 
 HOW DO YOU DO IT?
 How do you make something read right to left? ?
 Sorry if Im a simpleton.

?Dante - April 3, 2013, 11:38 pm 
 (Apr 3, 2013 10:50 AM)SpikedHatz Wrote: [CITE] ? WAAHHHH ?
 
 I feel so stupid. I read the article, it made perfect sense, but I'm still confused. 
 HOW DO YOU DO IT?
 How do you make something read right to left? ?
 Sorry if Im a simpleton.
 I bet you missed the link I've provided in my tutorial. Here it is-
 https://hackforums.net/showthread.php?tid=1020443
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Oops - April 19, 2013, 8:18 am 
Thanks for tutorial, really helpful and easy to understand :)

danoon - April 19, 2013, 11:19 am 
Nice tutorial man, really need this!

?Dante - April 19, 2013, 6:28 pm 
 (Apr 19, 2013 08:18 AM)Oops Wrote: [CITE] Thanks for tutorial, really helpful and easy to
understand :)
 Thanks for your feedback mate. ?
 
 -Dante

BRatya po Rujya - April 19, 2013, 8:49 pm 
Good job man, appreciate your post.  Where are you from, what country?

?Dante - April 20, 2013, 3:29 am 
 (Apr 19, 2013 08:49 PM)BRatya po Rujya Wrote: [CITE] Good job man, appreciate your post.  Where
are you from, what country?
 Thanks for appreciation. And does is matter "where are from/country etc." ? ?

Bohemia - April 22, 2013, 1:00 pm 
Nice and detailed post mate, HQ work.

AlexMobodo - April 27, 2013, 1:21 am 
Lovely tutorial, it worked right up until I rar'd my file. PMing you now since you're such an awesome
individual who is willing to help <3
 
 OP was really great, helped me out a tonne. Got my icon working properly and was awesome :)

?Dante - April 27, 2013, 1:44 am 
 (Apr 22, 2013 01:00 PM)Bohemia Wrote: [CITE] Nice and detailed post mate, HQ work.
 Thanks for the feedback mate. ?
 
  (Apr 27, 2013 01:21 AM)AlexMobodo Wrote: [CITE] Lovely tutorial, it worked right up until I rar'd my
file. PMing you now since you're such an awesome individual who is willing to help <3
 
 OP was really great, helped me out a tonne. Got my icon working properly and was awesome :)
 Ah! That was nothing. HMU again when you need assistance mate. ?
 
 -Dante

willybobsta - April 27, 2013, 4:54 am 
I AM SO CONFUSED :(
 
 Is this a tutorial or is it telling you that you can spoof URLs, I couldn't seem to figure it out if it was a
tut...

AlexMobodo - April 27, 2013, 5:10 am 
It's a tut! :) a really good one :D

?Dante - April 27, 2013, 6:00 am 
 (Apr 27, 2013 04:54 AM)willybobsta Wrote: [CITE] I AM SO CONFUSED :(Seriously, don't be. :P
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  (Apr 27, 2013 04:54 AM)willybobsta Wrote: [CITE] Is this a tutorial or is it telling you that you can
spoof URLs, I couldn't seem to figure it out if it was a tut...Yes. It IS  a tutorial (a short one) which
covers some aspects of using RTLO which tell how to spoof URLs as well. ?
 Post here your queries and I'll sort 'em out for sure! :)
 
 -Dante

Nick Automatic - April 27, 2013, 11:26 pm 
This thread is Amazing and OP is a HQ Member . :)

DiamondHacking - April 29, 2013, 1:54 am 
HQ tutorial from a HQ user. Keep it up man.
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