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 Thread: Asylum Stresser XSS Vulnerabilities
 

 ~Tom~ - December 19, 2012, 5:42 am 
I would just like to warn everyone that recently I have noticed after viewing  This thread  I have
noticed that there are indeed a lot of vulnerabilities.
 
 This may be alerting for some of Asylum stresser users so I wanted to warn everyone. It's a
common xss.
 
 Number 1 ( Credits to ?DarkZealot )
 Spoiler (Click to View) 
 
 Number 2 
 Spoiler (Click to View)
 
 
 Number 3 
 Spoiler (Click to View)
 
 
 I don't want hate or anything I'm just pointing it out and I'm sure the owner will fix it asap.

+Awesome - December 19, 2012, 5:45 am 
Your first image tag isn't closed well.

LevelUp - December 19, 2012, 5:47 am 
Thanks for bringing this to the community.
 
 Don't forget to mention that Number 1 is persistant.
 
 I've already contacted Asylum with fixing the persistant one I've found.

~Tom~ - December 19, 2012, 5:49 am 
 (Dec 19, 2012 06:45 AM)+Awesome Wrote: [CITE] Your first image tag isn't closed well.
 It is now and I also reported them to him.

redpois0n - December 19, 2012, 6:40 am 
I am sure this will be fixed instantly :)

LevelUp - December 19, 2012, 6:44 am 
 (Dec 19, 2012 07:40 AM)redpois0n Wrote: [CITE] I am sure this will be fixed instantly :)
 Doubtful. I had to direct the owner on how to fix it, and explain what XSS even was.

redpois0n - December 19, 2012, 7:17 am 
 (Dec 19, 2012 07:44 AM)?DarkZealot Wrote: [CITE] Doubtful. I had to direct the owner on how to fix
it, and explain what XSS even was.
 Maybe he isnt the coder of his booter source? :P
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LevelUp - December 19, 2012, 7:22 am 
 (Dec 19, 2012 08:17 AM)redpois0n Wrote: [CITE] Maybe he isnt the coder of his booter source? :P
 He most likely isn't. It had crossed my mind .

~Tom~ - December 19, 2012, 8:00 am 
 (Dec 19, 2012 08:22 AM)?DarkZealot Wrote: [CITE] He most likely isn't. It had crossed my mind .
 Yeah I doubt it but he should still get it fixed quickly.

Mr.Cube - December 19, 2012, 9:10 am 
All these booters with vulnerabilities on them. I bet there's a ton out there on others.

J?ck - December 19, 2012, 9:13 am 
Nice find, off topic: the first pictures Firefox theme is disgusting.

LevelUp - December 19, 2012, 9:21 am 
 (Dec 19, 2012 10:13 AM)jackyboyhenry Wrote: [CITE] Nice find, off topic: the first pictures Firefox
theme is disgusting.
 That's my theme s-sniff..?

J?ck - December 19, 2012, 9:29 am 
 (Dec 19, 2012 10:21 AM)?DarkZealot Wrote: [CITE] That's my theme s-sniff..?
 I'm sorry but red lightning has never attracted me.

CarrotMilk - December 19, 2012, 12:34 pm 
Yay for making a thread about a totally harmless XSS exploit.

Transpose - December 19, 2012, 12:52 pm 
 (Dec 19, 2012 01:34 PM)CarrotMilk Wrote: [CITE] Yay for making a thread about a totally harmless
XSS exploit.
 OH NO! Now all the 1337 h4x0rs will hack into my 1337 booter and steal my shells!! ???

CarrotMilk - December 19, 2012, 1:01 pm 
 (Dec 19, 2012 01:52 PM)Asylum.™ Wrote: [CITE] OH NO! Now all the 1337 h4x0rs will hack into my
1337 booter and steal my shells!! ???
 Oh, no buddy. You're not allowed to make jokes. You haz securities to makes!

LevelUp - December 19, 2012, 1:07 pm 
 (Dec 19, 2012 02:01 PM)CarrotMilk Wrote: [CITE] Oh, no buddy. You're not allowed to make jokes.
You haz securities to makes!
 You're and idiot.
 
 Harmless XSS? ?
 
 If someone wanted to fully exploit this, all they'd have to do is send Asylum a PM with some bullshit
and a hexed link. It would steal his cookie and then it can be hijacked via Tamper Data....

CarrotMilk - December 19, 2012, 1:11 pm 
 (Dec 19, 2012 02:07 PM)?DarkZealot Wrote: [CITE] You're and idiot.
 
 Harmless XSS? ?
 
 If someone wanted to fully exploit this, all they'd have to do is send Asylum a PM with some bullshit
and a hexed link. It would steal his cookie and then it can be hijacked via Tamper Data....
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 I'm not "and idiot"
 
 Based on the screenshots given above, the exploits are completely on the user's side. No one,
other than the user account that exploits, is going to be affected by this.

My Life - December 19, 2012, 1:15 pm 
 (Dec 19, 2012 02:07 PM)?DarkZealot Wrote: [CITE] You're and idiot.
 
 Harmless XSS? ?
 
 If someone wanted to fully exploit this, all they'd have to do is send Asylum a PM with some bullshit
and a hexed link. It would steal his cookie and then it can be hijacked via Tamper Data....
 Assuming he's only using cookies to identify users. 
 I see no point in this thread, how about you silently message the owner and have him fix it? Simple
as that, nobody thinks any of you are hot shit for finding some stupid XSS vulnerability that any 5th
grader can do with some Googled cheat sheet.

LevelUp - December 19, 2012, 1:22 pm 
 (Dec 19, 2012 02:15 PM)My Life Wrote: [CITE] Assuming he's only using cookies to identify users. 
 I see no point in this thread, how about you silently message the owner and have him fix it? Simple
as that, nobody thinks any of you are hot shit for finding some stupid XSS vulnerability that any 5th
grader can do with some Googled cheat sheet.
 I found the persistant XSS, and I'm not the one who made the thread.
 
 Also I did message the owner, who didn't know how to fix it, nor what XSS even is.
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