Forum:Hack Forums

Thread: closed closed closed closed

username333 - February 2, 2013, 5:28 pm
closed closed closed closed

Stay Plural - February 2, 2013, 5:33 pm

Each line is 136 hex count, making it 544 bits long | think...

Lol not sure but there is no 544 bit hash | believe. So basically these hashes are enticed on the
hash & salt value.... Now if you look at a salt with 8chars, the hash would total to 128 chars, making
it 512 bits... this is 544 bits. Look here;

http://en.wikipedia.org/wiki/List_of hash_functions#Cryptographic_hash_functions

I'm kinda disappointed that | ran it through a 4GB password list and common word list and it didn't
find anything haha... It was with hashcat modes 1710 and 1720... sha512($pass.$salt) and
sha512($salt.$pass)

These passwords are really really complex or are resistant to cracking as for what | know. 0.0
Maybe we're missing a date or something from the salts? If you can go to the custom framework
area, and enter something like 123123 as the username, and 123123 as the password, we can look
at it, but it may not be complex enough as a comparison :P

Zanelot - February 2, 2013, 6:24 pm
M I'm honestly unsure along with Stay Plural.

| could make an attempt but Stay Plural seems to have a much bigger password list than | do, so
I'm sure | couldn't get it D:

J?mes - February 2, 2013, 8:41 pm
There is no apparent pattern to the lines as well as it being a completely random length. We know
the following so far

1. It's not hex -> ASCII because it would return a value that makes no sense and all the values are
the same length ?

2. It's not hex -> base64 -> base64 decode because it just doesn't give a logical value and they are
all the same length ?

3. It could be shab512(pass.salt) or sha512(salt.pass) or an algorithm similar to these with a salt
length of 8 characters (Like Stay Plural said) ?

4. It could just be that someone has decided to chuck a whole load of hashed values together such
as md5(pass...).md5(pass....).md5(username....).shal(pass....). It sounds silly but it's not the first
time I've seen someone try do this + it would equal 136 characters ?

More information such as

1. Are these values from a password field?

2. If they are passwords, can you do what Stay Plural said and register with a value that you know
(Username - user, Password - password) and post their values here.

Stay Plural - February 2, 2013, 10:08 pm
(Feb 2, 2013 09:41 PM)J?mes Wrote: [CITE] There is no apparent pattern to the lines as well as it


https://hackforums.net
https://hackforums.net/showthread.php?tid=3227523
http://en.wikipedia.org/wiki/List_of_hash_functions#Cryptographic_hash_functions
https://hackforums.net/showthread.php?pid=30273545#pid30273545

being a completely random length. We know the following so far

1. It's not hex -> ASCII because it would return a value that makes no sense and all the values are
the same length ?

2. It's not hex -> base64 -> base64 decode because it just doesn't give a logical value and they are
all the same length ?

3. It could be sha512(pass.salt) or sha512(salt.pass) or an algorithm similar to these with a salt
length of 8 characters (Like Stay Plural said) ?

4. It could just be that someone has decided to chuck a whole load of hashed values together such
as md5(pass...).md5(pass....).md5(username....).shal(pass....). It sounds silly but it's not the first
time I've seen someone try do this + it would equal 136 characters ?

More information such as

1. Are these values from a password field?

2. If they are passwords, can you do what Stay Plural said and register with a value that you know
(Username - user, Password - password) and post their values here.

123456@123456.com

Password: 123456

PHP Code

<?php
79848d8c74e439b1cef718296d85b7ch293ab22ce6772c62931f8f52f439cccfebc35070920af1c96c7
46¢1d60380536f661467139e038391e1d523095653f237268d61c

1234@1234.com

Password: 1234

PHP Code

<?php
177a07b79778a5cf084ffd092cbh95a038a9f5¢cab9f9915a729f66ee004bcd1443ac3adach931c03813fe
a07679c074b815ea01c2c33b9b15c5a9e2al22eeddde5a7a27d6

It is what is generated as the hash, there is no thrown together hashes haha.
I've kind of concluded these are $login $key salt's scrambled together.

[img]http://img716.imageshack.us/img716/2701/7e720ef78c5144009738e22.png[/img]
Old script of mine that generates standard hashes when you combine different salts and keys.

These have extremely high hit rate;
a combination of sha512 and sha384...

analysis.log analysis.log.1

J?mes - February 2, 2013, 11:17 pm
| tried doing something similar to what you did but with a broader range and trying the last 8
characters as the salt.

Code MD5:15% || 6¢cd025a3ec0009b6f786¢c95acf1f2b8e
MD5:9% || ecd9d4a272f3d858f02d5babc96d5432
MD5:15% || 81dc9bdb52d04dc20036dbd8313ed055
MD5:16% || c267d86aea9f7c44f3918dee645f774f
MD5:4% || 4572e7040b5a6¢c4f0db0f584c16balfc
MD5:14% || 70a202dec2504ce234fc8bfeac94c67f
MD5:14% || 2576bc12e13c266680c940921215e223



MD5:13% || a7d301349670adfb75b57638fade5016

SHAL1:15% || 4ff214a6ac5a64740538527d4ce57fb2b7fdbe74

SHAL1:15% || 3e846ac5042f0a0bflb70a6bc12f4153fe499884

SHA1:11% || 7110eda4d09e062aa5e4a390b0a572ac0d2c0220

SHA1:17% || c5cfe88b7a6¢c57439dbca94c3d056252adf81364

SHA1:14% || e5716b328b7a5e115efe027900e52d55d71f18cb

SHA1:11% || 68122347c4e4564526b09f7a89db7a6979cf9591

SHA1:16% || e686c4c88cc6bc268f48d9986202e629043cd52a

SHA1:16% || 7aa6edf49edOcd1b42119a1d9e30a06df5160aae

SHA256:18% || c6def634eeabe0855bc680cade9c870bb2f31bae0c70019d4a5aee01003b9edd
SHA256:26% || d26e7f426da27f4ffecafded3d440c7fe0d554bc1451005985f744ce55f0777d
SHA256:16% || 03ac674216f3e15c761leela5e255f067953623c8b388h4459e13f978d7c846f4
SHA256:18% || e6833c6f87c4af32912f8e60658d84cclcflc2b3ba9905f1addb9c627e14d5f9
SHA256:16% || 3a88cdbe6069b71e44803485f6afb44075572ec894c725b59¢c20f37634ae5e4
SHA256:9% || 536b82241589cce702b37acdel16191a4c7ef71bbd7ff918030123116a290974f
SHA256:23% || 7c63a8a362d2ee8c62b69c4e1e503886a9573311645779e28f4010fdf0701a0a
SHA256:23% || 3bd1le3ch7b89ad7ccbclde41559bc306¢18e0c3389820533873b5c86e60e7f3e
SHA384:29% ||
b1604663d7842f3c76a23de2067a0184885d7d046af493722chc824f8653e0448af219391481f1bfe6e
4a8celle2bfe7?

SHA384:11% ||
2c945d69daec3e9ed4e72272cc559181fa029e581dcfba8e31ffblb1d7559fcd3bb1le86c0febaOd3blb5
6aee9ac682e4f

SHA384:14% ||
504f008c8fcf8b2ed5dfcde752fc5464ab8ba064215d9c5b5fc486af3d9ab8c81b14785180d2ad7ceela
b792ad44798c

SHA384:22% ||
6c53f301d05667450c0a03cd1f3011777a65461640571ec0604b6ee6dale02eb16c72a02ffd92610b9
d0dc831b199e9d

SHA384:16% ||
b68338d5f58b1309ddd2c6e778f40bdbfb8ddb39230096cch586a278fd9a254al7a5¢c9c47e736¢fldce
ab761cdffe4c3

SHA384:20% ||
c08bb32a9703302e1479277a84e4641e7e2dac5c86d3ba408458271c8eleac7ba86e296b841d02f1
7e357b3f80d2aa07

SHA384:20% ||
ab66b5fe91eab17d5a265ed304779f974ba7d04403ebc7084d3f045b9a07ae888091aedbc4bcceede?
3be745b2a46add0O

SHA384:18% ||
009ab334ale7b4a9443edd8e725¢c356e078327ec4997a213f1a457810ad4222e3014a7f8584d5ed34
c8904cab2e36b53

SHA512:26% ||
€c9749d473d1f9bb64a00040938873010e439eaaa4cf960453bd04a62f27b1073629ae7¢c45b1924b97
d565d82d7f9f65d9b83f26e0a08bac2570c4ef30eb5¢c9e9

SHA512:17% ||
ed41c5241079876097d27b116e11e896a5876af7f44b97ca9c4cbb57ec6cbd5bf8a28d72d3e43814¢9
6f8dal7e63c5fadlb1120beea51ef5a003bba660ba7e89

SHA512:25% ||
d404559f602eab6fd602ac7680dacbfaadd13630335e951f097af3900e9del176b6db28512f2e000b9d0
4fba5133e8b1c6e8df59db3a8ab9d60bedb97cc9e81db

SHA512:18% ||
201acf3f1651501a0875b59a6b72801f4268ecd573476c10a8ab207b2d294b7067a0cd8011aal1033c
e44bf58c2262dbd16a99925f6a368a504fe43d373802¢c59



SHA512:27% ||
98ec112af68651579¢1fd289d277918e843e4¢c9493d8d7¢3620e64246¢c39b62b12b10937141691bf3
d3fe378e48b416e0ec30af259c63f5d03527a86ca6fb82d

SHA512:19% ||
€8e7979976d838319cbcc7c4a004c00912da9652d726847a021bb1a49fd034b03ef95f1d5a55d5388
147118b78588769973f25f30c6e43d51a218chb7ca883ac

SHA512:25% ||
4cab8710eaaa2bfdb2caa5a339f2falf05edca09f3d92e8e3d4eelb929fb5a84c5d2e5eb780a3b397e0
06cd0e9ec9903da5el12a3e55560ab641855e33e3c21c5

SHA512:28% ||
4d6e99cf36d77bf5b5145f66bfcfe307abc6aad9dfb5b31022e35d0e7b3362dfb69ff078c67ccb04a8298
4675683e9d46283d2chc14785cc42f2304e230c4el13d

Whirlpool:31% ||
b06776555e89bd4848eeeb3e276fd212b549e4f6508f989d2ce1c513bc882e0b999d34ch8bd804c47
cb375ca2a5b06a61785d10f6bdf1e872169b6a218170f73

Whirlpool:16% ||
5¢f37691a9¢17e317b5a86756e852fabac563db00d4864a576efd7e2f382989¢654f97¢54f35420d825
48fc92¢1031a055e8c8a07ea5fc36fd79038614237275

Whirlpool:33% ||
2f9959b230a44678dd2dc29f037bal159f233aa9ab183ce3a0678eaae002e5aa6f27f47144a1a43651
16d3db1b58ec47896623b92d85ch2f191705daf11858b8

Whirlpool:29% ||
efee398684ca68626e€961388c387f73795f6f996c559347aeabd9197b23e1e6f509f0d40361afdb963e
06bf83db61d418ab4b3763c72f944e601c6a91e721b70

Whirlpool:25% ||
e7fc338b5f60145fe556daf7ff65145d1540dch3cdaf84d396e14114fb98c877861eca56e8cd65147¢c92
2¢113288627387f37117eelccabfel79f44a889f3f72

Whirlpool:32% ||
051e7e5c28d2641bc29f95238677e7b276e5aa0852012cb22d8eabd96bb7a413904d70cadd3c6lea
35d8ecfb477d0f625e4e32e9854bch5¢c56766951f96089bc

Whirlpool:13% ||
b028758107dba2de526d0081d939e56afadfd74e7ea7a775c6d1acf45765252113118ebcc850fdblde
05eeeb42c2cad721bad77110611751d099f6be54716e82

Whirlpool:24% ||
4cfa3324b140306124b47e21d9475fb12bleea529156cea93¢c4b119a3060e320fdb2fb096a9d141e62
66f9301c4468992e9falbbebf66fece2ee49ab16b6e438

MD2:11% || 9c277eff72ab93c691fclefOblbcdd09

MD2:8% || 593521e1d664bdd081856a88b58909h9

MD2:16% || 45337ab528ab456381fd0fe311633a6b

MD2:8% || 9c4d8fe66570104f53defbd3177387e3

MD2:20% || a792ae2d74b937dbal88f9c5019fdc52

MD2:18% || 5¢381d999d0cf6339bbfc9b501c3c417

MD2:20% || 1f3f85814fd2fe421015a520fed4cede5

MD2:2% || f0aa428d8a34832768a8bc405aa0db77

MD4:15% || 92ae59b62018d807b5e3acf2581506dc

MD4:12% || 99b516c64ee21a49a97bd139d7bb2f12

MD4:14% || f375f401ddc698af533f16f8acle9lcl

MD4:13% || def5ab092ad8d8223168a6ff077986d1

MD4:8% || 373de3485eed903a3d14b41726ee60d0

MD4:13% || €629584fc974e0ch4fa84d10c954ae66

MD4:10% || 834b45a959879b89294875fe8793ce72

MD4:11% || 5eb644f2256a165263f55f4390d240ab

crc32b:8% || a8b857d6



crc32b:6% || 39922ab3

crc32b:5% || 9be3ela3

crc32b:3% || 58459dcf

crc32b:8% || 03019aa2

crc32b:6% || 6dc0db8c

crc32b:6% || caOb3371

crc32b:5% || 81ed5533

crc32:2% || 639d2169

crc32:5% || 46b88d5f

crc32:4% || 553b6a59

crc32:5% || 246ad299

crc32:4% || 6ba2aa62

crc32:7% || 5b84d147

crc32:5% || 2fe7al4d7

crc32:4% || bc321215

tiger128,3:11% || 9b41d4e5703b327c5fffb9908f8cecch

tiger128,3:11% || 560699dc4ae449ed30942dc2b3cc70a7

tigerl28,3:13% || 624a56d49417c6d59cf5090edd5365b7

tiger128,3:15% || afc21280095f2ae5352b150e9da5e05e

tiger128,3:14% || ecf1l8ecdlefbf4471956a7879b5bd58c

tiger128,3:11% || 208e4c8b1796970200c71281f8b5c0ed

tiger128,3:11% || c653b8396eeac0d97ee7f748a1120d09

tiger128,3:7% || fb8ec3b59e99bed351be0540a0f25fab

haval192,3:16% || b4dd170aaa386b26ca81655¢c23715d08be2a8b043f2c278f

haval192,3:11% || 073aab542362232dcbeda9d476c48891f48ce979d790abd8

haval192,3:16% || e00c73614f1346a0abd2844e1f56709ae80d6519916d65f3

haval192,3:11% || bd4fc7820b0afal9c552507d9de62326017a01deb6ecab7c

haval192,3:13% || 2ff6e4b2de6fb1ff619e49dd2a7c6d9447b0ef29c142f8e6

haval192,3:17% || 16f1dc2f4c9d14fal35b52acf2f3be43ab74178e9bc70e43

haval192,3:15% || a00f5cfedd958df504cbaa3419ce6dd1f4d0f48aabe98a9d

haval192,3:15% || e72f7ccaa70269570fbe5abe15472f4997152c545bdd5c9a

ripemd256:12% || 0da0ab45f500877167ad1900a6ad4ccfe7841ce9a90e13701576374942f5cfbe
ripemd256:13% || b244d3286¢c408b0e55b07ec8f3c0d93celf79f54910fe07fa6354383a2f89804
ripemd256:18% || 89eef3eebdd971950d684bd63a6e9e1749d456aclf3a6ec07195eb145¢739bb2
ripemd256:17% || 06a8efafe7ffb8726a13e66bab628fa2ab34a455b451b1b3ac9637f2863a149a
ripemd256:19% || 40bc5cc426¢62777ed5957c2487¢24f2b5¢f11271cb97e2bf44205ad4285ac3e
ripemd256:19% || cd99d557b95cdal5fb707aae36c1d085f9cae55800bd85aec26209d0725ab345
ripemd256:20% || f7bdeb94c35f65363315397359d98d3d54c0cea342350efddd70a7c11d0ad5e6
ripemd256:16% || 5a603b412205feb6c4aa23355a469b24cc5d18a40c7ea7c5abd0b2d82127d907
adler32:7% || 229f040c

adler32:6% || 1fdd040c

adler32:5% || 01f800cb

adler32:5% || 13a30342

adler32:5% || 16910361

adler32:7% || 19cf0361

adler32:7% || 595206a2

adler32:5% || a24e0919

gost:23% || 2af2875b9f701bb38a3b028eafc2ea961db7edbc2acl5celd44713f816815da8
gost:13% || 2bc3d564f2a22bbc10d292b34fe0738728da817257df6ae6de507cadf3702912
gost:15% || 8a19de2e756035a3ece48cd01260b89ec36a510d9e18066e64ffc4d379c6e457
gost:20% || 2163f5e4179fabcfOc86e5e5ab5a4fad8631a082d82b83a909d773fc5a8e7¢29
gost:21% || 34c8282feb5c324f49f159e93a5e7235eb1273764444ad5519c09e88d82b4a76
gost:16% || 7d20118cf302a3667518f8fd3c235d5b8369fc85396c0ac646e90ed016c6a38a



gost:17% || eef9657¢c78176f3229932b9%9aa20adce28d5a0albe2d55e6945ec6d530fdf4939
gost:14% || dd16a0c8d706a9128d2f10c46696615fleldea238ef7le2a5c63c36e862ff39¢c
ripemd160:18% || 5fc012feb2dba76f1bb35a305875646ed519ee36

ripemd160:11% || 31cfec1e996463cldfaa551e5925fceda8553dbf

ripemd160:16% || cd9d379715cccc83fd8c8c2dc0730c6dd081bd35

ripemd160:8% || 9b7373be03a43b06e2b9d30af77323c96b29aeda

ripemd160:16% || 66bee35b4748403d5dee8b8ef364{632118ddd55

ripemd160:17% || 75e0bbfba9c7c8a82ebfee2aec7a7a2230e8b42a

ripemd160:4% || 38f65869e9ab63489e494509bchd4d914fbb787a

ripemd160:14% || f7d4bda6b0b103304b3e3dd01dac4a4c1699290e

The percentage is comparing the similarity with the PHP function similar_text to see if any parts
seem similar to the final output.

PHP Code

<?php

$combos = array($user.$pass, $pass.$user, $pass, $user, $pass.$posssalt, $posssalt.$pass,
$posssalt.$pass.$user, $posssalt.$user.$user);

This doesn't really mean much as there is no running combinations and that's what | was thinking
there would be at least. So that's pretty much out of the question | would say. | was also thinking
that the hash could be SHA-384 and the salt could be SHA-1 which would be added onto the end.
I've ripped apart the hash in as many ways as | possibly could and | cant quite figure out how it is
constructed. As far as we know, it could be an edited version of SHA512 or similar.

It could really be anything =/.

Stay Plural - February 2, 2013, 11:48 pm
(Feb 3, 2013 12:17 AM)J?mes Wrote: [CITE] | tried doing something similar to what you did but with
a broader range and trying the last 8 characters as the salt.

Code MD5:15% || 6¢cd025a3ec0009b6f786¢c95acf1f2b8e

MD5:9% || ecd9d4a272f3d858f02d5babc96d5432

MD5:15% || 81dc9bdb52d04dc20036dbd8313ed055

MD5:16% || c267d86aea9f7c44f3918dee645f774f

MD5:4% || 4572e7040b5a6¢4f0db0f584c16balfc

MD5:14% || 70a202dec2504ce234fc8bfeac94c67f

MD5:14% || 2576bc12e13c266680c940921215e223

MD5:13% || a7d301349670adfb75b57638fade5016

SHAL1:15% || 4ff214a6ac5a64740538527d4ce57fb2b7fdbe74

SHA1:15% || 3e846ac5042f0a0bflb70a6bc12f4153fe499884

SHA1:11% || 7110eda4d09e062aa5e4a390b0a572ac0d2c0220

SHAL1:17% || c5cfe88b7a6c57439dbca94c3d056252adf81364

SHAL1:14% || e5716b328b7a5e115efe027900e52d55d71f18cb

SHA1:11% || 68122347c4e4564526b09f7a89db7a6979cf9591

SHA1:16% || e686c4c88cc6bc268f48d9986202€629043cd52a

SHAL1:16% || 7aa6edf49edOcd1b42119a1d9e30a06df5160aae

SHA256:18% || c6def634eeabe0855bc680cade9c870bb2f31bae0c70019d4a5aee01003b9edd
SHA256:26% || d26e7f426da27f4Affecaf4ed3d440c7fe0d554bc1451005985f744ce55f0777d
SHA256:16% || 03ac674216f3el5c761leela5e255f067953623c8b388b4459e13f978d7c846f4
SHA256:18% || e6833c6f87c4af32912f8e60658d84cclcflc2b3ba9905f1addb9c627e14d5f9
SHA256:16% || 3a88cdbe6069b71e44803485f6afb44075572ec894c725b59¢c20f37634ae5e4
SHA256:9% || 536b82241589cce702b37acdel16191adc7ef71bbd7ff918030123116a290974f
SHA256:23% || 7c63a8a362d2ee8c62b69c4e1e503886a9573311645779e28f4010fdf0701ala


https://hackforums.net/showthread.php?pid=30276496#pid30276496

SHA256:23% || 3bd1le3cbh7b89ad7ccbclde41559bc306¢18e0c3389820533873b5c86e60e7f3e
SHA384:29% ||
b1604663d7842f3c76a23de2067a0184885d7d046af493722chc824f8653e0448af219391481f1bfe6e
4a8cel0e2bfe7

SHA384:11% ||
2c945d69daec3e9e4e72272cc559181fa029e581dcfba8e31ffblbld7559fcd3bble86c0feba0d3blb5
6aee9ac682e4f

SHA384:14% ||
504f008c8fcf8b2ed5dfcde752fc5464ab8ba064215d9c5hb5fc486af3d9ab8c81b14785180d2ad7ceela
b792ad44798c

SHA384:22% ||
6¢53f301d05667450c0a03cd1f3011777a65461640571ec0604b6ee6dale02eb16c72a02ffd92610b9
d0dc831b199e9d

SHA384:16% ||
b68338d5f58b1309ddd2c6e778f40bdbfb8ddb39230096cch586a278fd9a254al7a5¢c9c47e736¢fldce
ab761cdffe4c3

SHA384:20% ||
c08bb32a9703302e1479277a84e4641e7e2dac5c86d3bad408458271c8eleac7ba86e296b841d02f1
7e357b3f80d2aa07

SHA384:20% ||
ab66b5fe91eab17d5a265ed304779f974ba7d04403ebc7084d3f045b9a07ae888091aedbc4bcceede?
3be745b2a46add0

SHA384:18% ||
009ab334ale7b4a9443edd8e725¢c356e078327ec4997a213f1a457810ad4222e3014a7f8584d5ed34
c8904cab2e36b53

SHAS512:26% ||
€c9749d473d1f9bb64a00040938873010e439eaaa4cf960453bd04a62f27b1073629ae7c45b1924b97
d565d82d7f9f65d9b83f26e0a08bac2570c4ef30eb5¢c9e9

SHA512:17% ||
ed41c5241079876097d27b116e11e896a5876af7f44b97ca9c4cbb57ec6cbd5bf8a28d72d3e43814¢9
6f8dal7e63c5fadlb1120beea51ef5a003bba660ba7e89

SHA512:25% ||
d404559f602eab6fd602ac7680dacbfaadd13630335e951f097af3900e9del176b6db28512f2e000b9d0
4fba5133e8b1c6e8df59db3a8ab9d60bed4b97cc9e81db

SHA512:18% ||
201acf3f1651501a0875b59a6b72801f4268ecd573476c10a8ab207b2d294b7067a0cd8011aal1033c
e44bf58c2262dbd16a99925f6a368a504fe43d373802¢c59

SHA512:27% ||
98ec112af68651579¢1fd289d277918e843e4¢9493d8d7¢3620e64246¢c39b62b12b10937141691bf3
d3fe378e48b416e0ec30af259c63f5d03527a86ca6fb82d

SHA512:19% ||
€8e7979976d838319cbcc7c4a004c00912da9652d726847a021bb1a49fd034b03ef95f1d5a55d5388
147118b78588769973f25f30c6e43d51a218chb7ca883ac

SHA512:25% ||
4cab8710eaaa2bfdb2caa5a339f2falf05edca09f3d92e8e3d4eelb929fb5a84c5d2e5eb780a3b397e0
06cd0e9ec9903da5el12a3e55560ab641855e33e3c21ch

SHA512:28% ||
4d6e99cf36d77bf5b5145f66bfcfe307abc6aad9dfb5b31022e35d0e7b3362dfb69ff078c67ccb04a8298
4675683e€9d46283d2chc14785cc42f2304e230c4e13d

Whirlpool:31% ||
b06776555e89bd4848eeeb3e276fd212b549e4f6508f989d2ce1c513bc882e0b999d34ch8bd804c47
cb375ca2a5b06a61785d10f6bdf1e872169b6a218170f73

Whirlpool:16% ||



5¢f37691a9c17e317b5a86756e852fabac563db00d4864a576efd7e2f382989c654f97¢c54f35420d825
48fc92c¢1031a055e8c8a07ea5fc36fd79038614237275

Whirlpool:33% ||
2f9959b230a44678dd2dc29f037bal159f233aa%ab183ce3a0678eaae002e5aa6f27f47144a1a43651
16d3db1b58ec47896623b92d85¢chb2f191705daf11858b8

Whirlpool:29% ||
efee398684ca68626e961388c387f73795f6f996c559347aeabd9197b23e1e6f509f0d40361afdb963e
06bf83db61d418ab4b3763c72f944e601c6a91e721b70

Whirlpool:25% ||
e7fc338b5f60145fe556daf7ff65145d1540dch3cdaf84d396e14114fh98c877861eca56e8cd65147¢c92
2c113288627387f37117eelcca5fel79f44a889f3f72

Whirlpool:32% ||
051e7e5c28d2641bc29f95238677e7b276e5aa0852012ch22d8eab6d96bb7a413904d70cadd3c6lea
35d8ecth477d0f625e4e32e9854bcb5¢56766951f96089bc

Whirlpool:13% ||
b028758107dba2de526d0081d939e56afadfd74e7ea7a775c6d1acf45765252113118ebcc850fdblde
05eeeb542c2cad721bad77110611751d099f6be54716e82

Whirlpool:24% ||
4cfa3324b140306124b47e21d9475fb12bleea529156cea93c4b119a3060e320fdb2fb096a9d141e62
66f9301c4468992e9falbbebf66fece2ee49abl6b6e438

MD2:11% || 9c277eff72ab93c691fclefOblbcdd09

MD2:8% || 593521e1d664bdd081856a88b58909b9

MD2:16% || 45337ab528ab456381fd0fe311633a6b

MD2:8% || 9c4d8fe66570104f53defbd3177387e3

MD2:20% || a792ae2d74b937dbal88f9c5019fdc52

MD2:18% || 5¢381d999d0cf6339bbfc9b501c3c417

MD2:20% || 1f3f85814fd2fe421015a520fed4cede5

MD2:2% || f0aa428d8a34832768a8bc405aa0db77

MD4:15% || 92ae59b62018d807b5e3acf2581506dc

MD4:12% || 99b516c64ee21a49a97bd139d7bb2f12

MD4:14% || f375f401ddc698af533f16f8acle9lcl

MD4:13% || def5ab092ad8d8223168a6ff077986d1

MD4:8% || 373de3485eed903a3d14b41726ee60d0

MD4:13% || €629584fc974e0chb4fa84d10c954ae66

MD4:10% || 834b45a959879b89294875fe8793ce72

MD4:11% || 5eb644f2256a165263f55f4390d240ab

crc32b:8% || a8b857d6

crc32b:6% || 39922ab3

crc32b:5% || 9be3ela3

crc32b:3% || 58459dcf

crc32b:8% || 03019aa2

crc32b:6% || 6dc0db8c

crc32b:6% || caOb3371

crc32b:5% || 81ed5533

crc32:2% || 639d2169

crc32:5% || 46b88d5f

crc32:4% || 553b6a59

crc32:5% || 246ad299

crc32:4% || 6ba2aa62

crc32:7% || 5b84d147

crc32:5% || 2fe7al4d7

crc32:4% || bc321215

tiger128,3:11% || 9b41d4e5703b327c5fffb9908f8cecch



tiger128,3:11% || 560699dc4ae449ed30942dc2b3cc70a7

tigerl28,3:13% || 624a56d49417c6d59cf5090edd5365b7

tiger128,3:15% || afc21280095f2ae5352b150e9da5e05e

tiger128,3:14% || ecf18ecdlefbf4471956a7879b5bd58c

tiger128,3:11% || 208e4c8b1796970200c71281f8b5c0ed

tiger128,3:11% || c653b8396eeac0d97ee7f748a1120d09

tiger128,3:7% || fb8ec3b59e99bed351be0540a0f25fab

haval192,3:16% || b4dd170aaa386b26ca81655c23715d08be2a8b043f2c278f

haval192,3:11% || 073aab542362232dcbeda9d476c48891f48ce979d790abd8

haval192,3:16% || e00c73614f1346a0abd2844e1f56709ae80d6519916d65f3

haval192,3:11% || bd4fc7820b0afal9c552507d9de62326017a01deb6ecab7c

haval192,3:13% || 2ff6e4b2de6fb1ff619e49dd2a7c6d9447b0ef29c142i8e6

haval192,3:17% || 16f1dc2f4c9d14fal35b52acf2f3be43ab74178e9bc70e43

haval192,3:15% || a00f5cfedd958df504cbaa3419ce6dd1f4d0f48aabe98a9d

haval192,3:15% || e72f7ccaa70269570fbe5abe15472f4997152c545bdd5c9a

ripemd256:12% || 0da0ab45f500877167ad1900a6ad4ccfe7841ce9a90e13701576374942f5cfbe
ripemd256:13% || b244d3286c408b0e55b07ec8f3c0d93celf79f54910fe07fa6354383a2f89804
ripemd256:18% || 89eef3eebdd971950d684bd63a6e9e1749d456aclf3a6ec07195eb145¢739bb2
ripemd256:17% || 06a8efafe7ffb8726a13e66bab628fa2ab34a455b451b1b3ac9637f2863a149a
ripemd256:19% || 40bc5cc426¢62777ed5957c2487c¢24f2b5¢f11271cb97e2bf44205ad4285ac3e
ripemd256:19% || cd99d557b95cdal5fb707aae36c1d085f9cae55800bd85aec26209d0725ab345
ripemd256:20% || f7bdeb94c35f65363315397359d98d3d54c0cea342350efddd70a7c11d0ad5e6
ripemd256:16% || 5a603b412205feb6c4aa23355a469b24cc5d18a40c7ea7c5abd0b2d82127d907
adler32:7% || 229f040c

adler32:6% || 1fdd040c

adler32:5% || 01f800cb

adler32:5% || 13a30342

adler32:5% || 16910361

adler32:7% || 19cf0361

adler32:7% || 595206a2

adler32:5% || a24e0919

gost:23% || 2af2875b9f701bb38a3b028eafc2ea961db7edbc2acl5cel1d44713f816815da8
gost:13% || 2bc3d564f2a22bbc10d292b34fe0738728da817257df6ae6de507cadf3702912
gost:15% || 8a19de2e756035a3ece48cd01260b89ec36a510d9e18066e64ffc4d379c6e457
gost:20% || 2163f5e4179fabcfOc86e5e5ab5a4fad8631a082d82b83a909d773fc5a8e7¢29
gost:21% || 34c8282feb5c324f49f159e93a5e7235eb1273764444ad5519c09e88d82b4a76
gost:16% || 7d20118cf302a3667518f8fd3c235d5b8369fc85396c0ac646e90ed016c6a38a
gost:17% || eef9657¢c78176f3229932b9%aa20adce28d5a0albe2d55e6945ec6d530fdf4939
gost:14% || dd16a0c8d706a9128d2f10c46696615fleldea238ef71le2a5c63c36e862ff39¢
ripemd160:18% || 5fc012feb2dba76f1bb35a305875646ed519ee36

ripemd160:11% || 31cfec1e996463cldfaa551e5925fceda8553dbf

ripemd160:16% || cd9d379715cccc83fd8c8c2dc0730c6dd081bd35

ripemd160:8% || 9b7373be03a43b06e2b9d30af77323c96b29aeda

ripemd160:16% || 66bee35b4748403d5dee8b8ef3641632118ddd55

ripemd160:17% || 75e0bbfba9c7c8a82ebfee2aec7a7a2230e8b42a

ripemd160:4% || 38f65869e9ab63489e494509bcbd4d914fbb787a

ripemd160:14% || f7d4bda6b0b103304b3e3dd0ldac4a4c1699290e

The percentage is comparing the similarity with the PHP function similar_text to see if any parts
seem similar to the final output.

PHP Code
<?php
$combos = array($user.$pass, $pass.$user, $pass, $user, $pass.$posssalt, $posssalt.$pass,



$posssalt.$pass.$user, $posssalt.$user.$user);

This doesn't really mean much as there is no running combinations and that's what | was thinking
there would be at least. So that's pretty much out of the question | would say. | was also thinking
that the hash could be SHA-384 and the salt could be SHA-1 which would be added onto the end.
I've ripped apart the hash in as many ways as | possibly could and | cant quite figure out how it is
constructed. As far as we know, it could be an edited version of SHA512 or similar.

It could really be anything =/.
Really weird, | did give you the hashes he provided for me under 123456@123456.com and etc.

| guess we can't do much. >.>

edit - and good job for our efforts.



