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First go to --> http://s-t-d.org/download.html

Tools included

encryption, forensics , firewall, honeypots, ids, network utilities, password tools, servers, packet
sniffers

tcp tools

arpfetch : fetch MAC

arping : ping by MAC

arpspoof : spoof arp

arpwatch : montior MAC addresses on the wire

despoof : detect spoofed packets via TTL measurement
excalibur : packet generator

file2cable : replay a packet capture

fragroute : packet fragmentation tool (thanks again Dug)
gspoof : packet generator

hopfake : spoof hopcount replies

hunt : tcp hijacker

ipmagic : packet generator

Icrzoex : suite of tcp tools

macof : flood a switch with MACs

packetto : Dan Kaminsky's suite of tools (includes 1.10 and 2.0pre3)
netsed : insert and replace strings in live traffic
packETH : packet generator

tcpkill : die tcp, die!

tcpreplay : replay packet captures

many more TOOLS go to link to see full tool set ---> http://s-t-d.org/tools.html

Step one, download the torrent ISO file.

Now before you attempt this, you'll need the rite vm player, because this is a different kind of linux
and will not run in vmware/virtuel box or some p.c's because of its format.

Next your going to need DOWNLOAD virtuel p.c 2.7

http://www.microsoft.com/en-ca/download/details.aspx?id=4580

your going to need to run the virtuel p.c 2007, if no other set ups work for you.

[Video: http://www.youtube.com/watch?v=gL1TGMcuBIO]

Make sure you right click to open the list. Also remember to type Is if u get a blank shell screen, this
means to see what scripts are in that directory. Is shows them then you type the script. Also you can


https://hackforums.net
https://hackforums.net/showthread.php?tid=3259098
http://s-t-d.org/download.html
http://s-t-d.org/tools.html
http://www.microsoft.com/en-ca/download/details.aspx?id=4580
http://www.youtube.com/watch?v=gL1TGMcuBI0

run with Vpn Behind the vm and it will work. i have Port forwarding on my vpn so i can get a shell if i
want too.

[IMG]http://img248.imageshack.us/img248/1200/84207585.pnqg[/IMG]

Vanlla - February 15, 2013, 8:01 am
Thats look amazing
thank you man , nice sharing !

fred goffa - February 16, 2013, 9:09 pm

Yee you have to have advance knowledge in how protocals work, and networking to be able to use
these tools, and advance knowledge on how most the scripts work in this linux. | used the tools in
this linux to denial of service servers or do other networking tricks to them. | have my ports
forwarded on my vpn, and it works perfectly fine behind a vpn, on my windows os.
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