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 Thread: Scanning your FUD Servers [TUT] [FREE]
 

 Thangorn - March 10, 2013, 4:07 am 
Hi Guys,
 
 I'm just going to quickly make a tutorial just showing some new members to crypting how to scan
your stubs. i.e which websites to use.
 
 There are only a few accepted NON DISTRIBUTING websites currently operating on which you can
safely scan your server and it wouldn't become detected the next day.
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 www.elementscanner.com/ 
 
 This scanner is one of the best scanners. To get maximum functionality though it would cost you
money so I generally don't recommend it. However you do get 2 free scans a day so it's definitely
worth it if you're just scanning your server once before uploading it.
 
 
 
 http://vscan.novirusthanks.org/
 
 This is my personal favourite however not all AV companies are scanned for so it isn't the best of
the best however it is free, doesn't distribute and  usually has fast scan times depending on server
load. MAKE SURE YOU TICK DO NOT DISTRIBUTE 
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 Http://razorscanner.com
 
 This is by far the best scanner I use, it does require registration. Completely anonymous though so
just stick in an email address which you can verify and you're ready to go. Doesn't distribute, scans
almost every major AV company that would detect and are strongly associated with HF which
means that the if you have any trouble there if often a member floating around who can help you.
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 http://chk4me.com/
 
 Another excellent crypter, You get a certain number of free scans however but these reset every
few days I believe. Don't quote me on that but either way, it's one of the most comprehensive free
scanners which requires no prior registration. Also includes most of the UK AV companies and some
of the more annoying ones too to ensure it is completely FUD! 
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 http://scan4you.net/
 
 This Antivirus scanner is russian however it's legit. It costs $0.15 a scan. Most crypters, including
some of the top crypters use this scanner for their in built crypter. It's a good scanner, with very
regular updates. Completely anonymous but it does cost you a little to use over long periods of time.

 
 It should be said.
 NEVER use the following:
 
 Virus total
 Jotti scan
 myscanavs.com
 viruscan.org
 viruschief
 
 All of these distributute and will result in your server being detected and therefore useless.
 
 Also it results in the crypt that you have done/ crypter that you have used to become Detectable
too. That means a lot of angry people if they find out you have scanned on one of these sites. ?
 
 PM me if you are unsure. Any Members want to add to the list of non distributing scanners just post
below and I'll update this list. ?

xeqq - March 10, 2013, 4:10 am 
What with metascan-online.com ? 353535

Thangorn - March 10, 2013, 4:14 am 
 (Mar 10, 2013 04:10 AM)xeqq Wrote: [CITE] What with metascan-online.com ? 353535
 Spoiler (Click to View)
 "Terms and conditions
 
 There are no guarantees about the availability, reliability and continuity of the Metascan Online
service. Although detection rates associated with using multiple antivirus engines are generally
superior to that of using just one, OPSWAT does not guarantee that a file uploaded will be properly
scanned, analyzed and identified. Metascan Online should not be a substitute for a licensed desktop
or gateway-based antivirus software. Metascan Online only scans uploaded files on demand.
Metascan Online does not offer ongoing protection for your personal computer. All files uploaded
through Metascan Online are subject to internal use by OPSWAT and malware samples may be
shared with OPSWAT's partners." 
 
 This is posted on their website. They distribute your samples so DO NOT scan there.

Dir50 - March 10, 2013, 4:17 am 
vscan.novirusthanks.org
 .Thats a piece of crap.

PongViking - March 10, 2013, 4:19 am 
Very nice tutorial buddy, keep it up...?

harry_112 - March 10, 2013, 4:23 am 
Great TUT helped alot!
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 Toooo sshoorrttt asfdlhwegjkahsfjsdfa

Thangorn - March 10, 2013, 4:24 am 
 (Mar 10, 2013 04:17 AM)Psomasweb_org Wrote: [CITE] vscan.novirusthanks.org
 .Thats a piece of crap.
 It's not great but it's brilliant for new members and it easily gives you a rough idea of whether your
server is FUD and in the end that's all you need for scanning servers.
 
  (Mar 10, 2013 04:19 AM)jameshacker Wrote: [CITE] Very nice tutorial buddy, keep it up...?
 Thanks mate! Always happy to give back to the community ?

virus2000 - March 10, 2013, 4:31 am 
razorscanner is new for me!! thank you!

Magiz - March 10, 2013, 4:33 am 
 (Mar 10, 2013 04:17 AM)Psomasweb_org Wrote: [CITE] vscan.novirusthanks.org
 .Thats a piece of crap.
 Agree.
 
 -- But Thanks for posting some websites for the people who dosent have enough time to Google :P
 
 Best Regards, 
 
 Magiz

ackobul - March 10, 2013, 4:39 am 
If everyone respected the scan would be great :)
 Let's hope this is of benefit to other members and to the tools to stay longer FUD

Phoeni? - March 10, 2013, 4:39 am 
Nice tutorial, hope newbies would learn something from this rather than scanning their files on
virustotal.

Thangorn - March 10, 2013, 4:59 am 
 (Mar 10, 2013 04:33 AM)Magiz Wrote: [CITE] Agree.
 
 -- But Thanks for posting some websites for the people who dosent have enough time to Google :P
 
 Best Regards, 
 
 Magiz
 All I will say is that it's better somebody posts a thread than people using sites like virus total. Also
better than 1000 different threads asking where to scan xD
 
  (Mar 10, 2013 04:39 AM)Phoeni? Wrote: [CITE] Nice tutorial, hope newbies would learn something
from this rather than scanning their files on virustotal.
 Thankyou kind sir ?

Prion - March 13, 2013, 7:05 am 
Bookmarked this so i won't forget, i don't want to ruin it for others ;P also hopefully more newcomers
read this :)

Thangorn - March 15, 2013, 8:31 am 
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 (Mar 13, 2013 07:05 AM)cshunter Wrote: [CITE] Bookmarked this so i won't forget, i don't want to
ruin it for others ;P also hopefully more newcomers read this :)
 The more the merrier! ? Well I would suggest any newcomers to the cryptography section read it or
hear about it, either from this thread or any thread which gives advice about which scanners to use.

24/7 Exchange - March 15, 2013, 1:18 pm 
I would only trust the following scanners if I were you:
 
 - http://elementscanner.com/
 - http://scan4you.net/
 - http://my-avscan.com/

Burn3diC3 - March 15, 2013, 2:09 pm 
Something like this needs to be a sticky in here. Too many people scanning on VT etc

RATPower - March 15, 2013, 11:32 pm 
This is exactly what I was looking for, thanks!

?lex - March 16, 2013, 3:24 am 
Element Scanner is one of the best scanners out there although we need to pay, but we still have 2
scans per day, if you're scanning your virus only once or twice a day. :)

Thangorn - March 16, 2013, 5:09 am 
 (Mar 15, 2013 01:18 PM)Dealer Wrote: [CITE] I would only trust the following scanners if I were you:
 
 - http://elementscanner.com/
 - http://scan4you.net/
 - http://my-avscan.com/
 Addeed to that I would also say Razor scanner, the scanning service was started from a guy from
HF so always trustworthy! 
 
 I'll add http://my-avscan.com to the list 
 
  (Mar 15, 2013 02:09 PM)Burn3diC3 Wrote: [CITE] Something like this needs to be a sticky in here.
Too many people scanning on VT etc
 Well making it a sticky is beyong my control however the longer the thread stays alive the more
people would read it xD

Sane™ - March 16, 2013, 12:47 pm 
Novirusthanks distributes mate, sorry. :)

Thangorn - March 17, 2013, 5:39 am 
 (Mar 16, 2013 12:47 PM)Sane™ Wrote: [CITE] Novirusthanks distributes mate, sorry. :)
 There has always been a fair bit of debate on that, I did a great deal of digging, they are only
partnered with two companies, Zoner antivirus and WOT. WOT isn't an anti virus company so that
rules them out and Zoner is not very commonly used.
 
 They utilise the av capabilities of only a few companies which openly publish their virus databases,
which is why they have a smaller list.
 
 When you tick the do not distribute sample, they are bound by law not to distribute your sample as
otherwise it classifies as misrepresentation. I wanted checked where their jurisdiction for this
misrepresentation rule applies, obviously if it's a different country to the USA/ UK they may be lighter
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on these laws however novirusthanks is based in Italy with an Italian tax code, their laws are quite
strong on misrepresentation and as Novirusthanks is a taxed and regulated company therefore they
would need to abide by the laws. 
 
 This sounds like a lot of waffle but in the end, if you click the do not distribute sample box, they
cannot distribute your sample. However a lot of noobs decide that they want to not tick the box and
that's where the files end up being distributed. ?

Desigeae - April 2, 2013, 1:31 pm 
Thanks a lot for this helpful compendium of ''no-harm'' scanners!

Thangorn - April 5, 2013, 1:40 pm 
 (Apr 2, 2013 01:31 PM)Desigeae Wrote: [CITE] Thanks a lot for this helpful compendium of
''no-harm'' scanners!
 Always happy to help ? 
 
 Shame I can't edit this thread to add more scanners, I'm not l33T yet :(

???n - April 5, 2013, 1:42 pm 
You forgot scan4you.net mate. Paid site but still good.

pwwrfull - April 5, 2013, 2:06 pm 
Sick tutorial. Going to try some of these sites out.

Parra - April 6, 2013, 6:06 pm 
Thanks very much for posting this. Most helpful for those of us just starting out.

Thangorn - June 2, 2013, 7:09 am 
 (Apr 5, 2013 02:06 PM)pwwrfull Wrote: [CITE] Sick tutorial. Going to try some of these sites out.
  (Apr 6, 2013 06:06 PM)Parra Wrote: [CITE] Thanks very much for posting this. Most helpful for those
of us just starting out.
 Thank you both for the positive feedback! ?

doenertier - June 2, 2013, 9:31 am 
thanks for this hope public crypter wont get ud so fast
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