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 Shumala - March 19, 2013, 12:12 pm 
Hello Hackforums!
 
 This is my first post, I hope you will like it!
 
 Since I know that people here like to have tutorials on a PDF, I found a CD which includes PDF's.
THIS IS NOT A PAID CONTENT AND DOWNLOADABLE ON THE INTERNET. ALL CREDITS GO
TO THE MAKER OF THIS CD! 
 
 REMEMBER: This is NOT a CD with video's on how to hack. Also, this content is for educational
purposes only!! 
 
 I post this here because most links on the internet are broken, downloading this content is your own
responsibility. 
 
 The 3 CDs include:
 
 CD 1:
 
 1. Introduction to Information Security & Ethical Hacking
 2. Basics of Networking (Tutorial for beginners)
 3. Introduction
 4. Hacker Vs Cracker
 5. Ethical Hacking
 6. Precautions
 7. Current Cyber Threats
 8. Desktop and Server Security
 9. Windows Security
 10. Hacking into Windows XP, NT
 11. SAM (Security Accounts Manager)
 12. Registries
 13. Counter Measures
 14. Linux Security
 15. Hacking into Linux
 16. Keyloggers - Hardware & Software
 17. Anti Keyloggers
 18. Trojans or Remote Administration Tools
 19. Spywares
 20. Viruses and Worms Introduction
 21. Classification of Viruses and Worms
 22. Examples of Viruses and Worms
 23. Countermeasures
 24. Anti Virus
 25. LAN Security
 26. Threats to LAN
 27. Countermeasures
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 28. Network and File Sharing
 29. Firewalls
 30. Anti Virus
 31. Anti Spywares
 32. Network Scanners
 33. Introduction to Firewalls
 34. Working of a Firewall
 35. Types of Firewalls
 36. Packet Filters
 37. Proxy Gateways
 38. Network Address Translation
 39. Intrusion Detection
 40. Logging
 41. Network Tools and Commands (Tutorial)
 42. TCP/IP Commands
 43. ARP Command
 44. Trace route Command
 45. Netstat Command
 46. Finger Command
 47. Ping Command
 48. Nbtstat Command
 49. Ipconfig Command
 50. Telnet Command
 --
 
 CD 2:
 
 1. Internet Security
 2. IP Addresses
 3. Finding an IP Address
 4. Through Instant Messaging Software
 5. Through Internet Relay Chat
 6. Through Website
 7. Through Email Headers
 8. Through Message Board Postings
 9. Proxies Servers
 10. Transparent Proxies
 11. Anonymous Proxies
 12. Distorting Proxies
 13. Elite Proxies
 14. Free Proxy Servers
 15. Analysis of Email Headers
 16. Yahoo Email
 17. Google Email
 18. SSL (Secure Sockets Layer)
 19. IP Spoofing
 20. Information Gathering for a Remote System
 21. Daemon Grabbing
 22. Port Scanning
 23. ICMP Messages
 24. Banner Grabbing
 25. Sockets
 26. Detection of TCP Port Scan TCP SYN Scanning



 27. Detection of SYN Scans
 28. SYN/ACK Scanning
 29. Detection of SYN/ACK Port Scan
 30. TCP FIN Scanning
 31. TCP XMAS tree scanning
 32. ACK Scanning
 33. UDP Ports
 34. Utility
 35. Fingerprinting
 36. OS Fingerprinting
 37. Remote OS Fingerprinting
 38. Attacking the System
 39. Nontechnical Attacks
 40. Network Infrastructure Attacks
 41. Operating System Attacks
 42. Technical Attacks
 43. Denial of Services attacks (DOS Attacks)
 44. Threat from Sniffing and Key Logging
 45. Trojan Attacks
 46. HTTP Request Smuggling g
 47. IP Spoofing
 48. Cross site scripting (XSS)
 49. Buffer Overflows
 50. Format Bugs
 51. SQL Injection s
 52. Input Validation
 53. Viruses & Worms
 54. Spy Ware Software
 55. Password Cracking
 56. All other types of Attacks
 57. Password Cracking
 58. Password Guessing
 59. Dictionary Based Attacks
 60. Brute-Force Attacks
 61. Default Passwords
 62. Attacks on LOG files
 63. Sniffer Attacks
 64. Wireless & Bluetooth Security (Tutorial only) (Introduction Only )
 65. Penetration Testing
 66. Definition
 67. Methodology
 68. Basic Approaches
 69. Google Hacking
 70. Terminologies
 71. Basic Search Techniques
 72. Basic Keyword searching
 73. Phrase search
 74. + Operator search
 75. - Operator search
 76. Range search
 77. Advanced Search Techniques Site
 78. Intitle, allintitle
 79. Inurl, allinurl



 80. Link .
 81. Phonebook
 82. Rphonebook
 83. Bphonebook
 84. Daterange
 85. Cache
 86. Filetype .
 87. Robots.txt
 --
 
 CD 3:
 
 1. Encryption & Cryptography (Introduction Only )
 2. Introduction to Cryptography
 3. Private Key Encryption
 4. Public Key Encryption
 5. DES Algorithm
 6. RSA Algorithm
 7. Hash Functions
 8. MD5 HASH algorithm
 9. Digital Signatures
 10. Encyptorsetup
 11. Computer Forensics (Introduction Only )
 12. Introduction to Forensics
 13. Digital Evidence
 14. Requirements for Forensics
 15. Steps taken in Forensics investigation
 16. Acquisition
 17. Identification
 18. Evaluation
 19. Presentation
 20. Forensic Toolkit
 21. Steganography and Data Hiding
 22. Introduction
 23. Digital Watermarking
 24. Types of Steganography
 25. In band Data Insertion
 26. Data Algorithmic
 27. Overt based grammar
 28. Out-band Data Insertion
 29. Overwriting Data Insertion
 30. Steganography Tools & Applications
 31. Catching Criminals
 32. Cyber Terrorism
 33. Forms of Cyber Terrorism
 34. Factors & Reasons
 35. Countermeasures
 36. Challenges
 37. Honey Pots
 38. Definition
 39. Research Honey Pots
 40. Production Honey Pots
 41. Low Involved Honey Pots



 42. High Involved Honey Pots
 43. Pros & Cons
 44. Famous Honey Pots
 45. Cyber Laws & IT Act India (Introduction Only )
 46. IT Act 2000
 47. Domain Name Disputes
 48. Definitions and Laws
 49. Cyber Crimes & penalties
 50. Security Auditing (Introduction Only )
 51. Audit Objectives
 52. Risk Analysis
 53. Auditing Steps
 54. Previous Check
 55. Planning & Organisation
 56. Network Control - Policies / Stds
 57. Network Control - Hardware / Software
 58. Network Data Standards and Data Access
 59. Hardware and Software Backup and Recovery
 60. Software Communications
 61. Access to Network Operating Systems Software and Facilities
 62. Data Encryption and Filtering
 63. Internet Applications
 64. Password Protection
 --
 
 Screenshots: 
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 Download: DOWNLOAD
 
 Thanks for reading! Please leave a comment if this helped you.
 
 Shumala

kyser - March 19, 2013, 1:54 pm 
thank you for sharing this I have quite

herrdeutschland - March 19, 2013, 1:54 pm 
heyy dude i would thank u in advance keep up the good work

j0ca - March 19, 2013, 6:06 pm 
Thanks for the share, keep up the good work

Shumala - March 20, 2013, 12:20 pm 
Thanks for the comments, glad it helped you!

Thanked - April 11, 2013, 9:24 am 
Thanks Mate
 Very usefull i often seen threads like this but couldnt download the CD :)

http://adf.ly/KcFKe


Conch - April 11, 2013, 10:05 am 
Thanks man.
 Much appreciated :)
 Will download them now.

ForceBalance - April 26, 2013, 3:41 pm 
Hi Im really interesting to have this. The link doesnt seem to work. Can anyone upload this or send
me a working link?
 
 Thanks

tommytommy8282 - April 26, 2013, 5:29 pm 
Can anyone confirm if this is a safe download??

EliteTurk - April 26, 2013, 5:52 pm 
Very good post! Keep up the good work! :)

vuli - April 27, 2013, 2:10 am 
thank you for shraing this. Very nice work.

sam2011hacker - April 27, 2013, 2:22 am 
downloading it now, thanks for sharing

naganandaitachi - April 29, 2013, 2:10 pm 
Thanks for the share kept for downloading

anonymousA - April 29, 2013, 5:54 pm 
you know if i knew how to vouch, i would vouch you then create couple hundreds of other accounts
and vouch u again. i have been looking something like this for ages. you are now one of my
favourite people on HF
  guys what program are you using to run vitrtual cds?

Thanked - May 2, 2013, 2:51 pm 
i cannot download
 the download always stopps around 39% - 49 %?
 Could anybody downlaod and upload again?
 and pm me a DL?
 
 thanks in advance?

BlackSource - May 6, 2013, 7:27 am 
Thanks for the share.
 Im really interesting to have this. ><"

irock82 - May 7, 2013, 4:15 am 
I know so much more after this :DDDD

Shumala - June 18, 2013, 8:34 am 
I have been away for a while now, and I am back now. I thought my thread would be not visited by
now. ;) glad it helped you guys.
 
 Shumala



pkpok1 - September 15, 2013, 8:21 am 
Thanks man.
 Much appreciated :)
 Will download them now.

HighARc - September 15, 2013, 9:34 am 
What is the year on this CD? curious before I download?

IceTimux - September 15, 2013, 10:48 am 
Great post OP but I thought it wasn't allowed to post adfly links on the forum...

 


