Forum:Hack Forums

Thread: Something very weird is is happening in my computer.

Purefication - April 8, 2013, 8:24 am
| think it's been since two days ago.. everytime | tried to speak or do something through skype | got
an application error and it crashed.. same with games and other programs..

Now | tried to access HF so | can write you this message and somehow some " Privitize VPN " was
activated and | dont remember installing such a thing.. it also changed my IP ..

Anyone has a solution or any clue what is happening ?

Oxd3f4ce - April 8, 2013, 8:52 am
Autoruns and Process Explorer dumps would be needed in order to analyse this behavior:

http://technet.microsoft.com/en-gb/sysinternals/bbh963902.aspx
http://[technet.microsoft.com/en-gb/sysinternals/bb896653.aspx

Before posting such logs, ensure you understand the privacy implications of doing so.
H2H,
Oxd3f4ce

ariton - April 8, 2013, 8:54 am
Check your hosts file for irregularities and then delete everything with CCleaner. If it doesn't fix i,
just scan your PC with Malwarebytes.

Purefication - April 8, 2013, 9:59 am

(Apr 8, 2013 08:52 AM)0xd3f4ce Wrote: [CITE] Autoruns and Process Explorer dumps would be
needed in order to analyse this behavior:

http://technet.microsoft.com/en-gb/sysinternals/bbh963902.aspx
http://technet.microsoft.com/en-gb/sysinternals/bbh896653.aspx

Before posting such logs, ensure you understand the privacy implications of doing so.
H2H,

Oxd3f4ce
| ran both programs | have no idea what to do now/

Corso - April 8, 2013, 12:39 pm

(Apr 8, 2013 09:59 AM)Mr. O Wrote: [CITE] | ran both programs | have no idea what to do now/
You'll have to capture the logs after running, then upload them to a Paste Bin site - Then link us to
the posting, so we can review them.

Purefication - April 8, 2013, 11:24 pm
(Apr 8, 2013 12:39 PM)Corso Wrote: [CITE] You'll have to capture the logs after running, then upload


https://hackforums.net
https://hackforums.net/showthread.php?tid=3392317
http://technet.microsoft.com/en-gb/sysinternals/bb963902.aspx
http://technet.microsoft.com/en-gb/sysinternals/bb896653.aspx
https://hackforums.net/showthread.php?pid=31820636#pid31820636
http://technet.microsoft.com/en-gb/sysinternals/bb963902.aspx
http://technet.microsoft.com/en-gb/sysinternals/bb896653.aspx
https://hackforums.net/showthread.php?pid=31821822#pid31821822
https://hackforums.net/showthread.php?pid=31824730#pid31824730

them to a Paste Bin site - Then link us to the posting, so we can review them.
But it gives private details of my computer isnt it ? what those logs contain?

Oxd3f4dce - April 9, 2013, 1:10 am

(Apr 8, 2013 11:24 PM)Mr. O Wrote: [CITE] But it gives private details of my computer isnt it ? what
those logs contain?

ProcEx dump will provide information on all* running processes/threads on your machine.
AutoRuns dump will provide information on all* registry-based startup objects on your system.

The choice is entirely yours whether or not you post them, but trying to diagnose with no starting
point is a waste of everybody's time.

*all that are visible, some may be hidden.

Paradoxum - April 9, 2013, 1:58 am

The first thing you need to do is to uninstall that software (its entry will be called PrivitizeVPN) via
Add or Remove Programs (if you are using Windows XP) or Programs and Features (if you are
using Windows Vista or 7). Doing so, however, will not remove every trace it has on your system.
For example, for a user using Firefox regardless of which Windows operating system, it would leave
behind the following entries:

Code prefs.js..browser.search.defaultengine: "Privitize VPN"
prefs.js..browser.search.defaultenginename: "Privitize VPN"

prefs.js..browser.search.order.1: "Privitize VPN

HKLM..\Run: [PrivitizeVPN] C:\Program Files (x86)\PrivitizeVPN\PrivitizeVPN.exe /autorun
Seeing as | have no idea which browser(s) you are using, you will need to tell me which ones you
have installed for me to be able to give you the proper instructions. Also, forgive me, but since you
have this on your system, | feel as though there are other unwanted files existing in it. | doubt this
one piece is the sole reason for the sudden crashes you have experienced.

Purefication - April 9, 2013, 5:26 am

(Apr 9, 2013 01:58 AM)Paradoxum Wrote: [CITE] The first thing you need to do is to uninstall that
software (its entry will be called PrivitizeVPN) via Add or Remove Programs (if you are using
Windows XP) or Programs and Features (if you are using Windows Vista or 7). Doing so, however,
will not remove every trace it has on your system. For example, for a user using Firefox regardless
of which Windows operating system, it would leave behind the following entries:

Code prefs.js..browser.search.defaultengine: "Privitize VPN"
prefs.js..browser.search.defaultenginename: "Privitize VPN"

prefs.js..browser.search.order.1: "Privitize VPN

HKLM..\Run: [PrivitizeVPN] C:\Program Files (x86)\PrivitizeVPN\PrivitizeVPN.exe /autorun
Seeing as | have no idea which browser(s) you are using, you will need to tell me which ones you
have installed for me to be able to give you the proper instructions. Also, forgive me, but since you
have this on your system, | feel as though there are other unwanted files existing in it. | doubt this
one piece is the sole reason for the sudden crashes you have experienced.

I mainly use Google Chroome but | have all the browsers installed on my computer.. Internet
Explorer.. Firefox..

Paradoxum - April 9, 2013, 6:00 am

(Apr 9, 2013 05:26 AM)Mr. 0 Wrote: [CITE] | mainly use Google Chroome but | have all the browsers
installed on my computer.. Internet Explorer.. Firefox..

Well, that is the worst-case scenario. Did you uninstall the program?


https://hackforums.net/showthread.php?pid=31837564#pid31837564
https://hackforums.net/showthread.php?pid=31839096#pid31839096
https://hackforums.net/showthread.php?pid=31841074#pid31841074

Corso - April 9, 2013, 6:23 am

(Apr 9, 2013 06:00 AM)Paradoxum Wrote: [CITE] Well, that is the worst-case scenario.

My thoughts exactly... Wonder if an advanced uninstaller would be best, such as 10 Bit's Uninstaller
that does a power-scan for registry and remaining items/injections. Thoughts?

Purefication - April 9, 2013, 10:17 am
| went to the VPN's folder and used the uninstall feature and uninstalled it

Paradoxum - April 9, 2013, 9:22 pm

(Apr 9, 2013 06:23 AM)Corso Wrote: [CITE] My thoughts exactly... Wonder if an advanced uninstaller
would be best, such as IO Bit's Uninstaller that does a power-scan for registry and remaining
items/injections. Thoughts?

That would not be necessary. It would leave behind things uninstallers would not exactly be able to
undo. | have not given that program a try but that company has had a rough reputation therefore |
do not recommend any of its products at all. ? Perhaps you have had a different experience with it,
however.

(Apr 9, 2013 10:17 AM)Mr. 0 Wrote: [CITE] | went to the VPN's folder and used the uninstall feature
and uninstalled it

Excellent. As | have stated before, | am not convinced that is the only unwanted program you have
installed. | suggest you follow this so | can give you proper help.

deeprybka2020 - April 9, 2013, 10:42 pm

(Apr 9, 2013 09:22 PM)Paradoxum Wrote: [CITE] That would not be necessary. It would leave
behind things uninstallers would not exactly be able to undo. | have not given that program a try but
that company has had a rough reputation therefore | do not recommend any of its products at all. ?
Perhaps you have had a different experience with it, however.

Excellent. As | have stated before, | am not convinced that is the only unwanted program you have
installed. | suggest you follow this so | can give you proper help.

its a good program iobit unistaller . also they make advance system care pro and smart defrag 2
and those tools is great. i say that because i have long experiance with iobit product. just you must
know how to use them correctly.

and iobit unistaller not unistall 100% programs .and no programs (like revo unistaller or your
unistaller ) can unistall a program 100% . after unistall any tool with iobit unistaller you will find some
folders and some keys still exist (in local and roaming and sometimes registry) and you must delect
them manuelly

Paradoxum - April 10, 2013, 7:22 am

(Apr 9, 2013 10:42 PM)deeprybka2020 Wrote: [CITE] its a good program iobit unistaller . also they
make advance system care pro and smart defrag 2 and those tools is great. i say that because i
have long experiance with iobit product. just you must know how to use them correctly.

| see. Below are some articles you can peruse. | believe it will explain as to why | do not trust that
company.#1


https://hackforums.net/showthread.php?pid=31841520#pid31841520
https://hackforums.net/showthread.php?pid=31841797#pid31841797
https://hackforums.net/showthread.php?pid=31845253#pid31845253
https://hackforums.net/showthread.php?tid=2759805
https://hackforums.net/showthread.php?pid=31859331#pid31859331
https://hackforums.net/showthread.php?tid=2759805
https://hackforums.net/showthread.php?pid=31860481#pid31860481
http://news.softpedia.com/news/Malwarebytes-Accuses-IObit-Plays-Dead-126389.shtml
http://www.spywareinfoforum.com/topic/126267-iobit-steals-malwarebytes-intellectual-property/
http://www.spywareinfoforum.com/topic/126286-iobits-denial-of-theft-unconvincing/
http://blogs.computerworld.com/15026/iobit_accused_of_stealing_from_malwarebytes

deeprybka2020 - April 10, 2013, 3:09 pm
(Apr 10, 2013 07:22 AM)Paradoxum Wrote: [CITE] | see. Below are some articles you can peruse. |
believe it will explain as to why | do not trust that company.#1

all articles is from 2009. and speak about iobit steal the database of malwarebytes to make 10bit
Security 360. but this software not exist anymore.

me never had a single problem when i use them products ( advance system care 6.1 pro, smart
defrag 2. iobit unistaller) . but i respect your opinion steal work of others is bad thing. and give them
a bad reputation :s

Corso - April 10, 2013, 3:15 pm
(Apr 10, 2013 07:22 AM)Paradoxum Wrote: [CITE] | see. Below are some articles you can peruse. |
believe it will explain as to why | do not trust that company.#1

Really, the only thing | use from them and like is IOBit's Uninstaller. Just run it once or twice and
see what you think. The downside is, if it messes up and you don't catch it, it can do a lot of harm.
(Speaking about the power scans).

Many removals leave folders, saved information, registry entries - It takes care of them in the power
scans. However, Ask (my #1 glitched out removal with it) loves to select LARGE registries that are
not it on the removal. If you remove them all, I've seen it cripple some test/virtual machines.

Good with the bad | guess. For the 'AlO' tools, | like Glary Utilities 3 Beta the best right now, though
not much use in it thanks to common sense, tweaks and OldTimer having some good tools :)

Paradoxum - April 10, 2013, 6:11 pm

(Apr 10, 2013 03:09 PM)deeprybka2020 Wrote: [CITE] all articles is from 2009.

Yes, and why does this seem to be a detriment against the validity of the statement? The fact that
these articles were made from 2009 does not damage what | said in any way.

Quote:l have not given that program a try but that company has had a rough reputation therefore |
do not recommend any of its products at all.

Quote:and speak about iobit steal the database of malwarebytes to make 10bit Security 360.


https://hackforums.net/showthread.php?pid=31866311#pid31866311
http://news.softpedia.com/news/Malwarebytes-Accuses-IObit-Plays-Dead-126389.shtml
http://www.spywareinfoforum.com/topic/126267-iobit-steals-malwarebytes-intellectual-property/
http://www.spywareinfoforum.com/topic/126286-iobits-denial-of-theft-unconvincing/
http://blogs.computerworld.com/15026/iobit_accused_of_stealing_from_malwarebytes
https://hackforums.net/showthread.php?pid=31866311#pid31866311
http://news.softpedia.com/news/Malwarebytes-Accuses-IObit-Plays-Dead-126389.shtml
http://www.spywareinfoforum.com/topic/126267-iobit-steals-malwarebytes-intellectual-property/
http://www.spywareinfoforum.com/topic/126286-iobits-denial-of-theft-unconvincing/
http://blogs.computerworld.com/15026/iobit_accused_of_stealing_from_malwarebytes
https://hackforums.net/showthread.php?pid=31875092#pid31875092

Yes. | was commenting about the entire company and its tactics. There is no way in the world |
would recommend a software from a company that had issues about stealing others' work, no
matter how efficient or incredible it is.

Quote:but this software not exist anymore.
My problem was that it existed.

Quote:me never had a single problem when i use them products ( advance system care 6.1 pro,
smart defrag 2. iobit unistaller) . but i respect your opinion steal work of others is bad thing. and give
them a bad reputation :s

?

Quote:Really, the only thing | use from them and like is IOBit's Uninstaller. Just run it once or twice
and see what you think. The downside is, if it messes up and you don't catch it, it can do a lot of
harm. (Speaking about the power scans).

I would prefer Revo Uninstaller or even CCleaner for that matter.

Quote:Many removals leave folders, saved information, registry entries - It takes care of them in the
power scans. However, Ask (my #1 glitched out removal with it) loves to select LARGE registries
that are not it on the removal. If you remove them all, I've seen it cripple some test/virtual machines.

I do mine manually. When | assist others | do the same. | think human inspection can be more
accurate at times. | understand the benefits of having an automated tool but | would not glorify such
a company when it is not impossible to do it on your own.

Quote:Good with the bad | guess. For the 'AlO’ tools, | like Glary Utilities 3 Beta the best right now,
though not much use in it thanks to common sense, tweaks and OldTimer having some good tools :)

The best tweaks | have and will ever need are the Microsoft System Configuration Utility and
Services. ?

Purefication - April 13, 2013, 2:31 am
Para when | click on the thread you gave me it says " Thread doesnt exist.. "

Dammit what an issue everytime | get application error .. like this: for almost every program -_-
hsswd.exe - Application Error

The instruction at "0x00b594aa" referenced memory at "0x1007af86". The memory could not be
"written".

Click on OK to terminate the program
Click on CANCEL to debug the program

OK Cancel



