Forum:Hack Forums

Thread: Backtracing DDoS attacks?

Frederik200 - April 10, 2013, 2:58 pm
Hello HF

Currently | have an arsenal of a hundred servers with 1gbps each with intention of DDoS'ing and
my question is as following;

Will the government's agencies (CIA, Mossad etc.) be able to trace DDoS attacks back to my
computer (the computer is using a VPN, ofcourse) ?

The Alex - April 10, 2013, 2:59 pm
I'm not sure. | don't think so because of your VPN and because DDOS is distributed; meaning lots of
people are taking part. | think anyway

Max™ - April 10, 2013, 3:00 pm
Yes check my thread posted by me , that will show you its easy to be traced even with protection

Frederik200 - April 10, 2013, 3:04 pm
The servers is'nt located where | live but in a foreign country.

?IvNet™ - April 10, 2013, 3:32 pm
DDoS is from many home computers that may be infected and force to do so. Or VPS's. There
untraceable to the original source unless you look through every individual IP.

DoS is 1 person attacking. Usally a newb who found LOIC. If he has no VPN he can be easily
traced back. But with VPN with no logs theres nothing u can do. Or if he's DoSing from a VPS then
u have to talk to the provider and see if they can get you some IP logs.

Frederik200 - April 10, 2013, 3:43 pm

(Apr 10, 2013 03:32 PM)?Ivniky™ Wrote: [CITE] DD0oS is from many home computers that may be
infected and force to do so. Or VPS's. There untraceable to the original source unless you look
through every individual IP.

DoS is 1 person attacking. Usally a newb who found LOIC. If he has no VPN he can be easily
traced back. But with VPN with no logs theres nothing u can do. Or if he's DoSing from a VPS then
u have to talk to the provider and see if they can get you some IP logs.

Oh, okay.

I'm running with my own VPN (my IP is being rerouted through an external server overseas) and I'm
a 100% sure that the internet provider doesn't leak. Isn't that most secure all in all?

Prostitute - April 10, 2013, 4:27 pm
no, you are retarded OP stop ddosing dumbass government sites. i doubt you have 100GBP/s worth
of power

Frederik200 - April 10, 2013, 4:34 pm
(Apr 10, 2013 04:27 PM)Prostitute Wrote: [CITE] no, you are retarded OP stop ddosing dumbass
government sites. i doubt you have 100GBP/s worth of power
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Why do you think I'll DDoS government sites? The government agencies mentioned is for
examples, and just to clarify that if they backtrace it, they could (or could not) backtrace it to me.

Regarding you doubting the 100gbps, ok.

?IvNet™ - April 10, 2013, 4:53 pm
(Apr 10, 2013 03:43 PM)Frederik200 Wrote: [CITE] Oh, okay.

I'm running with my own VPN (my IP is being rerouted through an external server overseas) and I'm
a 100% sure that the internet provider doesn't leak. Isn't that most secure all in all?
http://www.dnsleaktest.com/

See if theres any dns leak test and make sure ur VPN keeps NO LOGS at all. Also if anything use a
proxy on ur browser if ur hacking with ur browser.

Johnny Ramone - April 10, 2013, 5:21 pm
Make sure to use spoofed attacks (SSYN, SUDP, etc) on your servers and it's VERY unlikely for
them to track it back to your servers, let alone your IP.

VPNs aren't perfect. If they're wiretapped or keep logs, it is 100% possible.
| suggest 2 VPNs, or a VPN and 1+ proxies.

-Hyperion - April 10, 2013, 5:22 pm
just who are you ddos'ing that the CIA would backtrace and come to your country -.-

Haseo™ - April 10, 2013, 11:06 pm

(Apr 10, 2013 05:22 PM)Azryel Wrote: [CITE] just who are you ddos'ing that the CIA would backtrace
and come to your country -.-

Exactly the same question I'd like the answer to.

You don't need to be worried about being traced unless you are DOSing, if you are DDOSIing you
don't really need to worry much about that since they are from addresses away or different than your
own. (unless when you send the commands and such)

Phizo - April 11, 2013, 4:06 am

| would love to see a dstat of your firepower.

If you're asking this, then you're not competent enough to personally obtain the servers you speak
of.

Sonics - April 11, 2013, 4:10 am
Nice, how did you obtain the servers though?

I would launch the attack through chained cracked servers on a VPN. Don't do it on your own
machine.

Frederik200 - April 11, 2013, 5:34 am

(Apr 10, 2013 05:22 PM)Azryel Wrote: [CITE] just who are you ddos'ing that the CIA would backtrace
and come to your country -.-

Again, that was just an example. The question could also be if anyone could trace it back to me.

St4rfox - April 12, 2013, 6:26 am
Logging the DDoS attack is obviously the first step.. This can be done with any decent Protocol
analyzer (TCPdump, Wireshark).
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Next parse the traffic log and filter it to a list of just the IP's...
nmap -sU161 -vv --script=snmp-netstat -Pn -n -oN Scan.txt -iL /tmp/list.txt

This will tell Nmap's NSE to authenticate to SNMP using public community strings and to run a
Netstat (on the actual bots/servers themselves) and it will disclose what they are remotely
connected to. This way you can find the ircd/httpd server they are using.

antisec23 - April 12, 2013, 12:16 pm
(Apr 10, 2013 05:22 PM)Azryel Wrote: [CITE] just who are you ddos'ing that the CIA would backtrace
and come to your country -.-

hahahah i lol'd at you reply so much :D

-Elusive- - April 12, 2013, 1:22 pm
DDOS attacks can be traced. WTFux do it all the time.

SlightlyNuclear - May 31, 2014, 9:36 am
You definitely have no intentions of black hat activity, do you? </sarcasm>

Mr. Tycoon - May 31, 2014, 9:37 am
So you go on national television telling everyone you can hack the news channel and think it's safe
to continue? The FBI or CIA are likely to be watching you.

SlightlyNuclear - May 31, 2014, 9:39 am

(May 31, 2014 09:37 AM)Biotechnology Wrote: [CITE] So you go on national television telling
everyone you can hack the news channel and think it's safe to continue? The FBI or CIA are likely to
be watching you.

He must have a death wish doing something as stupid as that - what sort of retard broadcasts his
activities if he clearly has blackhat intentions?!

Mr. Tycoon - May 31, 2014, 9:40 am

(May 31, 2014 09:39 AM)SlightlyNuclear Wrote: [CITE] He must have a death wish doing something
as stupid as that - what sort of retard broadcasts his activities if he clearly has blackhat intentions?!
Exactly. | would be seriously amazed if they do not wait till he is 18 and pile every single illegal
activity and get him the second he's 18.

SlightlyNuclear - May 31, 2014, 9:41 am

(May 31, 2014 09:40 AM)Biotechnology Wrote: [CITE] Exactly. | would be seriously amazed if they
do not wait till he is 18 and pile every single illegal activity on him the second he's 18.

I'd sure hope so; he deserves everything he's going to get. I'm sure he'll plead his "innocence"
though! ;)

Mr. Tycoon - May 31, 2014, 9:43 am

(May 31, 2014 09:41 AM)SlightlyNuclear Wrote: [CITE] I'd sure hope so; he deserves everything he's
going to get. I'm sure he'll plead his "innocence" though! ;)

He'd be better off pleading insanity. Because you've got to be insane to broadcast your hacking
activity.

SlightlyNuclear - May 31, 2014, 9:45 am

(May 31, 2014 09:43 AM)Biotechnology Wrote: [CITE] He'd be better off pleading insanity. Because
you've got to be insane to broadcast your hacking activity.

You've really made my day with that comment, Bio - +1 rep for you! :)


https://hackforums.net/showthread.php?pid=31878131#pid31878131
https://hackforums.net/showthread.php?pid=40404872#pid40404872
https://hackforums.net/showthread.php?pid=40404906#pid40404906
https://hackforums.net/showthread.php?pid=40404925#pid40404925
https://hackforums.net/showthread.php?pid=40404938#pid40404938
https://hackforums.net/showthread.php?pid=40404958#pid40404958

Mr. Tycoon - May 31, 2014, 9:47 am

(May 31, 2014 09:45 AM)SlightlyNuclear Wrote: [CITE] You've really made my day with that
comment, Bio - +1 rep for you! :)

Now | know how God feels.

Love you <3

VertOx - June 9, 2014, 8:43 am
MASSIVE SKID ELELELELELELELELELELE FAGGGGGG WOW KILL UR SELF MUCH HAKER
wow
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