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 Thread: [GOOGLE] XSS $1337 + HOF
 

 Wellwhatsgood? - April 11, 2013, 10:25 am 
Hey everyone, just felt like creating another of the trillion XSS threads ;) Anyways, I found a basic
xss vuln in Google.com/cars about 2 months ago, and received a wire payment of $1337 + got my
name on the Google Hall of Fame list. This has been confirmed fixed by a Google security engineer.

 
 Vulnerable Link; ?
 
 Code https://www.google.com/cars/#!search&Make_S=Acura"><img src="<img
src=search"/onerror=alert("XSS")//">&Zipcode_S=94501&User+Distance_D=25&start=0&tab=dealer
&tknid=56875272 
 
 [img]http://codyscreensnapr.netne.net/s/dXCblJ.jpg[/img] 
 If you look at the tab you can see that's where it was excecuted. Anyways just wanted to show a
poc to people who might appreciate it, thanks. ?

RebornX - April 11, 2013, 10:43 am 
Awesome work man. I really liked it.
 Keep it up.

Skorp - April 11, 2013, 10:45 am 
They would pay that amount. ?

Wellwhatsgood? - April 11, 2013, 10:45 am 
 (Apr 11, 2013 10:43 AM)RebornX Wrote: [CITE] Awesome work man. I really liked it.
 Keep it up.
 Hey man thanks for the positive feedback, I really appreciate it :)

TheNeutron - April 11, 2013, 11:57 am 
Wow, Cool find mate... Congratz, Enjoy the Money ;)

Prostitute - April 11, 2013, 12:18 pm 
did you copy that off oswap? xD swear i have seen it on there

Apple J4ck. - April 11, 2013, 12:20 pm 
Great job buddy, congratz about the money. :)
 I have XSS in google as well, I'm still considering reporting it to them because it can only be done
with $_POST data so I'm not sure how much or if they will pay me.

Wellwhatsgood? - April 11, 2013, 1:07 pm 
 (Apr 11, 2013 12:18 PM)Prostitute Wrote: [CITE] did you copy that off oswap? xD swear i have seen
it on there
 Nope all mine, found it February 19th, found out it was worth money the 26th :)
 
 [img]http://codyscreensnapr.netne.net/s/HL60Da.jpg[/img]
   (Apr 11, 2013 12:20 PM)Apple J4ck. Wrote: [CITE] Great job buddy, congratz about the money. :)
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 I have XSS in google as well, I'm still considering reporting it to them because it can only be done
with $_POST data so I'm not sure how much or if they will pay me.
 Go and report it, you got nothing to lose :)

Great Prosperity - April 11, 2013, 3:20 pm 
Wow, that was the easiest place to find an xss vuln. Can't believe it existed.

Wellwhatsgood? - April 11, 2013, 3:22 pm 
 (Apr 11, 2013 03:20 PM)Optimism Wrote: [CITE] Wow, that was the easiest place to find an xss vuln.
Can't believe it existed.
 Haha Yea man, just a simple string that was changed via a drop down menu!

michael1026 - April 11, 2013, 3:24 pm 
They've been taking a while to reply to them lately. I use to get a reply the next day.

zeru - April 11, 2013, 9:28 pm 
great job man i would give a lot to be on the hof

alignment - April 11, 2013, 9:32 pm 
Do you get the reward on paypal?
 If so, i may report a few.

Sonics - April 11, 2013, 9:34 pm 
Great job man! You get a beastly backlink for the HOF too! :P

Hikki - April 11, 2013, 9:36 pm 
Congrats. I also found one in Google. So sad someone already reported it. Lost 1337$. I also
posted a thread here on HF.

Gee4rce - April 12, 2013, 4:39 am 
Nice Job! Enjoy your $$$ :)
 Greets, Gee.

!!*-Ir0nMan™*-!! - April 12, 2013, 6:45 am 
looks Nice... Now upgrade to leet...

Wellwhatsgood? - April 12, 2013, 12:13 pm 
 (Apr 11, 2013 09:32 PM)WSReputation Wrote: [CITE] Do you get the reward on paypal?
 If so, i may report a few.
 They might do deposit to paypal, you simply enroll to Google as a business supplier than they wire
it to your bank account :)
   (Apr 11, 2013 09:36 PM)Angelous Wrote: [CITE] Congrats. I also found one in Google. So sad
someone already reported it. Lost 1337$. I also posted a thread here on HF.
 Aww dude that sucks, I remember when I was waiting for a reply that was the one thing I was
terrified if someone submitted it slightly before me :p
   (Apr 11, 2013 09:34 PM)Sonics Wrote: [CITE] Great job man! You get a beastly backlink for the
HOF too! :P
 :') Thanks man appreciate the feedback! They set the link as nofollow too so it won't  the site in
google's results :P But still, If I was running a forum and had that as backlink, that would be perfect!

TechApp - April 12, 2013, 2:39 pm 
So where is the proof you did this? I looked at the Google Hall of Fame and there are a lot on
there... Anybody could have gotten the vulnerable link and posted it on HF with an image saying
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they did it. If there's one rule with members on HF: No proof means it did not happen. A picture does
not really count a proof in this situation as I could have taken a picture like that.

Wellwhatsgood? - April 12, 2013, 4:25 pm 
 (Apr 12, 2013 02:39 PM)TechApp Wrote: [CITE] So where is the proof you did this? I looked at the
Google Hall of Fame and there are a lot on there... Anybody could have gotten the vulnerable link
and posted it on HF with an image saying they did it. If there's one rule with members on HF: No
proof means it did not happen. A picture does not really count a proof in this situation as I could
have taken a picture like that.
 http://www.google.ca/about/appsecurity/hall-of-fame/reward/
 
 Cody Parmenter
 
 Go ahead click the site link, and theres the vid. on there
 
 Still dont believe me? send me a message on the youtube account assosiated with the poc vid :)

TechApp - April 12, 2013, 5:33 pm 
Wellwhatsgood? Wrote: [CITE] (Today 03:39 PM)TechApp Wrote:  So where is the proof you did this?
I looked at the Google Hall of Fame and there are a lot on there... Anybody could have gotten the
vulnerable link and posted it on HF with an image saying they did it. If there's one rule with members
on HF: No proof means it did not happen. A picture does not really count a proof in this situation as I
could have taken a picture like that.
 
 http://www.google.ca/about/appsecurity/h...me/reward/
 
 Cody Parmenter
 
 Go ahead click the site link, and theres the vid. on there
 
 Still dont believe me? send me a message on the youtube account assosiated with the poc vid :)
 Well congratulations. Sorry if you thought I was being harsh, but you know half the members on
here are well.. never mind.

Wellwhatsgood? - April 12, 2013, 5:48 pm 
 (Apr 12, 2013 05:33 PM)TechApp Wrote: [CITE] Well congratulations. Sorry if you thought I was
being harsh, but you know half the members on here are well.. never mind.
 haha not to worry man, If I saw someone with an account like mine I would think the same ;)

Processor - April 12, 2013, 7:35 pm 
Haha wow that is awesome! Good job! Funny payment amount! :)

comrade1212 - April 13, 2013, 7:33 am 
wow ... thats  nice...  cool stuff bro

log dot zip - April 13, 2013, 10:20 am 
Just when I thought Google contained no more XSS's...

Wellwhatsgood? - April 13, 2013, 12:45 pm 
 (Apr 13, 2013 10:20 AM)?Phoenix Wrote: [CITE] Just when I thought Google contained no more
XSS's...
 Yea man they are a son of a bitch to find.
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Hollywood Undead - April 13, 2013, 12:52 pm 
I'd give my left nut to be on Google's HOF

Wellwhatsgood? - April 15, 2013, 1:23 pm 
[quote='WayneMC' pid='31941524' dateline='1365882768']
 I'd give my left nut to be on Google's HOF
 [/quot]
 Haha yea! Thanks man, any questions let me know

Qube - April 16, 2013, 3:31 pm 
Cool nice work
 i wish i knew some XSS i would really love to learn some :D
 
 Nornor

AchillesRWP - April 17, 2013, 4:35 am 
Bump. Just XSS'd them as well. What's the deal with having to be a Google Supplier? Did you fill all
that shit out or what? Because I don't have a business number. How am I supposed to claim the
reward?

Razer - April 17, 2013, 6:30 am 
Awesome work man. I really liked it.
 Keep it up.

Wellwhatsgood? - April 17, 2013, 12:56 pm 
 (Apr 17, 2013 04:35 AM)AchillesRWP Wrote: [CITE] Bump. Just XSS'd them as well. What's the deal
with having to be a Google Supplier? Did you fill all that shit out or what? Because I don't have a
business number. How am I supposed to claim the reward?
 Like a previously said in your thread, make it up, I believe it says it's 9 digits just put '00'

#Skyline - April 18, 2013, 2:24 am 
$1337 is a lot bro.
 
 And now you're a 1337 haxoxr.

Wellwhatsgood? - April 18, 2013, 1:06 pm 
 (Apr 18, 2013 02:24 AM)#Skyline Wrote: [CITE] $1337 is a lot bro.
 
 And now you're a 1337 haxoxr.
 Yea man paid for my driving school, (to reduce insurance) as well as took my family out for dinner
and banked the $1000, might buy a new gpu with it haha.
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