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Thread: programs to stay safe online help

ShadowForge - June 10, 2013, 10:37 am

hi i have malwarebytes and comodo av+fw and advance system care pro and ccleaner, are there
any other tools i need for safe browsing and being annymous online like a good ip hider for comodo
dragon, as i play warcraft i cant use a VPN, is there a way to be full annymous online to stop
goverment and that taking your info

Corso - June 10, 2013, 10:59 am

Those don't really have much or anything to do with staying anonymous online. Those are security
for your local PC and ways to attempt maintenance and cleaning.

The simple answer is: Not really.
The longer answer is much more complex, and well... LONG !

You can obviously use a VPN for certain programs but not force whole program through it. You can
also use other techniques like TOR Project when browsing. Now, you should also make sure to stay
up to date on items as security patches and holes are constantly taken care of - Making getting into
your system or getting your information/data harder to obtain. For instance the new Skype is much
more secure to resolvers and so forth.

If you really want to remain anonymous, you'll need to look into firewalls and VPN's further. Also
you can get some nice add-on's for your browser, like Ghostery, WOT (not anonymous but helps
avoid bad, questionable sites), AdBlockPlus (just nice to have), and misc other items to handle your
IP on sites and such. There are quite a few out there, so a little research or posting further in the
browser section might do you some good!

Other than that, it's again all about redirecting your network really and covering tracks from the exit
node to you.

im abcd - June 10, 2013, 11:00 am

You are just getting paranoid. Unless, you are involved in heavy black hat activities becoming
completely anonymous is not necessary. But some programs | would add to your list would be Key
Scramber and Last pass.

Regards,
Abcd.

Corso - June 10, 2013, 11:17 am

(Jun 10, 2013 11:00 AM)im abcd Wrote: [CITE] You are just getting paranoid. Unless, you are
involved in heavy black hat activities becoming completely anonymous is not necessary. But some
programs | would add to your list would be Key Scramber and Last pass.

Regards,

Abcd.

Some great recommendations there! Though | will point out both of those are again for local
security, just so everyone's clear.
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GlitnirSwan - June 10, 2013, 11:26 am

Keyscrambler for encrypting keystrokes

Spotflux for free VPN

Spyshelter for anti-keylogger/anti-screencapture

ShadowForge - June 10, 2013, 12:24 pm
so what is the best browser ip hider as i use comodo dragon

i found this browser dunno if its any good

Corso - June 10, 2013, 12:39 pm
(Jun 10, 2013 12:24 PM)ShadowForge Wrote: [CITE] so what is the best browser ip hider as i use
comodo dragon

i found this browser dunno if its any good
Comodo Dragon is a good browser, have a look at the link below and some methods to stay more

anonymous. . .
https://help.comodo.com/topic-120-1-279-2558-Configuring-Advanced-Settings.html

Here are a few methods:
http://www.onsecrethunt.com/misc/top-5-ip-hide-extensions-for-google-chrome.html
Site lists 5 good add on options.

http://superuser.com/questions/351482/google-chrome-extension-that-hides-my-ip
More discussions on hiding presence online.

Code | found this one, not sure if it works FYI... Seems straight forward though.
1. Click the Comodo Dragon Logo on the top off left side.

2. Than select Options >> Under the Hood >> Network.

3. Check Use this proxy server and keep IP Address with port.

undefined

4. You are done.

ShadowForge - June 10, 2013, 1:43 pm
well my dragon extensions are adblock,lastpass,WOT, donottrackme, and maskme (mask and
donottrackme are by abine)

Corso - June 10, 2013, 1:50 pm

Honestly, | don't use a Chrome based browser. . . | also don't use the last two items you posted, |
have other items. So | wouldn't be the one to properly answer this. There is a browser sub forum
here though, you should go post there and close this thread. They'd be able to help a LOT more!
Hopefully at least something I've done or posted has helped, if not oh well - | tried haha.

PurpL Kush - June 13, 2013, 12:55 am
Although a lot of users are mentioning to use Keyscrambler, theres always going to be a way to just
disable it from Startup if you're being Infected with a RAT. Also, there's really no way in staying


https://hackforums.net/showthread.php?pid=33206080#pid33206080
https://help.comodo.com/topic-120-1-279-2558-Configuring-Advanced-Settings.html
http://www.onsecrethunt.com/misc/top-5-ip-hide-extensions-for-google-chrome.html
http://superuser.com/questions/351482/google-chrome-extension-that-hides-my-ip

100% anonymous on the Internet but a VPN would be your best bet. I'd suggest nVPN, it's great &
fast and for the most part it's cheap!



