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 Ryanz - June 15, 2013, 8:49 am 
Hello What do these Flood Methods do, I'm not really asking for what they stand for, but if u want to
give me a reply on what they stand too, u can, I just want to know what they do. I"ll I know is that
UDP takes their Internet offline, UDP Lag lags them, and SSYN takes a website down, but correct
me if I'm wrong... AND BTW! DO I USE PORT 80 FOR EVERY METHOD? What ports do I use for
each method as well? Thanks in advance! =)
 
 Methods:
 Layer 4:
 UDP
 UDP-LAG
 SSYN
 
 Layer 7:
 RUDY
 ARME
 GET
 HEAD
 POST
 SLOWLORIS

Starmie - June 15, 2013, 10:46 am 
 (Jun 15, 2013 08:49 AM)Ryanz Wrote: [CITE] Hello What do these Flood Methods do, I'm not really
asking for what they stand for, but if u want to give me a reply on what they stand too, u can, I just
want to know what they do. I"ll I know is that UDP takes their Internet offline, UDP Lag lags them,
and SSYN takes a website down, but correct me if I'm wrong... AND BTW! DO I USE PORT 80 FOR
EVERY METHOD? What ports do I use for each method as well? Thanks in advance! =)
 
 Methods:
 Layer 4:
 UDP
 UDP-LAG
 SSYN
 
 Layer 7:
 RUDY
 ARME
 GET
 HEAD
 POST
 SLOWLORIS
 You could really use google to look up this. I know UDP & SSYN are typical to take a user offline,
and UDP-LAG lags the user, as the name states. Never really tested anything else. I might lookup
the rest and post If I am that bored.

Th3PonyWizard - June 15, 2013, 10:51 am 

https://hackforums.net
https://hackforums.net/showthread.php?tid=3552981
https://hackforums.net/showthread.php?pid=33312169#pid33312169


UDP - http://lmgtfy.com/?q=UDP+flood
 UDP-LAG - http://lmgtfy.com/?q=UDP+flood (Same method, different power approach. limits output
to make noticeable lag for more time compare to take it down for short time and "burn" the
out-coming bandwidth)
 SSYN - http://lmgtfy.com/?q=SYN+FLOOD (The extra S stands for "spoofed", as if scrambling the
source of the false ACK handshakes to add some, uh, "security".)
 
 RUDY - https://code.google.com/p/r-u-dead-yet/
 ARME - Apache Remote Memory Exhaustion. I can't seem to find a source code for this shit, give
me one and I'll explain you how it works.
 GET / HEAD / POST - https://en.wikipedia.org/wiki/List_of_HTTP_header_fields
 SLOWLORIS - http://ckers.org/slowloris/

Ryanz - June 16, 2013, 2:11 pm 
Thank You Both for the replies =) if their is any other methods I did not include.. It would very
appreciating if u could post the name of the method(s) than the meaning of what they do =) Thanks
again in advance :)

Tiny Hippo - June 16, 2013, 3:59 pm 
 (Jun 15, 2013 08:49 AM)Ryanz Wrote: [CITE] Hello What do these Flood Methods do, I'm not really
asking for what they stand for, but if u want to give me a reply on what they stand too, u can, I just
want to know what they do. I"ll I know is that UDP takes their Internet offline, UDP Lag lags them,
and SSYN takes a website down, but correct me if I'm wrong... AND BTW! DO I USE PORT 80 FOR
EVERY METHOD? What ports do I use for each method as well? Thanks in advance! =)
 
 Methods:
 Layer 4:
 UDP
 UDP-LAG
 SSYN
 
 Layer 7:
 RUDY
 ARME
 GET
 HEAD
 POST
 SLOWLORIS
 UDP - Sends UDP packets to target. Good for home connections and gaming servers.
 UDP Lag - Sends UDP packets in bursts to target. As name suggests, it lags the user but does not
take them offline.
 SSYN - Spoofed SYN attack. Sends TCP packet to target by holding multiple connection open,
causing server to use up resources and essentially creating a Denial of Service to other users. For
websites.
 RUDY - R U Dead Yet. It submits multiple partial post forms (e.g. registration forms, contact forms)
this causes the server to wait for the rest of the information and uses up the servers' resources. For
websites.
 ARME - Apache Remote Memory Exhaustion. Floods the hard drive with random stuff causing the
server to shut down. Used for flooding site or server that uses Apache servers.
 GET - See UDP
 POST - Sends TCP packets, similar to (S)SYN for websites and home connections
 Head - Sends HTTP head requests to websites. Useful for taking down sites behind CloudFlare.
 Slowloris - Similar to RUDY, opens partial HTTP requests. Slow method of attack as the name

http://lmgtfy.com/?q=UDP+flood
http://lmgtfy.com/?q=UDP+flood
http://lmgtfy.com/?q=SYN+FLOOD
https://code.google.com/p/r-u-dead-yet/
https://en.wikipedia.org/wiki/List_of_HTTP_header_fields
http://ckers.org/slowloris/
https://hackforums.net/showthread.php?pid=33312169#pid33312169


suggests. Attacks an exploit in Apache servers. Sends full TCP packets and partial HTTP requests.
This attack does not require a lot of bandwidth, you can take down a vulnerable site with your own
home connection.

Ryanz - June 16, 2013, 4:00 pm 
Thank You Tiny Hippo!
 
 35 35 35 35

Th3PonyWizard - June 17, 2013, 5:07 am 
 (Jun 16, 2013 03:59 PM)Tiny Hippo Wrote: [CITE] GET - See UDP
 POST - Sends TCP packets, similar to (S)SYN for websites and home connections
 Head - Sends HTTP head requests to websites. Useful for taking down sites behind CloudFlare.No.
 POST, GET, and HEAD are types of HTTP header methods. GET would be your usual website
page retriever method, POST would be sending additional forms of data which are not included in
the URL. I never used HEAD is additional GET data without GET itself. useful for checking if shit
arrived.

 

https://hackforums.net/showthread.php?pid=33342675#pid33342675

