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 byfrost1 - September 23, 2013, 6:39 am 
Let me start with the beginning, first I tried their BlackShades NET RAT
 I paid, and after few days with difficulty, i got the RAT, but there was no free VPN like they
mentioned.
 
 however ... this person solved RAT issue,
 https://hackforums.net/member.php?action=profile&uid=401421
 
 now comes the real scam from them,
 
 I was using their Blackshades NET RAT. now i found something which caught my attention, on their
website
 
 "Word Installer - Over 90% infection rate! (RAT ANYONE, OR YOUR MONEY BACK!)"
 
 once you login on bshades.eu, check http://www.bshades.eu/myservices.php
 Proof PDF Click Here
 
 Tired of sending or moving exe-files to other computers? Tired of computers not accepting
exe-files?
 Blackshades now offers a very unique solution!
 Instead of sending or moving your exe-file(s) to other computers, you can now just open a Microsoft
Office Word-document and your exe will automatically get installed without any interaction at all.
Word Installer is a high quality product, based on a 0-day MS exploit, which allows you to install any
exe-file (executable) easily on any Windows based PC having any Microsoft Office version installed.
 Enough said! The product is very easy to setup, and you don't need anything else than a ready
exe-file to get started. If you can't crypt it, then no worries!
 What you will get in order to get started is a simple generator which will ask for your exe-file and a
Word document. You will also have the possibility to crypt your exe-file before it generates the
output Word document. You may then share the word document with anyone. Once the document is
opened on the target PC, your exe will instantly get executed without any notification.
 Please note: The price for this product is now 650$. Payment methods will be offered via email and
only serious buyers will be accepted!
 Purchase Word Installer	$650
 Payments for this product are processed manually.
 If you're interested in this product, then contact us at: support@blackshades.net
 
 once you login on bshades.eu, check http://www.bshades.eu/specialproducts.php#word-exploit
 
 Proof PDF Click Here
 
 I asked him (https://hackforums.net/member.php?action=profile&uid=401421) about my interest in
their Doc / Word Exploit.
 he replied
 
 "Just send an eemal with thosr questions to support@blackshades.net and he'll help you out with

https://hackforums.net
https://hackforums.net/showthread.php?tid=3769093
https://hackforums.net/member.php?action=profile&amp;uid=401421
http://www.bshades.eu/myservices.php
https://www.dropbox.com/s/pfdzrmczbwabjji/Blackshades%20-%20My%20services.pdf
http://www.bshades.eu/specialproducts.php#word-exploit
https://www.dropbox.com/s/539011v7omn2bw2/Blackshades%20-%20Additional%20products%20and%20services.pdf
https://hackforums.net/member.php?action=profile&amp;uid=401421


that sir."
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 now I sent "support@blackshades.net" the same message,
 
 Hi,
 I have been redirected by your partner " blackshades" from hackforums, I am just going to copy the
message here below.
 
 first of all, I am doing good with my blackshades copy.
 now, I am interested in binding server with doc file worth 650$
 I like to know more information regarding this,
 
 1. is latest .docx file ok ? or will you be copying the contents of .docx file from what I will be
providing ? (I need some specific contents of 1 page to be embossed on doc file you generate can it
be done ?)
 2. if you will be crypting, how long does it stay 100% FUD ? is that included with 650$ ?
 3. do you have support if the file gets busted by any AV ? will you be able to get me new doc file ? i
meant to ask how confident you are with the length of FUD if you crypt. Can I expect least for 3
months ?
 4. Any other restriction / conditions / limitations on this service you are offering ?
 5. how long does it take ? to crypt & bind my server with provided doc file ?
 
 these are the questions I have in my mind.  Looking forward your reply.
 byfrost
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 He replied immediately without much delay,
 
 Hello,
 Thank you for contacting us.
 1. You will receive a generator where you can generate either .doc or .docx output file.
 2. You will get a special crypter incuded with the generator which has been FUD for over 4 months
now
 and being updated once there is any detection on it.
 3. As specified above, the generator will be updated for free of charge during for lifetime.
 The document itself has never been detected for over 2 years now, so that's nothing to worry about
now.
 4. There are no restrictions, other than that we will reserve the right to terminate your account on
our
 website and not provide updates in case we detect that you've been trying to resell the exploit.
 5. The generator generates the outut exploitable document about instantly.
 The payment method is Western Union for this kit.
 Let me know if you're interested.
 Kind regards
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 I replied him again that I am sure i need it, I was never be suspicious that he might scam me,
 since I have done BlackShades NET RAT deal with his crew earlier.
 

https://www.dropbox.com/s/0wx7cauyh7zxh7s/1.Viewing%20PM_%20Re_%20byfrost%27s%20BlackShades.pdf
https://www.dropbox.com/s/z4vqx73cl4q75d6/1.sent.Outlook%20Print%20Message.pdf
https://www.dropbox.com/s/pv3sczqez4c0ysk/2.received.Outlook%20Print%20Message.pdf


 
 Hi, thanks for your quick & accurate reply
 
 I am impressed.
 I definitely need the tool.
 
 do you accept bitcoins ? or Western Union is the only available option ?
 if bitcoins are ok, send me the BTC wallet 
 if Western Union is the only option, please provide me necessary information,
 if its Western Union, I might take up to 2 to 3 working days for the payment is that fine ?!
 
 waiting for your reply
 thank you
 
 byfrost
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 He replied,
 
 Sure, send to: 1Db3k79Gkp32mFXn2nQtDDu9vppQGRkxP5
 Use http://preev.com to convert as I use them as exchanger.
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 Without second thought I just sent the coins to him for the wallet he provided. on 5th September
 https://blockchain.info/address/1Db3k79Gkp32mFXn2nQtDDu9vppQGRkxP5
 Prof of payment: 
https://blockchain.info/tx/d7d05831db56a95950fa6602b8da124758a81b42f69f6a35e76ca791c0375
c04
 
 ok,
 5.354 BTC (preev.com Bitstamp exchange value)
 has been sent to 1Db3k79Gkp32mFXn2nQtDDu9vppQGRkxP5
 
 please verify and guide me. :)
 
 thank you
 byfrost
 
 Proof PDF Click Here
 
 
 He replied,
 
 Hello,
 
 Do you have TeamViewer? Would be easier to help you install the kit.
 
 Kind regards
 
 Proof PDF Click Here

https://www.dropbox.com/s/obx5yu6ucygz5s6/3.sent.Outlook%20Print%20Message.pdf
http://preev.com
https://www.dropbox.com/s/dye86j156t9o3d3/4.received.Outlook%20Print%20Message.pdf
https://blockchain.info/address/1Db3k79Gkp32mFXn2nQtDDu9vppQGRkxP5
https://blockchain.info/tx/d7d05831db56a95950fa6602b8da124758a81b42f69f6a35e76ca791c0375c04
https://blockchain.info/tx/d7d05831db56a95950fa6602b8da124758a81b42f69f6a35e76ca791c0375c04
https://www.dropbox.com/s/p44dlm2l7w5p1ks/5.sent.Outlook%20Print%20Message.pdf
https://www.dropbox.com/s/c8pdq64cpc6395i/6.received.Outlook%20Print%20Message.pdf


 
 I was thinking why does this man require Teamviewer ? what is his problem!
 
 ah. Is teamviewer is a must ?
 can I try ? ;)
 
 I can install tv in few seconds not a problem though.
 
 if it is a must then i got no choice ?!
 
 thank you
 byfrost
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 His reply was suspicious,
 
 I will need to get your HWID details and so for example.
 You will also need to install some additional .NET related things...
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 you can get the HWID.exe from bshades.eu website visiting http://bshades.eu/HWID.exe
 so i did and sent him the HWID like said below.
 
 my HWID : -995264490   (same as my bshades copy)
 yes name me the things, i will install plugins related to .NET ...not an issue.
 you can pass me the setup files, I will do it by myself, if in need of any helps I will make sure to pass
you the tv codes for immediate help.
 
 thank you.
 byfrost
 
 Proof PDF Click Here
 
 The guy never replied me... he put me hanging there for 16 hours, then I sent him a message
again.
 
 Here is my payment confirmation
 
https://blockchain.info/tx/d7d05831db56a95950fa6602b8da124758a81b42f69f6a35e76ca791c0375c
04
 
 Here is a proof of you moving the coins
 https://blockchain.info/address/1Db3k79Gkp32mFXn2nQtDDu9vppQGRkxP5
 
 I think I did not disappoint you in paying up more coins than standard MTgox rate.
 where is my product ? I am still waiting.
 
 byfrost.
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https://www.dropbox.com/s/5uqwos65xgzxoq7/7.sent.Outlook%20Print%20Message.pdf
https://www.dropbox.com/s/tactfl4kwl1lyrm/8.received.Outlook%20Print%20Message.pdf
http://bshades.eu/HWID.exe
https://www.dropbox.com/s/qtfespaspcsz39z/9.sent.Outlook%20Print%20Message.pdf
https://blockchain.info/tx/d7d05831db56a95950fa6602b8da124758a81b42f69f6a35e76ca791c0375c04
https://blockchain.info/tx/d7d05831db56a95950fa6602b8da124758a81b42f69f6a35e76ca791c0375c04
https://blockchain.info/address/1Db3k79Gkp32mFXn2nQtDDu9vppQGRkxP5
https://www.dropbox.com/s/7xm7tiqf4rvbz53/10.sent.Outlook%20Print%20Message.pdf


 
 After 7 hours i received his reply
 what the heck, guy took 5.354 Bitcoins from me, and says he is busy ? what an irresponsible
professional.
 
 Hello,
 
 Sorry about that. I have been busy with work.
 Get me your TV details fast and I'll get on to set it up for you fast.
 
 Kind regards
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 I was totally upset, but did not show that to him, 
 I needed the product, so sent him teamviewer codes,
 
 ID: 284 319 615
 Password: 7h7ha5
 
 It's a mess in my desktop, samples.
 Your folder is under Desktop > "bss"
 
 byfrost
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 After this, this guy logged into my machine, and did some drama,
 starting conversation and asked me about investing 200 Bitcoins to his company,
 I was expecting him to finish the work what he started, i was listening to his ideas,
 (I have the chat recorded and saved; in a text file I will be providing it when in need of that, for
judge)
 (Can also provide, Teamviewer Log files)
 He asked me to Remove the present Dot net Framework and told me reinstall, I did as he asked me
to do,
 he looked HWID, (was the same as i provided)
 then he transferred a tiny 16 KB exe file named "wgen.exe".
 
 That did not work, it was showing some Dot Net error..
 now he got a reason, that I am running Virtual machine,...
 
 (usually i keep all my such works under encrypted VMware, but this guy is not ok with it,)
 fine I provided him my Main Operating system Teamvewer access.
 
 now he did the same thing, he checked HWID and transferred "wgen.exe" 16 KB file
 That gave another error, "HWID not supported"
 now he gave a reason that his guy wont let him have more products so he will get it built a new one
for me,
 in 8 hours time, but he never came back, he never even droped me an email,
 
 I am having 2 samples of "wgen.exe" 16KB file which he transferred, both has different MD5 hash, 
 and when I open with hex editor I see 65% is filled with "00" rest of % has just a error message
encoded.

https://www.dropbox.com/s/ibbdvkybpd09gtd/11.received.Outlook%20Print%20Message.pdf
https://www.dropbox.com/s/m9ux4isnjw0wy6h/12.sent.Outlook%20Print%20Message.pdf


 
 I can provide for any hex expert editor who wants to check those 2 file samples.
 
 This happened on 7th September 2013, you can check the proof PDF files for email header timing
to be accurate.
 
 so i started sending him mails again one by one since then, which never got attended or replied,
 
 hi,
 it's the time.
 if you have missed the codes, here it is.
 456 846 675
 3583
 
 waiting,..
 
 byfrost
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 I waited long!
 
 If you will be sending me the new wgen file, HWID of the main OS:
 -1072969011
 
 see what you can do.
 I really wish you could have completed the work before your vacation without me hanging in the
middle.
 
 byfrost.
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 hi,
 new codes
 
 456 846 675
 8468
 
 I am waiting.
 
 byfrost.
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 Hi Mr.David,
 
 I remember now, that you are on a vacation which you have already mentioned, since you can read
my message on your phone like you said, it will be way better for me to expect you rather waiting for
you all day to log in on tv.., if you can tell me some specific time when you be able to get back to my
desktop on tv and fix the work which is left in the middle.
 
 So, if you reply me the day & time (UTC) to resume the work, I will highly appreciate it.
 
 and about our investment talks, I am stable, but we must improve our understandings with each
other. You know what I mean,

https://www.dropbox.com/s/zohpphlbqp77i2o/13.sent.Outlook%20Print%20Message.pdf
https://www.dropbox.com/s/khmppqv2nqlzibf/14.sent.Outlook%20Print%20Message.pdf
https://www.dropbox.com/s/7jn2yflctyej1md/15.sent.Outlook%20Print%20Message.pdf


 
 looking for your quick reply & firm timing.
 byfrost
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 hello,
 
 please tell me, when will you be completing the work you left in the middle ?
 
 I am waiting.
 byfrost
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 hi,
 
 I understand you are a busy man. I appreciate it. but right now,
 I am waiting the started work to be complete. If the fault on my side, I am ready to add 2 BTC extra,
so it will be 1000$ 
 ...but please finish the job. contact me. don't leave me hanging here,
 
 thank you.
 byfrost
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 Sooo many emails, from 7th September till 9th September I got no replies, none = none.
 (accurate times are recorded inside PDF proof of email print copy)
 
 I opened a support ticket on bshades.eu and i had no luck,
 the crew members kept on asking me to contact "support@blackshades.net"
 
 -------------------
   Posted by: You	
 September 9th, 4:35 PM
 Hi,
 
 I would like to contact Mr. David, I am waiting for him to log in to my desktop and fix the doc Exploit
which setup the half way (on Saturday).
 payment done on 4th.
 
 thanks a lot.
 -------------------
   Posted by: stevmager	
 September 9th, 6:21 PM
 You should email support@blackshades.net for this.
 Rate this reply:
 -------------------
   Posted by: You	
 September 9th, 6:28 PM
 yes, i did. last 7 of my emails, unanswered, he told me that he will get back in 5 to 6 hours, leaving
the work half on my desktop,
 but then i did not hear from him its been 2 days so just opened a ticket!
 

https://www.dropbox.com/s/nq3a708akwz55xw/16.sent.Outlook%20Print%20Message.pdf
https://www.dropbox.com/s/q0tavouzq18fkvq/17.sent.Outlook%20Print%20Message.pdf
https://www.dropbox.com/s/zabaf9hxf985gg6/18.sent.Outlook%20Print%20Message.pdf


 any idea what time he will be free ? i mean to setup, I am a customer. not freebie.
 
 thanks for your reply.
 -------------------
   Posted by: d0s3s	
 September 9th, 10:17 PM
 There is nothing much we can do here, that product is exclusively handled by David.
 
 Please email "support@blackshades.net". 
 -------------------
 Proof PDF Click Here
 
 now I created a new email, with a new topic and sent him, on 9th September
 
 Hi,
 
 I need some replies from you, I cant be left out hanging here with half work.
 I see you are active on main site, your crew wont support me since you are the only handling this
thing.
 I am not asking you for free setup, why not you finish the job which you left in the half ? why you are
not replying me ?
 you told me that you will get back in 5 to 6 hours, you did not make it up. at least you could have
replied me.
 at least you can tell me what is the problem ? If you are not in a position or in a tour just tell me the
day i can expect you.
 I am a customer, david. I am a prompt business man, but you are an expert developer, I need some
answers,
 I need the product. I need it to be setup. tell me when it can be done.
 Not really a good treatment for a genuine & serious customer.
 
 byfrost
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 good, finally he replied, but guess what, soo irresponsible very unprofessional answer
 and a lame reason/execuse, i was waiting all night till without sleep for this guy to do his work,
 he never logged and gives a reason that password of teamviewer was changed, what the heck ?
 
 Sir, I'm out of country and can't be dealin with these things from over here...
 Hope you understand what I mean.
 
 I will be back in 1-2 weeks. I was trying to get on your TV before but the pass was changed...
 Proof PDF Click Here
 
 I replied him back, that I need it to be set up, which he left his work in half,
 
 I know you are a man who is capable of making things happen.With all do respect, Please do
something, with in a week.
 
 byfrost
 Proof PDF Click Here
 
 
 And Again no replies, :( i thought it is his nature being sooo much un-professional, so i decided to

https://www.dropbox.com/s/iw6sc5sfstl79um/Blackshades%20-%20Reply%20to%20ticket.pdf
https://www.dropbox.com/s/loy70aba3t5xtsx/19.sent.Outlook%20Print%20Message.pdf
https://www.dropbox.com/s/tqzgnu6b6rgbpzw/20.received.Outlook%20Print%20Message.pdf
https://www.dropbox.com/s/mkf7wldf48pjpbq/21.sent.Outlook%20Print%20Message.pdf


wait 
 on his time line what he mentioned me that 1 to 2 weeks,
 
 I was frequently checking his activity, he never seemed like he is on a vacation on his activity link
 check this link after logging to bshades.eu     http://www.bshades.eu/userprofile.php?user=david
 
 So, i gave some break, on 21st AFTER 16 DAYS of payment, I started sending him messages,
 
 Hi,
 
 I have done my payment for word exploit on 5th of this month, and you have left the work half and
told me to wait 1 to 2 weeks, it's already 16 days passed and is 21st September.
 
 Here, is my teamviewer codes, please finish the job what has been started.
 
 456 846 675
 3817
 
 Thank you
 byfrost
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 Hello Sir,
 
 I have done my payment without any delay, promptly,
 I do not know why I deserve a longest waiting for my product even after doing my payments
promptly,
 I still do not have the product, which I am sad about.
 Please setup my product, the 2 weeks time you told me to wait is over few days ago, I am still
waiting,
 Please respond me. please tell me when will you get me the product set up ?
 
 Thank You
 byfrost
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 hello sir,
 
 please refund my 5.354 BTC to 14avKy94d6BFxTvJd9HZrM43YPX7cp16JP
 
 thank you
 byfrost
 Proof PDF Click Here
 
 Another, bshades.eu ticket
 --
 osted by: You	
 September 21st, 9:01 PM
 david / alex is absconding, i am not hearing from him, he never replies me, but if you reply from
fake accounts, he will reply,
 my payment proof, 
 
https://blockchain.info/tx/d7d05831db56a95950fa6602b8da124758a81b42f69f6a35e76ca791c0375c

http://www.bshades.eu/userprofile.php?user=david
https://www.dropbox.com/s/vt4hhmy17eop297/22.sent.Outlook%20Print%20Message.pdf
https://www.dropbox.com/s/rm85j7g3lsolvuz/23.sent.Outlook%20Print%20Message.pdf
https://www.dropbox.com/s/12ryvpx8oaobpfn/24.sent.Outlook%20Print%20Message.pdf
https://blockchain.info/tx/d7d05831db56a95950fa6602b8da124758a81b42f69f6a35e76ca791c0375c04


04
 done on 5th september 2013.
 
 who is responsible for this / please get my product.me which i have paid for
 or refund me the same 5.354 BTC to 14avKy94d6BFxTvJd9HZrM43YPX7cp16JP
 --
   Posted by: stevmager	
 September 21st, 9:25 PM
 You will get contact via email.
 Rate this reply:
 --
   Posted by: You	
 September 21st, 9:29 PM
 I am very Sorry I did not understand it clearly,
 I have emailed him so many times, I received no replies, still are you suggesting me to email him ?
please correct me if I am wrong.
 Please provide me my product or a refund.
 --
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 These crew members are doing nothing, waste of going for support ticket, they give nothing other
than redirecting to 
 this "david" guy
 
 Now, It got me more suspecious, cuz http://www.bshades.eu/userprofile.php?user=david
 in that link he is sooo active, but he never replies me why ? 
 
 So made a search on Hackforums with key word
 "blackshades scam", well I saw plenty of threads on "Disputes section"
 
 Now I am almost sure My suspicion is right, that I am getting scammed,
 but there was no way to verify this!!
 
 Well, I found a way, opend a new Outlook account and started sending him email,
 
 guess what, He can not reply my messages, but he can reply to my fake ID with in 10 minutes.
 read below the conversation from my fake account used to confirm his scam,
 
 hey man how does this word installer work ?.. i need one of that for my rat send me western union
info .. will i have it soon i done the western union transfer ? do you give discount for me on 650
doller ..
 Proof PDF Click Here
 
 within no time he replied.
 
 Hello,
 
 Send payment to:
 
 Name: Alex Yucel
 Country: Moldova

https://blockchain.info/tx/d7d05831db56a95950fa6602b8da124758a81b42f69f6a35e76ca791c0375c04
https://www.dropbox.com/s/aqqopt1k7e07fk4/Blackshades%20-%20Reply%20to%20ticket2.pdf
https://www.dropbox.com/s/c9c6rrf5223hss8/Blackshades%20-%20My%20support%20tickets.pdf
http://www.bshades.eu/userprofile.php?user=david
https://www.dropbox.com/s/6qkpc5x2bkb1em3/1.sent.Operation.TruthFindOut.Outlook%20Print%20Message.pdf


 
 If you buy within 12 hours then send you get 30 USD discount, so 620 in total.
 
 Kind regards
 Proof PDF Click Here
 
 yo man, i hear & see many scam reports form this email ID and Alex.. on hackforums.. what is the
garantee you wil give me the product ? i need to go with escrow system or something similar... help
me get some faith in you..
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 The real deal is we are Blackshades with tons of customers and I will not out our reputation in
danger for few hundred bucks...
 
 If you are serious then you have nothing ro worry about.
 
 What has not reached out to you is the fact that some people don't actually have money (mostly
jelous kids) who keep blackmailing us, thinking they can get our products for free.
 
 Another classic way is when they send for example 650 Nigerian $ instead of 650 USD.
 
 There are many other things, but I wont waste my time dealing with such people.
 
 Proof PDF Click Here
 
 It was not hard to catch this scammer, with sufficient proofs, red handed, he replies for everyone
but not paid transaction
 
 How about byfrost ? who did transaction on 5th september 2013 and you have never attended him
which you left half ? or will you be refunding him ?
 
 His payment proof,
 
https://blockchain.info/tx/d7d05831db56a95950fa6602b8da124758a81b42f69f6a35e76ca791c0375c
04
 
 I don't think he is some kid, I am sure he paid some good brass for you.
 
  what do you say about that ? 
 Proof PDF Click Here
 
 Now no replies, now he is stuck by my reply from "operation" account.
 NOW THAT I AM SURE & CONFIRMED HE IS SCAMMING ME, HE WAS NOT ON VACATION,
HE WAS TRYING TO MAKE ME GIVE UP THE MONEY,
 Then I replied from my original email account, That i need my money back with in 24 hours, a
warning kind of,
 
 Before I go any further, I am giving you 24 hours time, for you to refund me the 5.354 BTC for the
following address, which I have paid
 14avKy94d6BFxTvJd9HZrM43YPX7cp16JP
 
 If you do not refund my money, 25th hour you will see nice thread of everything what you have
done to me, on hackforums.

https://www.dropbox.com/s/val0zqv4zwl1a93/2.received.Operation.TruthFindOut.Outlook%20Print%20Message.pdf
https://www.dropbox.com/s/97fr5c3wtw7lx81/3.sent.Operation.TruthFindOut.Outlook%20Print%20Message.pdf
https://www.dropbox.com/s/7fsi0zqr4qeqjkl/4.received.Operation.TruthFindOut.Outlook%20Print%20Message.pdf
https://blockchain.info/tx/d7d05831db56a95950fa6602b8da124758a81b42f69f6a35e76ca791c0375c04
https://blockchain.info/tx/d7d05831db56a95950fa6602b8da124758a81b42f69f6a35e76ca791c0375c04
https://www.dropbox.com/s/0vjitp8ei6im9ke/5.sent.Operation.TruthFindOut.Outlook%20Print%20Message.pdf
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 and do not forget, we have not done Nigerian $... I paid you with BTC and I am not some jealousy
kid.
 unfortunately nobody can fake Bitcoin Blockchain, you might have known that.
 not just HF, you do not know what is coming. I need my money back, I wont care what you do then
after.
 
 I repeat, you have 23 more hours,
 to refund 5.354 BTC to 14avKy94d6BFxTvJd9HZrM43YPX7cp16JP
 Proof PDF Click Here
 
 Nothing happend so I am here exibitting what happened to me with Blackshades and how I got
scammed,
 PM me any questions, I never received my money back on my address,
 If you are a hex editing expert, ask for the sample files, I will provide under a condition you should
analyze and report the truth.
 
 https://blockchain.info/address/14avKy94d6BFxTvJd9HZrM43YPX7cp16JP
 
 I need refund bshades team. prove the above link has MY 5.354 Bitcoins. MY MONEY.
 
 Half month struggle, is it really worth ? I got scammed.
 Whatever the reason, this team is a bunch of scammers, help me get back my money and kick
these scumbags out of good community.
 WATCH YOUR STEPS GUYS WATCH YOUR STEPS ; DON'T GET SCAMMED LIKE I GOT
SCAMMED.

Bat™ - September 23, 2013, 6:48 am 
Wow, Looks like a FULL Scam bro. I know you won't get your money back sadly. Those guys are
still on a scamming spree. 
 
 Scamming over 500$'s now. Beware. Don't buy anything from them.

Dejlig - September 23, 2013, 6:49 am 
Hopefully I won't lose my copy of Blackshades RAT.. I really needs it :I

Bat™ - September 23, 2013, 6:50 am 
Mind sending me those two files with the link ? I'll analyse them.

byfrost1 - September 23, 2013, 6:55 am 
@TheBatman™
 
 Check your PM for exe files. 65% seem empty to me when i open with hex editor.

Bat™ - September 23, 2013, 6:58 am 
Yes, you should've seen that many scam reports are open for this. 
 I just don't know why admin and staff are kicking them out of this forum, they have well earned over
6-7k by scamming people. And later on they say that it was a fake email used to scam and all. Thats
a big amount of money you just lost. Anyways gl for getting your money back.

binomial nomenclature - September 23, 2013, 7:04 am 
Quite the scam thread you got there guy

https://www.dropbox.com/s/ps5p4in4ok09blo/25.sent.Outlook%20Print%20Message.pdf
https://www.dropbox.com/s/w8tof4amsvh7qyl/26.sent.Outlook%20Print%20Message.pdf
https://blockchain.info/address/14avKy94d6BFxTvJd9HZrM43YPX7cp16JP


 Hope You get your money back

Bat™ - September 23, 2013, 7:08 am 
I just scanned those two files on VT and tested them in VM. 
 
 They gave errors like Hwid not found/compatible. Must be fake error messages ofc. Also i can
100% confirm that these files were in VB6 LOL and he said it requires .net dependencies. xD
 
 Here is the scan result of both the files : 
 
 
https://www.virustotal.com/en/file/722790ceeb8993fc307c7dd203407a32b997299bf65a3f60c37342e
1c2f4a0c6/analysis/1379944834/
 
https://www.virustotal.com/en/file/668857fb0fd7654194e6ceda9ba22f99cb96cca94ef1bc50e7efdfc75
8988e15/analysis/1379944910/
 
 Seems like they not only wanted to scam you but rat you too so that they can get all your BTC's .
Horrible, if you ask me. Run a full scan of malware bytes (since these are detected by them.) to
clear it.

byfrost1 - September 23, 2013, 7:10 am 
thank you TheBatman™ for analyzing the file and reporting the result.
 
 & yes.. I am just downloading & starting to scan now..

Bat™ - September 23, 2013, 7:13 am 
It might be better to just format it though. You never know how many things might be downloaded on
your PC. 
 
 Format is the best option i guess.

The Dark Side of the Moon - September 23, 2013, 7:20 am 
Since this is over $500 you can report this to ic3.
 
 I can't see you getting your money back, unfortunately.

byfrost1 - September 23, 2013, 7:22 am 
@The Dark Side of the Moon 
 
 who is ic3 ? please guide me.

Bat™ - September 23, 2013, 7:28 am 
This is IC3 - http://www.ic3.gov/default.aspx

Dseko - September 23, 2013, 7:30 am 
Sad that this did happen.
 
 I hope all best for you, and even it would look there's no chance that getting money I hope you will
get them back.

h2ck3r - September 23, 2013, 7:46 am 
Sad that this happened. They(BS) already have alot on their plate and now this. Many here and

https://www.virustotal.com/en/file/722790ceeb8993fc307c7dd203407a32b997299bf65a3f60c37342e1c2f4a0c6/analysis/1379944834/
https://www.virustotal.com/en/file/722790ceeb8993fc307c7dd203407a32b997299bf65a3f60c37342e1c2f4a0c6/analysis/1379944834/
https://www.virustotal.com/en/file/668857fb0fd7654194e6ceda9ba22f99cb96cca94ef1bc50e7efdfc758988e15/analysis/1379944910/
https://www.virustotal.com/en/file/668857fb0fd7654194e6ceda9ba22f99cb96cca94ef1bc50e7efdfc758988e15/analysis/1379944910/
http://www.ic3.gov/default.aspx


outside believe that their shit is backdoored, and many seemingly genuine scam reports. Sorry man
for ur loss. Even as i see no chance of recovering ur money, I can only wish you luck

Ponut - September 23, 2013, 9:35 am 
No offense but you are retarded for even believing that he can get a .doc exploit and sell it for only
500$.
 This shit goes for 3k$ +.

radament - September 23, 2013, 10:14 am 
 (Sep 23, 2013 09:35 AM)Ponut Wrote: [CITE] No offense but you are retarded for even believing that
he can get a .doc exploit and sell it for only 500$.
 This shit goes for 3k$ +.
 fortunately people are not so smart like you , wise guy.
 anyways i hope you get your money back soon :)

Year? - September 23, 2013, 10:42 am 
Ive been seeing alot of Scam reports from Stev (Blackshades) lately, this is a alot of proof and looks
like a legit scam report. I dont know why Omni and the other staff give big members so many
chances..

Shoppa - September 23, 2013, 10:43 am 
Again a reg member scammed ;l 
 
 Its so sad, sorry for your loss.

h2ck3r - September 23, 2013, 11:09 am 
 (Sep 23, 2013 09:35 AM)Ponut Wrote: [CITE] No offense but you are retarded for even believing that
he can get a .doc exploit and sell it for only 500$.
 This shit goes for 3k$ +.No offence but you have no right to say op is retarded. He stated here that
they advertise this on their website (BS). So tell me how he is retarded for trusting them. Besides, he
has dealt with them previously when he bought blackshades NET.

Ponut - September 23, 2013, 11:12 am 
 (Sep 23, 2013 11:09 AM)h2ck3r Wrote: [CITE] No offence but you have no right to say op is
retarded. He stated here that they advertise this on their website (BS). So tell me how he is retarded
for trusting them. Besides, he has dealt with them previously when he bought blackshades NET.
 I do actually.
 I am well aware of that but it doesn't changes the fact that exploits like that won't ever get to this low
price.

Renew - September 23, 2013, 11:33 am 
Scamming 650 dollars? This is ridiculous. Hope something gets done about this.

Bat™ - September 23, 2013, 12:04 pm 
I love how the blackshade's team member ignore this.
 Op you go and post this in all of their product selling threads. That should keep the ball rollin'
 Good day :)

byfrost11 - September 23, 2013, 1:53 pm 
byfrost1 tried to post the same on bshades market place threads & I think the "system" auto Exiled
him 7 days considering it as "spam" / "troll" back this guy up. if he got Exiled today, his account
might get back on 30th.
 

https://hackforums.net/showthread.php?pid=35353498#pid35353498
https://hackforums.net/showthread.php?pid=35353498#pid35353498
https://hackforums.net/showthread.php?pid=35354623#pid35354623


 support this poor fellow.

Demonize - September 23, 2013, 2:18 pm 
Well that sucks, I was also going to buy this but I did searches on the spreaders and found many
scam reports, Good luck OP.

rajabadariqbal - September 24, 2013, 8:52 am 
I'm very sorry for your loss, $650 is a ton of money.

Shopify+ - September 24, 2013, 8:55 am 
Damn man this really sucks, hope you get cash back!

chaos50006 - September 24, 2013, 2:34 pm 
Why has this member been exiled? The scam report seems legitimate

Bull™ - September 24, 2013, 9:23 pm 
Its a scamming group after the BV1 has left or sold his admin spot.

D??M! - September 24, 2013, 10:07 pm 
 (Sep 24, 2013 09:23 PM)RedBull. Wrote: [CITE] Its a scamming group after the BV1 has left or sold
his admin spot.
 It was a scamming group even before I left.. That's why I left.
 I wanted to manage and support a respectable product but Alex made it impossible for me when all
he would do is scam people to the side. No matter how much effort I put into cleaning up our image,
he'd always ruin it again by pulling stunts like this.

xR4tZ0r - September 24, 2013, 11:59 pm 
lets hope he dies in real life by a car accident or something like that

Depravity - October 1, 2013, 3:33 am 
This is extremely unfortunate.
 
 I hope you receive your money back.

IVIxxGHOSTxxIVI - October 9, 2013, 12:43 pm 
Thanks for thw scam report. They have just lost my intrest in the product and also people been
saying its back doored..

byfrost1 - October 10, 2013, 10:49 am 
I have posted the same on their sales thread and they spammed with other posts so it got pushed
back... no answer or anything for my loss from their team.
 
 painful.
 
 now i got a warning! for posting this thing to their thread; they call it sales trashing ... but is it ???
 
 so what about my loss ? just let it go ? those guys are still scamming out there...

Rackzen - October 10, 2013, 3:04 pm 
650$ scammed ? O.o , can someone shoot on my leg please? Omfg..

Megalomaniacs - October 10, 2013, 3:14 pm 
That's a lot to get scammed.. I hope you could get it back somehow!

https://hackforums.net/showthread.php?pid=35377920#pid35377920


dujac - October 10, 2013, 4:53 pm 
 (Oct 10, 2013 03:14 PM)OisinH3 Wrote: [CITE] That's a lot to get scammed.. I hope you could get it
back somehow!
 Saying you hope he gets his money back as you ride the BS signature..
 
 OP file a complaint on IC3.

ShadowLock - October 10, 2013, 4:57 pm 
Legit scam report. Jeg håber du får dine penge tilbage minven. ;=).

American Psycho - October 10, 2013, 4:58 pm 
Damn that's a lot of money to lose.. I agree with Nujabes. 
 
 File a complaint on IC3 is your best option as of now.

Strike - October 10, 2013, 5:02 pm 
I've had serious problems with a few of their products. Their grabber always ceased to function
when you crypted it, even their own crypter broke it. Additionally, their own crypter was rarely FUD.
 
 I don't believe Stev has much to do with any of these aspects, however, he shouldn't affiliate
himself with a group of scammers.

DataBus - October 11, 2013, 2:31 pm 
don't buy any product from bshades.
 
 1. YOU WILL ALWAYS LOOSE YOUR VICTIMS
 
 2. SERVER MOSTLY DOWN

Megalomaniacs - October 11, 2013, 3:34 pm 
 (Oct 10, 2013 04:53 PM)Nujabes Wrote: [CITE] Saying you hope he gets his money back as you ride
the BS signature..
 
 OP file a complaint on IC3.
 I'm super duper really really sorry

Bat™ - October 12, 2013, 7:39 am 
Bumping so truth comes out at last!

cRys??l ???? - October 12, 2013, 7:50 am 
damn this sucks thx for the report i never buy anythink from this scammers
 and lol that no bshades member say anythink 2 this kick this assholes would be nice ?
 
 ?

Burt Reynolds - October 13, 2013, 11:33 pm 
Holy shit. That's the most thorough scam report I've seen lol. Seems valid, hope you get refunded,
as you weren't given the full amount of services purchased.

Im Extremely Serious - October 13, 2013, 11:59 pm 
You should be refunded. Why is this guy not banned yet? I don't get why sales are still occurring.

DarkPriesT - October 14, 2013, 12:06 am 

https://hackforums.net/showthread.php?pid=35638149#pid35638149
https://hackforums.net/showthread.php?pid=35639413#pid35639413


Makes me sad how these guys are still scamming on the forum and i hate  to break it to you but
what's crossing your mind to pay $650 for a a tool that embosses exe in doc???Like what? $650
god damn!  I feel sorry for you mate, i really hope you get your money back.

DeadLine - October 14, 2013, 12:10 am 
Very sad indeed. I'd love to see what they have to say about this.

Weebex - October 14, 2013, 12:33 pm 
Dude Im sorry for you. You should definitely get refunded. So much proof, you have won this. Wish
you luck!

Virus1x - October 14, 2013, 12:40 pm 
I like how this is a suprise laugh,
 
 every since xviceral sold it, it's been proven time and time again to be a scam..
 
 it's backdoored and garbage now

'Deadly - October 14, 2013, 12:42 pm 
The worst thing is, they look so professional and i was about to buy their bshades stealth. Thanks
for the awareness and hope you get that money back!

byfrost1 - October 15, 2013, 5:04 am 
I don't see any way of getting my money back. I think it's gone forever. I have no hopes left.
 
 None of Bshades team members respond me. NONE.

Bat™ - October 15, 2013, 5:07 am 
Hey
 Go in Marketplace Discussions and make a Community Alert for this.
 This might help you.

byfrost1 - October 15, 2013, 8:38 am 
I tried to do that ... do you see a " Warning Level: 15% " ???
 I was warned by "Xch4ng3" for posting the same, he/she stated that I should stick just here over
"deal dispute"
 it's so mean,...
 I got scammed and I don't even have the right to ask those guys ?
 I just have to ask JUST over this section.
 If I do go to "Marketplace Discussions" you will see my account banned, mate.
 
 seems like my loss is my loss :(

GearCEO™ - October 15, 2013, 8:41 am 
Sorry about your lose man, really disappointed with BS Administration.

byfrost1 - October 21, 2013, 12:56 am 
giving up on this. it's my huge loss.
 
 Fellows, don't trust that black shades back door-ed products or that black shades crew. They are
confirmed scammers.
 
 don't loose money with them like I did, be safe out there.



Dafuq - October 22, 2013, 5:27 am 
 (Oct 21, 2013 12:56 AM)byfrost1 Wrote: [CITE] giving up on this. it's my huge loss.
 
 Fellows, don't trust that black shades back door-ed products or that black shades crew. They are
confirmed scammers.
 
 don't loose money with them like I did, be safe out there.
 It is indeed very sad mate, whatever happened to you makes my heart bleed. I mean it. 650$ is not
a small amount, and they have probably scammed many guys like you. They have found a way to
earn money by scamming people on HF. It's sad. I really respected this forum, until I saw this.
People like them should have been banned, but nobody seems to care. Makes me wonder if it's a
bigger scam than it appears to be. ?

Blizzard - October 23, 2013, 10:00 am 
 (Oct 15, 2013 08:41 AM)???????†? Wrote: [CITE] Sorry about your lose man, really disappointed
with BS Administration.
 Yeah mate. Blackshades was the best when xvicersal ran it.

Bat™ - October 23, 2013, 10:01 am 
OP please post a community alert in the market place discussions...

byfrost1 - October 27, 2013, 12:36 pm 
 (Oct 23, 2013 10:01 AM)Bat™ Wrote: [CITE] OP please post a community alert in the market place
discussions...
 I tried,.. they gave me warning (15%) and told me to stay over "Disputes Section" and deleted my
thread over "Market Place Discussions"
 
 seems like it's all related!

Chills - October 27, 2013, 12:39 pm 
I bought a VPN from them for 0.05 BTC and never got an email, logon, or anything.

hansbald - October 28, 2013, 11:18 am 
Man you got blackshaded really hard :/
 I hope you can get the money back!

x41N - October 28, 2013, 4:44 pm 
This is disgusting and a surprise that a team like BlackShades that has it reputation for decent
products would pull of a scam like this. Just for an extra $650 which they would make within a
couple of sales anyways.

rednovoh - October 29, 2013, 7:01 pm 
WELL... this same thing happened to me 3 days ago... i need no soothsayer to tell me i have been
scammed of $650 though. what makes me sad is that they got me with what i really needed.. i was
infected with that "word exploit" so went to Bshades and luckily found it, purchased and then no
replies after payments..  what surprises me is why He (Alex) would want to kill such a lucrative
business after so many successful years.
 
 lessons well learnt though

lilnutz - October 29, 2013, 9:13 pm 
I was just about to purchase the full package & had IP problem...while trying to solve that i stumbled
on this thread & u just spooked me off BS...thx for the Thread...really helpful

https://hackforums.net/showthread.php?pid=35835440#pid35835440
https://hackforums.net/showthread.php?pid=35727195#pid35727195
https://hackforums.net/showthread.php?pid=35877929#pid35877929


Ill_Nye - October 31, 2013, 12:39 am 
Wow. I had literally just made an account on their website because I was going to purchase their BS
stealth. Then I stumbled upon this thread. Yup, definitely not going to EVER be buying a Black
shades product after reading this. Its all very disappointing to say the least; I thought BS was great
with all the reviews I read. For all I know, most of those could be bogus as well.
 
 OP, I'm truly sorry for your loss. That's a lot of dough. I hope you see some type of justice from this.
 
 With that being said, BS no longer stands for Black Shades. It stands for Bull Shit.

un1v3r54lw4rr10r99 - October 31, 2013, 1:58 am 
bshades owner stev is a scammer.
 About 5 months ago i wanted to buy
 the full package with my credit card.
 He gave me the link and than asked me
 to put in my credit card details in the paypal
 gift thing and we were on teamviewer and he said
 that he won't look at the credit card details that
 i can put them . That's a fuckin joke he just wanted
 my credit card that's all. He is a big scammer i believe
 your scam report it's not the first time he scams.

byfrost1 - October 31, 2013, 3:32 am 
any admins or mods look at my issue and take any action over that Black Shades Team ?
 
 anyone ?? except warning me not to post this over market section to bring awareness ?
 
 still how many innocent people should get scammed before you guys let them sale their scam over
HF ?

Bat™ - October 31, 2013, 3:42 am 
byfrost1 go here : Marketplace Discussions
 Post the whole story as community alert.
 That should help people to avoid to get scammed by Team of BLACKSHADES

EidMubarak - October 31, 2013, 3:45 am 
Yeh but mention all there other scam reports with links so you can't get in trouble by an
administrator

Daemon. - October 31, 2013, 3:56 am 
Seems like a legit scam report, can you send me tje two wgen files?

byfrost1 - October 31, 2013, 8:37 am 
 (Oct 31, 2013 03:42 AM)Bat™ Wrote: [CITE] byfrost1 go here : Marketplace Discussions
 Post the whole story as community alert.
 That should help people to avoid to get scammed by Team of BLACKSHADES
 just done.
 
 https://hackforums.net/showthread.php?tid=3837439&pid=36036208

Para?more - October 31, 2013, 11:37 am 
Hope you get your money back.. I have had a few issues with the old owner of blackshades.

https://hackforums.net/forumdisplay.php?fid=163
https://hackforums.net/showthread.php?pid=36033189#pid36033189
https://hackforums.net/forumdisplay.php?fid=163
https://hackforums.net/showthread.php?tid=3837439&amp;pid=36036208


byfrost1 - October 31, 2013, 1:39 pm 
 (Oct 31, 2013 03:42 AM)Bat™ Wrote: [CITE] byfrost1 go here : Marketplace Discussions
 Post the whole story as community alert.
 That should help people to avoid to get scammed by Team of BLACKSHADES
 they removed my thread from "Marketplace discussion" ...
 
 very bad... not sure who is with who..
 
 I am sadly disappointed by HF staff, they warned me,
 
 then gave me off (exile) twice 7 days + 7 days for posting same thing other places to bring
awareness,..
 
 they removed my posts from other sections, where I wanted people to know, about Black Shades
scams
 
 people are getting scammed and hf staffs warn & exile the victims of scams ? this is too bad! :(

alex606 - November 28, 2013, 5:34 am 
i was scammed too by blackshades and am yet to recieve my money back, they even went as far
because i use their recovery tool, to enter into my box and change my password, when i posted the
scam report on their thread,

Prospero - December 19, 2013, 4:18 pm 
I feel your pain some of there products are just plain terrible. I bought the crypter they had once and
it wasn't FUD once. Luckily I ended up getting refunded and they admitted to their problems..

Legit Paradox - January 8, 2014, 5:59 am 
Has this been solve there site is back up now ?

Frap - February 17, 2014, 12:05 pm 
Blackshades is currently selling another high value item and consumers are vulnerable to another
scam so this thread must see the light of day.

ChingChang - February 18, 2014, 3:30 am 
 (Feb 17, 2014 01:05 PM)BL4CKH4ND. Wrote: [CITE] Blackshades is currently selling another high
value item and consumers are vulnerable to another scam so this thread must see the light of day.
 My friend paid 100$ for it and was in contact with blackshades last night who said he would send it,
but he still hasn't. WARNING TO ALL MEMBERS WHO MAY WANT TO BUY SOMETHING FROM
HIM

Dribbles - February 18, 2014, 3:45 am 
Dude if you held on to that 5.354 BTC it'll be worth 3k By now! Worst mistake you could've done!

Frap - February 18, 2014, 10:13 am 
 (Feb 18, 2014 04:30 AM)Snorlax™ Wrote: [CITE] My friend paid 100$ for it and was in contact with
blackshades last night who said he would send it, but he still hasn't. WARNING TO ALL MEMBERS
WHO MAY WANT TO BUY SOMETHING FROM HIMHas your friend gotten the issue resolved?

Jsinc - February 18, 2014, 10:35 am 
Nigeria             have            $            ?

Moggadeet - February 18, 2014, 11:02 am 

https://hackforums.net/showthread.php?pid=36033189#pid36033189
https://hackforums.net/forumdisplay.php?fid=163
https://hackforums.net/showthread.php?pid=38393715#pid38393715
https://hackforums.net/showthread.php?pid=38407863#pid38407863


LOL Everyone should just let Blackshades die fucking seriously every blackshades owner is and has
been a piece of shit. Please noone buy from them anymore and just let them die seriously! Over the
past 5-6 years or whenever blackshades has been around they have always been like this,
scumbags.

ChingChang - February 18, 2014, 11:08 am 
 (Feb 18, 2014 11:13 AM)BL4CKH4ND. Wrote: [CITE] Has your friend gotten the issue resolved?
 Nope! Still not got the product and now the account is banned.

NZT - February 18, 2014, 12:25 pm 
 (Feb 18, 2014 12:08 PM)Snorlax™ Wrote: [CITE] Nope! Still not got the product and now the account
is banned.
 Looks like i've been screwed :L
 
 https://hackforums.net/showthread.php?tid=4068548

Fud_bot - February 19, 2014, 3:27 am 
Sorry bro, got scammed too from the same david early last year.  when I posted my annoyance on
shades thread on HF, they promptly deleted it, seems they all work together, they just told me I
should write to the email.   Mine was 500$ for the same product, sorry about that.

ch3micalburn3d - February 21, 2014, 3:31 am 
TO the OP: I feel sorry for you that you got scammed mate , but honestly do you think a word exploit
would cost you just  650$.. LOL ..I have asked  some of the authenticated sellers on the deepweb
russian forum blackmarket (invite only) about your exploit and just about  everyone i spoke to told
me they would sell these exploits (ADOBE,WORD,EXCEL) for nothing less than 5k-10k USD (all
deals were done with a middle man service). Anything less than the price i mentioned for the exploit
is simply a scam  . And now don't even get me started on the 0 day bullshit .What were you thinking
when the site mentioned about a 0 day. i suggest you research about the average price for a 0 day
exploit in the underground.

ch3micalburn3d - February 21, 2014, 5:56 am 
 (Feb 21, 2014 06:29 AM)TrackF3 Wrote: [CITE] Sorry about your lose man, really disappointed with
BS Administration.
 
 One guy is selling 100% silent (no macro) and FUD office exploit. But he's real coder of 1 thing not
thousands and not working thou.
 
 I have seen proof on teamviewer if someone want to get him shotme PM
 I am a hundred  percent certain that seller your talking about  is a scammer,and the technique he
uses to make the document FUD is fully public ,its not 0 Day priv8 exploit. the 0 day exploit which
supports EXCEL/WORD 2010  is selling in the russian underground forum at prices between 5k-10k
USD

Pillows - February 21, 2014, 5:59 am 
 (Feb 21, 2014 06:56 AM)C0braX Wrote: [CITE] I am 100 percent certain that seller is a scammer.
and the technique he uses to make the document FUD is public ,its not a 0 Day priv8 exploit. the
exploit currently being talked about is  selling in the russian underground forum at prices  between
5k-10k
 We all know that it's a scam. Even Omni said so.

Sennheiser - February 21, 2014, 6:01 am 
yea

https://hackforums.net/showthread.php?pid=38412819#pid38412819
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 i never trusted them in the first place
 
 thank god i didn't get their shit.

ch3micalburn3d - February 21, 2014, 6:20 am 
 (Feb 21, 2014 07:11 AM)TrackF3 Wrote: [CITE] Did i said he is selling for $500?
 
 The price is over $4k he has scanned it on my eyes and its working flawless. 
 I dont have idea about how its getting FUD same like you thou but the fact is that it works very
perfectly.
 Well i guess you are talking about the same 0 day that i was talking about if you say its more then
5k USD. but then there's also another custom made macro script where the victim  has to accept
and run a macro file which is mistakenly sold as an exploit on several forums when it clearly is not
.Anyone buying the macro script should be able to differentiate between a public script available on
the internet for free  and priv8 0 day

 

https://hackforums.net/showthread.php?pid=38472379#pid38472379

