
Forum:Hack Forums 

 Thread: Happy New Year Breach!
 

 Omniscient - January 1, 2014, 5:29 pm 
Happy New Year everyone.  I had a great time this week and for New Years I was at a private party
even with Katy Perry as the entertainment. It was awesome.  The wife and I had a blast and it was
just a magical night full of good food, friends, and the welcoming of a new year.  I hope everyone
experienced something similar.
 
 Now for the lowdown.  
 
 First off...member data was in no way compromised.  Not even close. They think they got
something they don't really have.  So don't be fooled by screenshots or bullshit.  Your data wasn't
taken or accessed in any ways.
 
 So today while having a late breakfast I got some emails about access to accounts and password
resets.  These security triggers alerted me pretty quickly that I had a compromise.  A follow up email
was sent to me threatening me to ban Orgy or else.  This was about 12:30pm PST give or take 10
mins.  Initially I wasn't sure what was accessed and unfortunately I only had phone access at my
location.  But within 30 minutes it was clear I had a breach that needed immediate attention.
 
 I left my breakfast, which looked delicious, and drove home which takes about 30 minutes. Not sure
exact time I was home but I'd say maybe 1:30ish.  
 
 I knew the focal point of the breach was my Servage account which hosts Witza.com and as many
know I have some emails I use there.  These emails were the key to a few accounts getting
compromised.  I'm an avid user of email forwards which actually keeps me more secure and
compartmentalizes breaches like these.  I can quickly make adjustments to secure things.
 
 While they had access to Witza.com and the Servage account there is NO USER DATA there and
the upgrade and donation pages stem from an unknown host for net.witza.com.  Which was never
compromised.   
 
 A defacement page was placed at www.witza.com as well and a tag page which I've kept up:  
http://www.witza.com/rofl.php  Congrats to Onionzcrew btw. I'm sure they're super happy they
managed to do this.  This really just cost me 2 hours of work and a lost breakfast.  I consider this a
very minor breach and I've seen much worse by much better hackers with tons more skillz.  But
kudos to them anyways if for nothing more than causing some alarm.
 
 A few members ( Orgy and Diabolic) got rep fucked which can't be undone and some reps were
removed from other member accounts too.  
 
 The admincp is htaccess secured and was never accessed.  The staff section requires a password
and that also was never access but to be frank with you...the staff section doesn't have anything
important in it. It's just staff discussing policies and sometimes a thread to consider new staff.  Very
benign stuff.  I don't run a drama queen website.  We don't waste our time trash talking members
and stirring up trouble. We're the trouble killers.  
 
 The few accounts compromised from me personally was the PP account which no damage was
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done and it's fully recovered.  PP was the first phone call I made.
 
 An unused personal Twitter account was stolen and used to update everyone about the
compromise.  It's now recovered and all their tweets are deleted except their original tweet. They
can keep their shout out trophy.
 
 A digitalocean account was compromised via a PW reset.  I opened a DO account because it was
dirt cheap and I wanted to toy around with it.  I have like 10 hosting accounts on various services
under aliases and different emails.  There was zilch in the DO account.  Account is also now
recovered.
 
 My HF account was compromised with a PW reset as well.  This has the most damaging potential
except for the fact our admincp is protected.  And I have lots of safeguards for this contingency
anyways.  Very very little damage actually happened.  Of course I was immediately able to fix this
and recover the account just fine.
 
 My Coinbase PW was reset but because I have 2FA they couldn't log in.  
 
 My Omniscient Minecraft account was stolen.  They logged into HackerCraft and griefed.  This was
probably the only real damage the person did. We have a bit of a problem because it appears the
backups stopped working a month ago and I'm not sure what Astonish has done so we can recover.
But worse case scenario we just rebuild which was probably going to happen anyways for various
reasons.  In a way..they did me a favor.  Silver lining in the clouds and all. Oh and account is
recovered too.
 
 During these few hours of the compromise some of my account do have credit cards attached and
they might show last 4 digits in the billing page.  This doesn't alarm me.  I won't even bother to
change my CC numbers.  I might rotate a few cards, change a few emails, but overall this breach
was very minor.  
 
 I know that those who get anything related to me think they've accomplished the climbing of Mt
Omni and are heralded for amazing feats of superhuman ability but in this case. It's just not so. 
Heck I'm not even embarrassed a slight bit.  Someone managed to get through the security of
Servage through social engineering and took the low-hanging fruit.  That stuff is practically a honey
trap which gives me lots of alerts of a compromise.  I've lost no accounts. I've not lost 1 cent and
other than a couple hours of security work I'm going to go about my day as if this didn't happen. 
 
 Funniest part is they wanted Orgy banned but they rep fucked him and I just reset all his reps.  He
has a better rep now than before.  
 
 If anything I'll get extra traffic from the publicity and the drama.  :) 
 
 Any questions?

Lightweight - January 1, 2014, 5:30 pm 
This is sad, but it's a good sign somewhat for hacker craft.
 
 Edit: Who will be building the new spawn? (the current one is ugly af, sorry)

Separate - January 1, 2014, 5:30 pm 
So everything is ok now?
 
 Nothing's going to happen? :)



Omniscient - January 1, 2014, 5:32 pm 
 (Jan 1, 2014 06:30 PM)TheJollyHippo Wrote: [CITE] So everything is ok now?
 
 Nothing's going to happen? :)
 No, nothing is going to happen except for maybe HackerCraft which a reset was seemingly likely
anyways.

Eryn - January 1, 2014, 5:32 pm 
I got a repfuck from the dude on your account.. what do I do?

notinvovled - January 1, 2014, 5:33 pm 
On Hackercraft, There was a bunch of IGM given to people. Thats about it that happened there.

CyberneticTitan - January 1, 2014, 5:33 pm 
"Any questions?"
 
 After all this, how's your New Years?

Gustav. - January 1, 2014, 5:33 pm 
Glad to have you back man. Was starting to get worried ?

EziNet - January 1, 2014, 5:33 pm 
I hope everything is ok, Happy new year you too.
 Please check my message when you can.

.Reef - January 1, 2014, 5:34 pm 
Well it seems like you handled it quite well. Good thing they weren't able to access any personal
data.

Endanger™ - January 1, 2014, 5:34 pm 
Wooh.
 
 Glad you  had a good time at your party and it's sad someone tried to do this but  at least nothing
went wrong.
 
 Have a good night with your family, Omni.

Squidward - January 1, 2014, 5:34 pm 
wooo! But I'm so scared now... Those hackers...

Sky� - January 1, 2014, 5:35 pm 
Made for an interesting read, thanks for the update too Omni!
 
 Sent you a PM with some Infoz on one of the so called 'Hackers' too ? You might want to check it
out ?
 
 ~Arcane ?

Custody - January 1, 2014, 5:36 pm 
Glad to have you back. Was worried about what was going to happen. Great that they couldn't
access any personal data.

?Cryptified™ - January 1, 2014, 5:36 pm 
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Thankfully our buttholes received minimal damage.

Nas - January 1, 2014, 5:36 pm 
Dam thanks for telling us this Omni. 
 They also leaked Witza site on there twitter.

Cole ??? - January 1, 2014, 5:36 pm 
Next time it happens everyone just needs to calm down, PM the staff, and relax. 
 Happy new years omni! Can I come next time?

Fox™ - January 1, 2014, 5:36 pm 
If you'd like any help with HC, like with rebuilding and what-not, I'd be glad to help. I was concerned
about this during the morning, but I am glad you put rumors to rest. Thanks Omniscient.

Understalker - January 1, 2014, 5:37 pm 
Kudos to them.
 
 Not much damage was done however.

Roger Waters - January 1, 2014, 5:37 pm 
Just to make a point, Orgy had given some users rep calling them scammers, without any links to
any scam reports, so when I saw that he got repfucked, it was not a surprise to me.

RySec - January 1, 2014, 5:37 pm 
"They can keep their shout out trophy."
 
 That's been a good sport.

Revenge - January 1, 2014, 5:37 pm 
Thanks for the update Omni. I'm not sure if you noticed, but I'm sure they gave away some
hackercraft awards also if you want to take care of that. ?

Gladiators - January 1, 2014, 5:37 pm 
Sounds like you had a great time. Good thing they weren't able to access our personal data.

#Success - January 1, 2014, 5:38 pm 
Question the people that received there award without earning it what will happen i hope not a ban. 
I have messaged you asking just for the award to be stripped from my account because it feels
wrong to have something i didn't earn.

Mon£y? - January 1, 2014, 5:38 pm 
Thanks for informing us how this went.
 But I'm still confused. So this is the real orgy 
https://hackforums.net/member.php?action=profile&uid=182754
 Then who is this? https://hackforums.net/member.php?action=profile&uid=1236861

Dan. - January 1, 2014, 5:38 pm 
People are just little shits, it comes down to that lol.
 
 But, like any business should, we all have precautions and backup plans. :P
 
 Pretty weak though, a hosting account? Those have to be cake to SE.
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Doxicity - January 1, 2014, 5:38 pm 
Very nicely played off by you. Sucks for those who can't reverse the RF though.

SeraphsEmbrace - January 1, 2014, 5:38 pm 
Have you looked into the supposed Hackercraft award that was given out to users during the
breach?
 Unfortunate you missed your breakfast, by the way.

webdev77 - January 1, 2014, 5:39 pm 
Sad part is it was likely a former member or a current member since they wanted to make personal
attacks against users here. 
 
 Glad nothing serious came of this.

ArizonaIce - January 1, 2014, 5:39 pm 
It's great that everything is sorted!
 
 It was quite fun watching the drama unfold.

Anxuein - January 1, 2014, 5:39 pm 
I'm sure another few users were repfucked too. I'll have to try and get their names.
 
 EDIT: Oh yeah, what about the people who had the HC award? 
 EDIT2: Erin was repfucked too afaik.

Superstition - January 1, 2014, 5:40 pm 
Glad to hear its all good!   I think Ill start using email forwarding now too.. Seems a bit more secure
than 1 account for everything

Vince - January 1, 2014, 5:40 pm 
So all they did was speed the process up on a few things that werent really high in priority anyways?
Seems they did more good then they meant haha.
 
 Oh well, skids will skid.

Custody - January 1, 2014, 5:40 pm 
The hackers on HackerCraft gave everyone 14 million EM so a lot of people bought awards with
that.

OldFag - January 1, 2014, 5:40 pm 
Just ban Orgy hes a worthless piece of shit lol.

Invisus - January 1, 2014, 5:44 pm 
Haha, I love how they targeted Orgy but in the end it all turned out better for him.

Orgy - January 1, 2014, 5:44 pm 
 (Jan 1, 2014 06:29 PM)Omniscient Wrote: [CITE] Funniest part is they wanted Orgy banned but they
rep fucked him and I just reset all his reps.  He has a better rep now than before.
 Hey uh can I reapply for ub3r before my rep goes to shit again? :D

m4dh4ck3r - January 1, 2014, 5:45 pm 
BrianKrebs has something to talk about in his conference now. Funny, how the last post I read
before going to sleep was about some cookie stuffing in hackforums by a member using
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signature,he was talking about the weakness in the site. A user called Jasom123,not sure.
  Happy New Year Omni!

ObscureCoder - January 1, 2014, 5:45 pm 
I'm probably the only member that spends almost all day on HF and hasn't heard of this so-called
'breach'.. until now.

muzzy. - January 1, 2014, 6:02 pm 
Posts like this really make me admire you, Omni. They, although only on a small scale, took control
of parts of HF and you just fixed it and laughed at their incompetence.
 
 Such assholes c:

bugga - January 1, 2014, 6:03 pm 
Well its good to know it wasn't anything to dramatic and all is okay. 
 
 Kudo's to Orgy and all those bullshit neutrals gone, he is a sweet heart really. :)

Omniscient - January 1, 2014, 6:04 pm 
@Eryn yes you were the 3rd guy to get RF'd.  You probably deserved one anyways though.
 
 Quote:Well it seems like you handled it quite well. Good thing they weren't able to access any
personal data. 
 This is like the 5th time this has happened.  I'm getting as efficient at it as the Matrix Architect was
at destroying Zion.  :)  Yes, that's really nerdy sounding.
 
 Quote:Sent you a PM with some Infoz on one of the so called 'Hackers' too 
 As per my policy, I don't care who did it or why.  My focus is on HF and maintaining security.  I don't
dwell, get revenge, or seek answers. I don't really care enough about these skids to waste additional
time on them. As far as I'm concerned this is just another short-lived prank that's as effective as
ringing my door bell and running away.  Skids will be skidz and I live (proverbial) in a neighborhood
full of them.  I'm just so used to this that it no longer phases me.
 
 Quote:They also leaked Witza site on there twitter. 
 No, they only think they did.  Which is exactly what I want them to believe.  
 
 Quote:If you'd like any help with HC, like with rebuilding and what-not, I'd be glad to help.  
 I'm sure we'll get it all sorted out but may take a few days to figure out a good plan. I gotta see if
Astonish has a more recent backup.
 
 Quote:Thanks for the update Omni. I'm not sure if you noticed, but I'm sure they gave away some
hackercraft awards also if you want to take care of that. 
 Ahh...I didn't notice that.  I'm sure there might be a thing or two I didn't yet spot.  Fixed it btw.
 
 Quote:Pretty weak though, a hosting account? Those have to be cake to SE. 
 Pretty much.  They got probably all they could and this just gives me a good excuse to take steps to
prevent this from being a future problem.
 
 Quote:Unfortunate you missed your breakfast, by the way. 
 It looked so good too. I took 2 bites and took off for home.  But the security of HF takes precedence
over just about everything else.  
 
 Quote:I'm sure another few users were repfucked too. I'll have to try and get their names. 



 No.  You can see the repfucklogs that it was just those few users.
 
 Quote:Glad to hear its all good! I think Ill start using email forwarding now too.. Seems a bit more
secure than 1 account for everything 
 Much more secure. If your forward is stolen and you have it set right they gain no access to any real
inbox or your previous emails.  And fixing a forward is normally as easy as editing a DNS entry with
your host or registrar.  They key is always keeping the box it forwards to secure and hidden.  And
with forwards you can do it 2-3 times without problems.  unsecure@mydomain.com ->
secure@gmail.com -> securedandhidden@gmail.com will do the trick for most people.  And there is
no reason not to spread out your forwards you use so that if one forward is stolen your whole world
isn't stolen at once.  
 
 unsecureforward1@mydomain.com
 unsecureforward2@mydomain.com
 unsecureforward3@mydomain.com
 unsecureforward4@anotherdomain.com
 unsecureforward1@otherdomain.com
 
 Easiest way to thwart an email loss.  
 
 Quote:The hackers on HackerCraft gave everyone 14 million EM so a lot of people bought awards
with that. 
 It's offline right now until I can access the damage and come up with a solution.
 
 Quote:Are you going to reset my rep? Considering I was rep fucked by the hacker. 
 You were rep fucked by me actually.
 
 Quote:Hey uh can I reapply for ub3r before my rep goes to shit again? :D 
 You will never get ub3r. Sorry bud.

? HoverCatz ? - January 1, 2014, 6:06 pm 
I was repfucked too :[
 Im happy to know that the "hacker" is on Doxbin (tor). ;)
 
 * Back to my 2d game programming

Hexicidal - January 1, 2014, 6:07 pm 
Those were the worst hackers, ever.

Orgy - January 1, 2014, 6:07 pm 
 (Jan 1, 2014 07:04 PM)Omniscient Wrote: [CITE] You will never get ub3r. Sorry bud.
 But how am I going to -3 people for lols :( The neutrals aren't as rage-inducing.

Eryn - January 1, 2014, 6:09 pm 
 (Jan 1, 2014 07:04 PM)Omniscient Wrote: [CITE] @Eryn yes you were the 3rd guy to get RF'd.  You
probably deserved one anyways though. 
 
 Not that I care but why do you say I deserved it?
 I do nothing but contribute to the forums. Fuck you too then.

'Snorlax - January 1, 2014, 6:09 pm 
I find it funny that they did all this, and all they got out of it was some public attention. No damage
was done, other than you loosing your breakfast (most important meal of the day), and a few hours
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of work. That sucks, but it's good nothing else happened.
 
 Thanks a lot for taking care of HF, even though it can be tough sometimes. Very well done, Omni.
 
 Now a question: Would it be possible, and efficient, to implent a lockdown add-on, which could put
Hack Forums into a lockdown, where the only people able to access it, would be the people with the
password. The lockdown page/site/whatever would only be accessable to admins and superadmins,
and it would require a password (a different one from the "unlockdown")?

#Success - January 1, 2014, 6:10 pm 
Thanks for removing my award Omni it felt wrong having it.

Omniscient - January 1, 2014, 6:11 pm 
And since this compromise occurred off HF I'd like to post the 3 IPs logged that had Servage
access.
 
 212.139.91.248 (Dynamic talktalk account)
 198.20.101.102 (VPN)
 216.104.36.236 (VPN)
 
 IPs that access my HF account:
 46.194.97.76 (Swedish ISP)
 212.139.91.248 (Dynamic talktalk)
 94.126.178.1 (proxy)
 197.85.186.42 (south african mweb isp)
 
 Not terribly important but I figure I'll post for historical purposes.  Just in case.

Fennell - January 1, 2014, 6:11 pm 
Dang man, that's crazy. Seems like you are fine now which is good.

#Success - January 1, 2014, 6:11 pm 
And complaining about a repfuck will only get you banned.

#Thunder - January 1, 2014, 6:12 pm 
 (Jan 1, 2014 07:09 PM)Snorlax Wrote: [CITE] Now a question: Would it be possible, and efficient, to
implent a lockdown add-on, which could put Hack Forums into a lockdown, where the only people
able to access it, would be the people with the password. The lockdown page/site/whatever would
only be accessable to admins and superadmins, and it would require a password (a different one
from the "unlockdown")?
 I'd assume you could make it only accessible by local, or assigned IP addresses.  On my game site
I have this assigned to specific IP addresses.  Our administrator panels cannot be accessed by
people who are not authorized.

'Snorlax - January 1, 2014, 6:14 pm 
 (Jan 1, 2014 07:11 PM)Omniscient Wrote: [CITE] And since this compromise occurred off HF I'd like
to post the 3 IPs logged that had Servage access.
 
 212.139.91.248 (Dynamic talktalk account)
 198.20.101.102 (VPN)
 216.104.36.236 (VPN)
 
 IPs that access my HF account:
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 46.194.97.76 (Swedish ISP)
 212.139.91.248 (Dynamic talktalk)
 94.126.178.1 (proxy)
 197.85.186.42 (south african mweb isp)
 
 Not terribly important but I figure I'll post for historical purposes.  Just in case.
 I noticed the "hackers" shared an image made by memegenerator.net to the twitter. I contacted the
owner of the site, and hopefully I can get a copy of the IP which created the image.
 And one more thing. They linked to a Danish song. I'm thinking they might be danes.

Omniscient - January 1, 2014, 6:14 pm 
Quote:Would it be possible, and efficient, to implent a lockdown add-on, which could put Hack
Forums into a lockdown, where the only people able to access it, would be the people with the
password. The lockdown page/site/whatever would only be accessable to admins and superadmins,
and it would require a password (a different one from the "unlockdown")? 
 I could probably whip something up but no time right now.   Maybe some other day.  I could create
a nuclear feature which would htaccess deny the site for everyone.

J. McCarthy - January 1, 2014, 6:14 pm 
Brian Krebbs can I please get a shoutout in your Video/Post about this??
 
 anyways glad it wasn't major gj on the qikfix

xSploit™ - January 1, 2014, 6:14 pm 
 (Jan 1, 2014 07:04 PM)Omniscient Wrote: [CITE] @Eryn yes you were the 3rd guy to get RF'd.  You
probably deserved one anyways though.
 
 This is like the 5th time this has happened.  I'm getting as efficient at it as the Matrix Architect was
at destroying Zion.  :)  Yes, that's really nerdy sounding.
 
 As per my policy, I don't care who did it or why.  My focus is on HF and maintaining security.  I don't
dwell, get revenge, or seek answers. I don't really care enough about these skids to waste additional
time on them. As far as I'm concerned this is just another short-lived prank that's as effective as
ringing my door bell and running away.  Skids will be skidz and I live (proverbial) in a neighborhood
full of them.  I'm just so used to this that it no longer phases me.
 
 No, they only think they did.  Which is exactly what I want them to believe.  
 
 I'm sure we'll get it all sorted out but may take a few days to figure out a good plan. I gotta see if
Astonish has a more recent backup.
 
 Ahh...I didn't notice that.  I'm sure there might be a thing or two I didn't yet spot.  Fixed it btw.
 
 Pretty much.  They got probably all they could and this just gives me a good excuse to take steps to
prevent this from being a future problem.
 
 It looked so good too. I took 2 bites and took off for home.  But the security of HF takes precedence
over just about everything else.  
 
 No.  You can see the repfucklogs that it was just those few users.
 
 Much more secure. If your forward is stolen and you have it set right they gain no access to any real
inbox or your previous emails.  And fixing a forward is normally as easy as editing a DNS entry with
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your host or registrar.  They key is always keeping the box it forwards to secure and hidden.  And
with forwards you can do it 2-3 times without problems.  unsecure@mydomain.com ->
secure@gmail.com -> securedandhidden@gmail.com will do the trick for most people.  And there is
no reason not to spread out your forwards you use so that if one forward is stolen your whole world
isn't stolen at once.  
 
 unsecureforward1@mydomain.com
 unsecureforward2@mydomain.com
 unsecureforward3@mydomain.com
 unsecureforward4@anotherdomain.com
 unsecureforward1@otherdomain.com
 
 Easiest way to thwart an email loss.  
 
 It's offline right now until I can access the damage and come up with a solution.
 
 You were rep fucked by me actually.
 
 You will never get ub3r. Sorry bud.You're quite possibly the perfect balance between a gentleman
and a cunt. And I mean that in a nice way, it's just hilarious.
 
 Thanks for the update on the site, last few times things like this have happened I never saw an
official announcement, so it's nice to be informed on the goings on of stuff like this.

Morchid - January 1, 2014, 6:14 pm 
I'm glad to see that not much damage was done.
 
 I'll be looking forward to rebuilding HC spawn and market place.
 
 Happy New Years!
 
 Did you take any pictures of Katy Perry?

Orgy - January 1, 2014, 6:16 pm 
 (Jan 1, 2014 07:14 PM)Formula1 Wrote: [CITE] Brian Krebbs can I please get a shoutout in your
Video/Post about this??
 
 anyways glad it wasn't major gj on the qikfix
 Sorry mate but since they threatened him to ban me or else, I will once again be getting the shout
out from my main man Krebby McKrebKrebs.

Superstition - January 1, 2014, 6:16 pm 
Omni, I think this is also a good time to continue GAuth again!  When you login from an unknown IP,
You will need your code from your mobile..  I also like 'Snorlax's idea of the lockdown..

LaFerrari - January 1, 2014, 6:17 pm 
Very dedicated administrator. Glad you had everything in control.

Omniscient - January 1, 2014, 6:17 pm 
Quote:Brian Krebbs can I please get a shoutout in your Video/Post about this?? 
 Doubtful that will happen.  We're not on the nicest of terms.  I have no plans to promote his site and
I'm fairly sure unless it's valuable for him to do so he'll ignore this incident.  Without going into details
about it let's just say I don't find some of his policies to be very good and his domain is in the censor
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list here.  He does have a great blog and does some great reporting.  I'm just not going to give him
any traffic.

Nas - January 1, 2014, 6:19 pm 
I'm quite happy this is all fixed but what they did was more help Omni, since now Omni changed his
passwords and changed his emails. 
 They basically just added another layer to Omni's security.

Omniscient - January 1, 2014, 6:19 pm 
Quote:Omni, I think this is also a good time to continue GAuth again! When you login from an
unknown IP, You will need your code from your mobile.. I also like 'Snorlax's idea of the lockdown.. 
 Yeah...December is a bad month for me to accomplish much. The next couple months should be
good though so I'll see what projects I can get done. My gauth implementation would have prevent
my HF account from being stolen.

Orgy - January 1, 2014, 6:19 pm 
 (Jan 1, 2014 07:19 PM)Omniscient Wrote: [CITE] Yeah...December is a bad month for me to
accomplish much. The next couple months should be good though so I'll see what projects I can get
done. My gauth implementation would have prevent my HF account from being stolen.
 Only this time don't make it only usable by ub3rs.
 
 ahem.

Hydra - January 1, 2014, 6:19 pm 
When I heard about the breach, I started laughing. I know how much effort you put into security for
us and the forum as a whole and I sat back watching everyone freaking out. Glad everything has
settled and know we're all safe, as usual.

Control Panel - January 1, 2014, 6:21 pm 
Did they open messages and read through them?

Orgy - January 1, 2014, 6:21 pm 
you know omni, with you getting threats like this now to ban me, you'd have to agree that just about
everyone hates me.
 
 wouldn't you say?
 
 [img]http://x.hackforums.net/uploads/awards/toilet-paper_24.png[/img]

SeraphsEmbrace - January 1, 2014, 6:21 pm 
 (Jan 1, 2014 07:10 PM)BaconSammich Wrote: [CITE] Thanks for removing my award Omni it felt
wrong having it.
 I find that unlikely seeing as you purchased it...

Vinnie - January 1, 2014, 6:22 pm 
 (Jan 1, 2014 07:11 PM)Omniscient Wrote: [CITE] And since this compromise occurred off HF I'd like
to post the 3 IPs logged that had Servage access.
 
 212.139.91.248 (Dynamic talktalk account)
 198.20.101.102 (VPN)
 216.104.36.236 (VPN)
 
 IPs that access my HF account:

https://hackforums.net/showthread.php?pid=37395647#pid37395647
https://hackforums.net/showthread.php?pid=37395468#pid37395468
https://hackforums.net/showthread.php?pid=37395494#pid37395494


 46.194.97.76 (Swedish ISP)
 212.139.91.248 (Dynamic talktalk)
 94.126.178.1 (proxy)
 197.85.186.42 (south african mweb isp)
 
 Not terribly important but I figure I'll post for historical purposes.  Just in case.
 I'll play around with the UK home based IP tomorrow morning. ?

Superstition - January 1, 2014, 6:22 pm 
 (Jan 1, 2014 07:21 PM)Orgy Wrote: [CITE] you know omni, with you getting threats like this now to
ban me, you'd have to agree that just about everyone hates me.
 
 wouldn't you say?
 
 [img]http://x.hackforums.net/uploads/awards/toilet-paper_24.png[/img]
 I wouldn't say every one hates you, But most people do..   But yes, you deserve the Asshole award

#Success - January 1, 2014, 6:24 pm 
 (Jan 1, 2014 07:21 PM)IguanaGang Wrote: [CITE] I find that unlikely seeing as you purchased it...
 What do you mean i purchased it no i didnt they gave it to me along with a few others.

wellager - January 1, 2014, 6:25 pm 
I have no questions, and I must say I'm impressed. You didn't panic under the heat of the moment,
yet you handled it like a pro. And it's a really good thing that they didn't get any data.
 Congratulations, it's good to see you back.

Club - January 1, 2014, 6:25 pm 
Shitty this had to interfere with your holiday. Thanks for fixing this.

Tiszy - January 1, 2014, 6:27 pm 
I actually feel sorry for you Omni. Myself as a food-lover had to hear that you had to leave your
breakfast, not only a breakfest but a delicious breakfast.
 
 Anyways, glad to see everything is up and running :) I actually got in touch with the hacker, or
atleast one of them I guess. I got his skype ID if you're interested. By the way, Para also got the
hackers account if you're interested in it. I can confirm it's his account. I think he's from either
Denmark, Sweeden or something. Atleast in the north. Anyways, I tried to purchase everything from
him, but after I saw Paras post and a PM discussion between him, I didn't go for it. My plan was to
purchase it and give it to you, lol.
 
 I tried my best to help, but guess I didn't do anything, if you look trough the PMs between Para and
me, you'll just laugh ^^
 
 Anyways;
 http://www.cheatdata.com/
 
 This site aint up yet, or? When I first thought you got Witza up again I messaged him about he's
now done, but then he linked me to that site. I found it via Witza btw.
 
 Anyways, I'm glad to see everything is up again, and I wish you a good new year Omni :)
 
 - Tiszy
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Alanay - January 1, 2014, 6:28 pm 
Ugh, I got blamed and rep-fucked a little because of this. Then people said that I claimed credit for
the attacks, all I did was make a thread expressing my concern and alerting people. Anyway, it was
still a funny day.

Cameron - January 1, 2014, 6:33 pm 
It's extremely unfortunate what happened.
 Although this should only make HF stronger and safer, I'm sure you'll do what you can to prevent it
from ever happening again.
 
 Also props to yourself and Staff for keeping the panic level low when everything was happening.

Weebex - January 1, 2014, 6:35 pm 
I feel sad for Omni missing his delicious breakfast, which Id hope to see bacon on it. But happy to
see everything up and running by our wonderful admin Omni. Today as just insane, people in terror

Renowned - January 1, 2014, 6:36 pm 
These poor skids, left all alone wondering what they did wrong just praying someone still tries to buy
a bs DB from them.. Ahh, the stupidity is high.
 
 Anyway, nice job Omni.
 
 P.S; What was for breakfast?

The Commander - January 1, 2014, 6:37 pm 
Fucking bitches that have nothing better to do than make life harder for you Omni. I bet you have a
shit ton of pms to deal with since it was Christmas etc.

Kid's - January 1, 2014, 6:37 pm 
 (Jan 1, 2014 07:27 PM)Tiszy Wrote: [CITE] I actually feel sorry for you Omni. Myself as a food-lover
had to hear that you had to leave your breakfast, not only a breakfest but a delicious breakfast.
 
 Anyways, glad to see everything is up and running :) I actually got in touch with the hacker, or
atleast one of them I guess. I got his skype ID if you're interested. By the way, Para also got the
hackers account if you're interested in it. I can confirm it's his account. I think he's from either
Denmark, Sweeden or something. Atleast in the north. Anyways, I tried to purchase everything from
him, but after I saw Paras post and a PM discussion between him, I didn't go for it. My plan was to
purchase it and give it to you, lol.
 
 I tried my best to help, but guess I didn't do anything, if you look trough the PMs between Para and
me, you'll just laugh ^^
 
 Anyways;
 http://www.cheatdata.com/
 
 This site aint up yet, or? When I first thought you got Witza up again I messaged him about he's
now done, but then he linked me to that site. I found it via Witza btw.
 
 Anyways, I'm glad to see everything is up again, and I wish you a good new year Omni :)
 
 - TiszyBuying the shit from him? Wow a nice and kindly step you would do there for Omni :)

Tiszy - January 1, 2014, 6:38 pm 
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 (Jan 1, 2014 07:37 PM)ComicuL Wrote: [CITE] Fucking bitches that have nothing better to do than
make life harder for you Omni. I bet you have a shit ton of pms to deal with since it was Christmas
etc.
 Haha, I guess so. Omni is always a busy man, even though he said this was a small breach, I
guess he got a lot of PMs by this.

Fhoto. - January 1, 2014, 6:39 pm 
Meh, to be honest I probably contributed more than anyone to staff on this one.
 
 Anyway, glad everythings better.

Renowned - January 1, 2014, 6:40 pm 
 (Jan 1, 2014 07:39 PM)Fhoto. Wrote: [CITE] Meh, to be honest I probably contributed more than
anyone to staff on this one.
 
 Anyway, glad everythings better.
 Who cares? The real goal was making sure HF was fine. Rather than attempting to be a glory
hound, be glad nothing was really affected.

Fhoto. - January 1, 2014, 6:43 pm 

 
 They blackmailed me, just sayin'.
 
 Everyone look, and see everyone who was involed.
 
 'Danny' => dan.hf - The user 'Dan'?

Cubs - January 1, 2014, 6:45 pm 
I am really glad that I wasn't playing on HackerCraft today, I heard serval members got banned
(which isn't a problem to fix) and their items deleted.  But a server reset was in the future anyway, so
I assume no biggy.

Positive - January 1, 2014, 6:47 pm 
Glad to see everything is back as it was (besides the reputation of those users ?).

Dan. - January 1, 2014, 6:49 pm 
 (Jan 1, 2014 07:43 PM)Fhoto. Wrote: [CITE] 'Danny' => dan.hf - The user 'Dan'?
 Yeah man, I l33tH4X0reD witza the fuck up.

Sky� - January 1, 2014, 6:49 pm 
 (Jan 1, 2014 07:11 PM)Omniscient Wrote: [CITE] And since this compromise occurred off HF I'd like
to post the 3 IPs logged that had Servage access.
 
 212.139.91.248 (Dynamic talktalk account)
 198.20.101.102 (VPN)
 216.104.36.236 (VPN)
 
 IPs that access my HF account:
 46.194.97.76 (Swedish ISP)
 212.139.91.248 (Dynamic talktalk)
 94.126.178.1 (proxy)
 197.85.186.42 (south african mweb isp)
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 Not terribly important but I figure I'll post for historical purposes.  Just in case.
 2 extras which match up with what I pulled from the 'hacker'.
 
 79.66.124.161
 80.43.148.117
 
 Both same provider & all very close to the location of the TalkTalk you provided. I'm also pretty sure
I know which member is responsible, PM me, if you can be arsed.
 
 ~Arcane ?

The Commander - January 1, 2014, 6:52 pm 
 (Jan 1, 2014 07:38 PM)Tiszy Wrote: [CITE] Haha, I guess so. Omni is always a busy man, even
though he said this was a small breach, I guess he got a lot of PMs by this.
 Yeah a lot more pms from just this and with it being the Holidays he will be behind on work so that 2
hours is a lot of time that he could have used on the site for his usual work.

Gary - January 1, 2014, 6:52 pm 
Omni when will you be going through the PMs? Today? Tomorrow? Later in the week?

iExploits - January 1, 2014, 6:54 pm 
Do you know who did these shits? I mean.. their IP was probably saved when they logged into your
HF account...

Fhoto. - January 1, 2014, 6:55 pm 
 (Jan 1, 2014 07:54 PM)iTaylorSwift Wrote: [CITE] Do you know who did these shits? I mean.. their IP
was probably saved when they logged into your HF account...
 Uh, it was Liam (SlabHosting guy) who did it as well.

1n9i9c7om - January 1, 2014, 6:55 pm 
 (Jan 1, 2014 07:54 PM)iTaylorSwift Wrote: [CITE] Do you know who did these shits? I mean.. their IP
was probably saved when they logged into your HF account...
 Check out this post, Omni posted some IP addresses ;)

UnReLaTeD - January 1, 2014, 6:57 pm 
Whoever it was, wanted Orgy gone really bad... Lol.

Penar - January 1, 2014, 6:57 pm 
Omniscient, you're the freaking man. Thanks for updating us on the drama.
 
 Kudos to you, sir.

Stay Plural - January 1, 2014, 6:59 pm 
Lmfao this is retarded. Just imagining myself enjoy a nice breakfast and having to go back on the
internet because some weeddick fag hacker sociopath wants to mess with my online shit.
Ridiculous.

Sparta. - January 1, 2014, 7:03 pm 
Damnit. I was hoping for HackForums to be ruled by a group of monkeys...

EziNet - January 1, 2014, 7:07 pm 
About time! Omniscient  should close this thread now.
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The Judge - January 1, 2014, 7:07 pm 
What I'm actually wondering is, if there were any sjdb's installed when witza got hacked? (Dont
know much about it, so I might be incorrect)

webdev77 - January 1, 2014, 7:08 pm 
After reading through many responses and the derailed sub-discussions, I think it's pretty clear that
everyone is mostly at ease or so off track that they forgot what the main issue is. 
 
 After reading this again, I would have loved to join you at the party for the entertainment.

Omniscient - January 1, 2014, 7:10 pm 
Quote:Did they open messages and read through them? 
 No, they did not have that access.
 
 Quote:you know omni, with you getting threats like this now to ban me, you'd have to agree that just
about everyone hates me.
 
  wouldn't you say? 
  I don't hate you.  :)  
 
  Quote:Shitty this had to interfere with your holiday. 
 It would have sucked more had it happened yesterday. I was coming home today anways. Two
hours later and the breach would have been even more minor than it already was. They had about
an hour before I was able to get to a computer.  
 
 And at the very least we have a memorable 2014 New Years day. :)
 
 Quote:Also props to yourself and Staff for keeping the panic level low when everything was
happening. 
 Staff are pretty good about knowing to keep panic down and to wait till I can address the matter.  I
will always fix the problem and disclose what happened.  Panic doesn't help anyone and we
frequently see claims that HF was breached, that we're backdoored, or the site is infecting
members.  Stay Calm and Hack On.  
 
 Quote:I feel sad for Omni missing his delicious breakfast, which Id hope to see bacon on it. 
 It's almost 7pm and I still haven't eaten.  And I didn't get any bacon. Trying to keep my blood decent
and lower my cholesterol. When you get to be my age you have to start thinking about that stuff. 
Maybe it's time to get some dinner though. 
 
 I have 210+ PMs to deal with over the next day or two.  Gonna be lots for me to tackle but that
would be true even if this didn't happen.  
 
 Quote:These poor skids, left all alone wondering what they did wrong just praying someone still
tries to buy a bs DB from them.. Ahh, the stupidity is high. 
 Oh gawd I hope someone does buy it from them.  They're gonna have some fun when they see the
file. :)
 
 Quote:Fucking bitches that have nothing better to do than make life harder for you Omni. 
 For every 1 idiot trying to make my life harder I have 1000 members of HF that improve my life.  I'd
say I get the better end of things.
 
 Quote:Hey, Omniscient, I got repfucked too... Could I get a rep reset? 
 I rep fucked you. 



 
 Quote:P.S; What was for breakfast? 
 It was a VIP breakfast buffet.  I had a salmon omelette, some fine cheeses, fresh squeezed OJ,
coffee, and a nice piece of roast beef.  
 
 Quote:Omni when will you be going through the PMs? Today? Tomorrow? Later in the week? 
 I'll need 48-72 hours to be 100% on all customer service.
 
 Quote:pleasecan you tell us how this scumbag is not banned yet!?
  He should be perma banned and his info including ssn and cc info should be public allover the net
  he doesnt deserve to have internet connections
  he shouldbe in jail. 
 Orgy at least has enough respect to follow HF policies for the most part.  As for him being in jail or
whatever...that's not up to me.  
 
 I think it's funny though someone tried to strongarm me.  As if it would work...phew.  Not once in 7
years have I given into the demands of anyone that threatens me.   I'd rather close HF down than be
someone's bitch.  
 
 Quote:Lmfao this is retarded. Just imagining myself enjoy a nice breakfast and having to go back
on the internet because some weeddick fag hacker sociopath wants to mess with my online shit.
Ridiculous. 
 I live with this possibility in my life every single day.

Orgy - January 1, 2014, 7:13 pm 
 (Jan 1, 2014 08:10 PM)Omniscient Wrote: [CITE] No, they did not have that access.
 
  I don't hate you.  :)  
 
 It would have sucked more had it happened yesterday. I was coming home today anways. Two
hours later and the breach would have been even more minor than it already was. They had about
an hour before I was able to get to a computer.  
 
 And at the very least we have a memorable 2014 New Years day. :)
 
 Staff are pretty good about knowing to keep panic down and to wait till I can address the matter.  I
will always fix the problem and disclose what happened.  Panic doesn't help anyone and we
frequently see claims that HF was breached, that we're backdoored, or the site is infecting
members.  Stay Calm and Hack On.  
 
 It's almost 7pm and I still haven't eaten.  And I didn't get any bacon. Trying to keep my blood decent
and lower my cholesterol. When you get to be my age you have to start thinking about that stuff. 
Maybe it's time to get some dinner though. 
 
 I have 210+ PMs to deal with over the next day or two.  Gonna be lots for me to tackle but that
would be true even if this didn't happen.  
 
 Oh gawd I hope someone does buy it from them.  They're gonna have some fun when they see the
file. :)
 
 For every 1 idiot trying to make my life harder I have 1000 members of HF that improve my life.  I'd
say I get the better end of things.
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 I rep fucked you. 
 
 It was a VIP breakfast buffet.  I had a salmon omelette, some fine cheeses, fresh squeezed OJ,
coffee, and a nice piece of roast beef.  
 
 I'll need 48-72 hours to be 100% on all customer service.
 
 Orgy at least has enough respect to follow HF policies for the most part.  As for him being in jail or
whatever...that's not up to me.  
 
 I think it's funny though someone tried to strongarm me.  As if it would work...phew.  Not once in 7
years have I given into the demands of anyone that threatens me.   I'd rather close HF down than be
someone's bitch.  
 
 I live with this possibility in my life every single day.
 I like you, too, Omniscient. :) Anyway I'ma stop being ridiculous in this thread lol. Have a nice night
buddy

Penar - January 1, 2014, 7:13 pm 
"I repfucked you." 
 
 Literally made my night, man. You're so blunt and funny.

J. McCarthy - January 1, 2014, 7:13 pm 
Just whip up some mystery meat and SPAM (not the post kind) for dinner omni 
 That's what my grandpa always makes lol

Roger Waters - January 1, 2014, 7:14 pm 
 (Jan 1, 2014 08:10 PM)Omniscient Wrote: [CITE] It was a VIP breakfast buffet.  I had a salmon
omelette, some fine cheeses, fresh squeezed OJ, coffee, and a nice piece of roast beef.
 Dude, that fucking sounds Delicious, I would have loved to have that for breakfast. Have you ever
had a Venison Omelette man? Its fucking great.

EziNet - January 1, 2014, 7:15 pm 
I was expecting something in 01-01-2014, it's 01-02-2014 now ? You'll know what I'm talking about
when you read PM @Omniscient :)

Sky� - January 1, 2014, 7:15 pm 
Everything sounds nice but a Salmon omelette? I'm not too convinced ?
 
 ~Arcane ?

ha4x0r - January 1, 2014, 7:16 pm 
 (Jan 1, 2014 08:15 PM)BitMoney™ Wrote: [CITE] I was expecting something in 01-01-2014, it's
01-02-2014 now ? You'll know what I'm talking about @Omniscient :)
 Yeah updating the logo with fireworks. ?

ZuGgY - January 1, 2014, 7:18 pm 
Glad to see everything is back to under control
 
 Thanks omni

Darkwin - January 1, 2014, 7:24 pm 
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Glad to hear everything its safe, Some of us really take for granted the work you do around here.
Sorry to hear about you missing your breakfast, Should've asked for a doggy bag. :D

Inkling - January 1, 2014, 7:24 pm 
Glad to hear that everything is okay and back to normal.

Omniscient - January 1, 2014, 7:25 pm 
Quote:I like you, too, Omniscient. :) 
 Ambivalence is a better description.
 
 I'll lock this thread soon.  Para already cleaned up about 6 pages of nonsense.  :(

#Success - January 1, 2014, 7:26 pm 
Any time frame on when the server will be reset or back online?

KFC Watermelon - January 1, 2014, 7:28 pm 
I'm curious on how they banned and rep fucked members without access to the staff control panel.

ha4x0r - January 1, 2014, 7:29 pm 
I don't play minecraft but if the whole economy reset I might join.

scam. - January 1, 2014, 7:29 pm 
Thanks a lot, Omni. I do not think any other forum owner would handle a situation like this so well.
Keep up the good work. ?

Gary - January 1, 2014, 7:29 pm 
 (Jan 1, 2014 08:10 PM)Omniscient Wrote: [CITE] I'll need 48-72 hours to be 100% on all customer
service.
 Thanks for the update! That's a lot of PMs you have to go through!

guycheap - January 1, 2014, 7:30 pm 
Happy New Years to you too Omni.
 
 I'm glad you got everything working, these guys are targeting everything on HF they also took down
a company I worked for, I'm happy they know who their dealing with. 
 
 Now you will have less time to spend with ur family which sucks but hey its the business that keeps
the house running and the wife's requests functioning.

630 - January 1, 2014, 7:32 pm 
Glad to see everything is back to normal. Looking forward to the Minecraft server coming back
online.

The Judge - January 1, 2014, 7:33 pm 
I'm still wondering what the answer is regarding my earlier question; 
https://hackforums.net/showthread.php?tid=3967707&pid=37396818#pid37396818
 
 Anyone?

ha4x0r - January 1, 2014, 7:35 pm 
 (Jan 1, 2014 08:33 PM)The Judge Wrote: [CITE] I'm still wondering what the answer is regarding my
earlier question; https://hackforums.net/showthread.php?tid=3967707&pid=37396818#pid37396818
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 Anyone?
 No such things were put, just an html file with texts.

Mineo - January 1, 2014, 7:35 pm 
The person that 'hacked' us was Ramnof from Leak.sx, he was arrested for Terrorism and Hacking
but nothing happened.

The Commander - January 1, 2014, 7:36 pm 
 (Jan 1, 2014 08:10 PM)Omniscient Wrote: [CITE] For every 1 idiot trying to make my life harder I
have 1000 members of HF that improve my life.  I'd say I get the better end of things.
 Fair enough man, I guess it just kept you from getting your usual amount of work done.

ChingChang - January 1, 2014, 7:36 pm 
Jesus christ, this thread has been a read and a half, started reading and by the end of it, 2 new
pages of posts had been made. Omni your a great guy keep it up, you've got a great balance
between keeping things straight and having a laugh.

Paradoxum - January 1, 2014, 7:38 pm 
 (Jan 1, 2014 08:25 PM)Omniscient Wrote: [CITE] Ambivalence is a better description.
 
 I'll lock this thread soon.  Para already cleaned up about 6 pages of nonsense.  :(
 Make that 7 pages of nonsense. ?

Trihunter3 - January 1, 2014, 7:39 pm 
Glad to hear things worked out.
 
 i bought l33t today, so it should mean that im alright since your witza account was not fully hacked
right?
 
 Also when you have free time please reset HC so we can start playing on it!

Androctonus - January 1, 2014, 7:42 pm 
It was interesting to see happen. People rep fucked left and right, kind of made me giggle as it was
mostly people who were actively posting in every thread about this event. Cheers to the new year
and a well resolved mini-breach.
 
 Quote: A follow up email was sent to me threatening me to ban Orgy or else 
 ? 
 
 Made my night.

Cyber - January 1, 2014, 7:43 pm 
Man the minecraft server I just bought minecraft and was going to get active in that server.

ChingChang - January 1, 2014, 7:44 pm 
 (Jan 1, 2014 08:29 PM)eg7p1 Wrote: [CITE] I don't play minecraft but if the whole economy reset I
might join.
 Agree with you man, I don't want to be behind.

#Reliant - January 1, 2014, 7:45 pm 
Damn, at first when I heard something happened, I was like "oh shit", then I was like, "Omni's
smarter than that."
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 Glad everything is fixed. :)

pwnegekill - January 1, 2014, 7:45 pm 
Wow it looks like you handled it real well, do you have any idea what the real identities of the
hackers are? Glad that none of your personal things were compromised too hard.

Orgy - January 1, 2014, 7:49 pm 
 (Jan 1, 2014 08:25 PM)Omniscient Wrote: [CITE] Ambivalence is a better description.
 
 I'll lock this thread soon.  Para already cleaned up about 6 pages of nonsense.  :(
 Huh. Never seen that word before. I like it. Just admit you like me. You and I are besties and we'll
be drinking some fine scotch together one day.

MATT?HEW - January 1, 2014, 7:49 pm 
Glad it's taken care of. 
 
 I was clicking on these threads and all the sudden when I refreshed I didn't have access.
 
 Now I know why lol.

Chrazy - January 1, 2014, 7:55 pm 
Self gratifying nonsense in all honesty but whatever helps the ego.   Bunch of kids got access to a
couple things had a bit of fun then it ended.  Pretty much sums it up.

?nxy - January 1, 2014, 7:58 pm 
I'm really just sitting here and everything is incredible. ?

l???l??¢? - January 1, 2014, 8:05 pm 
 (Jan 1, 2014 08:35 PM)Mineo Wrote: [CITE] The person that 'hacked' us was Ramnof from
hackforums.net, he was arrested for Terrorism and Hacking but nothing happened.
 I used to talk to that dude then he disappeared :/.

Billie Joe - January 1, 2014, 8:08 pm 
Nice work Omni, seems like you did a really nice job of handling this!

Grin - January 1, 2014, 8:12 pm 
Although that was a minor breach, the nuisance was probably irritating. Hell, I'd be pissed if I missed
breakfast. 
 
 Thanks for updating us, though.

ItsFluffy - January 1, 2014, 8:19 pm 
that's a whole helluva lot of effort to go through in order to ultimately accomplish squat.
 i guess you could say good attempt but really, patience is a virtue and since they went ahead with
their actions preemptively, they lost out

Omniscient - January 1, 2014, 8:26 pm 
Quote:Any time frame on when the server will be reset or back online? 
 My guess is that it won't happen till tomorrow when I can figure out with Astonish the best path to
take.
 
 Quote:A little off topic but what will happen to Hackercraft now, does this mean there will be a whole
economy reset? 
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 It looks to me like the economy was ruined by a massive /give command.  Unsure yet what
measures we'll take.
 
 Quote:I'm curious on how they banned and rep fucked members without access to the staff control
panel. 
 None of that requires admincp access.
 
 Quote:What I'm actually wondering is, if there were any sjdb's installed when witza got hacked?
(Dont know much about it, so I might be incorrect) 
 Not that I noticed.  If they did then it was removed before I had regained control.  Also they never
gained access to net.witza.com which is where we link to for upgrades.  We don't actually link to the
Servage hosting account at all.  
 
 The servage account is a legacy account I've had for years and I'm going to completely phase it out
and close the account. They've proven themselves to be completely incompetent.  At Servage the
only thing there besides a couple email forwards are static sites.
 
 Quote:i bought l33t today, so it should mean that im alright since your witza account was not fully
hacked right? 
 Orders and the order page were never compromised.  Not even close.
 
 Quote:Also when you have free time please reset HC so we can start playing on it! 
 HackerCraft will need to sit till at least tomorrow.
 
 Quote:Man the minecraft server I just bought minecraft and was going to get active in that server. 
 Probably going to be a good time to start actually as we may see some resets.
 
 Right now I'm embroiled in a heated discussion with Servage about this. Apparently they're idiots
that are refusing to believe they were the problem. They keep telling me I should change my
credentials to be secure. Meanwhile the problem is on them for their chat support probably changing
my info for malicious users.  Unreal. I'll be dropping them at the end of my billing cycle.

Rooter - January 1, 2014, 8:29 pm 
So they threatened you just to ban Orgy? Seems pretty low to me. Glad that nothing very serious
was done and your coinbase account is okay :)

G H 0 5 T - January 1, 2014, 8:29 pm 
Omniscient, I'd like to congratulate you on fixing it in such a timely manner and handling it properly.
Skids will be skids, they tried messing with someone who know's how to secure his shit. Pretty fun
actually.
 
 Happy New Years!

wellager - January 1, 2014, 8:30 pm 
 (Jan 1, 2014 09:29 PM)Rooter Wrote: [CITE] So they threatened you just to ban Orgy? Seems pretty
low to me. Glad that nothing very serious was done and your coinbase account is okay :)
 You know what they say.
 
 No promises,
 No demands,
 Love is a battlefield.

eiqht - January 1, 2014, 8:30 pm 
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Besides the breach and everything, you met Katy Perry? Damn, I would kill to see those boobies irl.

#Success - January 1, 2014, 8:31 pm 
 (Jan 1, 2014 09:30 PM)Yellows Wrote: [CITE] Besides the breach and everything, you met Katy
Perry? Damn, I would kill to see those boobies irl.
 Man if only i could rep for that statement she has a great set of boobs

Canc?r - January 1, 2014, 8:32 pm 
Not very impressive social engineering someone stuff who's info is public. Regardless, you should
look into transfering your domains to a more secure registrar. There was one who had a special
service for stopping SE attempts but I can't remember which one. ?

logging*machine - January 1, 2014, 8:33 pm 
Glad it was only a minor breach. And everything's fixed now.

v?x? - January 1, 2014, 8:35 pm 
User data from this site may have not been stolen, but all sites hosted on Witza server have been.
Which still has not been fixed. The following domains are the ones still defaced:
 
 browserbattle.net
 linuxbattle.com
 
 What do you intend to do about the breach of data for those other sites, Omni?

NegativeRep - January 1, 2014, 8:38 pm 
Hacking omni.. the Viagra of the internet.. Let's just hope their e-penises stay up for more then 4
hours and they have to get their e-penises cut off.

Vince - January 1, 2014, 8:38 pm 
 (Jan 1, 2014 09:30 PM)Yellows Wrote: [CITE] Besides the breach and everything, you met Katy
Perry? Damn, I would kill to see those boobies irl.
 The only set of titties I'd love to motorboat for hours on end.
 
 ?

D??M! - January 1, 2014, 8:41 pm 
"Oh shit, BV1 has past my rep again. Quick, lets blame it on some hacker rep fucking me!"
 
 Nice try Orgy... We all knew this day was coming.

Cleveland Brown - January 1, 2014, 8:44 pm 
What is going to happen to the members who hacked? is there a way to track them down?

Heisenberg - January 1, 2014, 8:45 pm 
Technically you lost more than a cent taking the bill of the breakfast you paid for into consideration.

Understalker - January 1, 2014, 8:46 pm 
 (Jan 1, 2014 09:44 PM)Cleveland Brown Wrote: [CITE] What is going to happen to the members who
hacked? is there a way to track them down?
 Omniscient doesn't care who did it.

Dood - January 1, 2014, 8:54 pm 
Well, at least we now have an almost definite answer to the HackerCraft server question. Good thing

https://hackforums.net/showthread.php?pid=37398708#pid37398708
https://hackforums.net/showthread.php?pid=37398708#pid37398708
https://hackforums.net/showthread.php?pid=37398986#pid37398986


I did my giveaway prize drawing early, otherwise I probably would have ended up with a closed
account.
 
 Hackforums is like the first stepping stone of every hacking group's journey...

Omniscient - January 1, 2014, 8:55 pm 
Quote:browserbattle.net
  linuxbattle.com 
 No user data there.  I'll fix those sites now.  
 
 Quote:Technically you lost more than a cent taking the bill of the breakfast you paid for into
consideration. 
 It was a complimentary breakfast.

v?x? - January 1, 2014, 8:59 pm 
 (Jan 1, 2014 09:55 PM)Omniscient Wrote: [CITE] No user data there.  I'll fix those sites now.  
 
 It was a complimentary breakfast.
 I have a copy of all files that were stolen, if you wish to take a look?
 
 Before all you skids PM me, no I am not releasing this. It will be for mine and Omniscients eyes 
ONLY.
 
 EDIT: The main compromised data was pronforum. However you seem to not care about that site.

Kill Joy - January 1, 2014, 9:01 pm 
Thank you for the update and the quick actions you did to ensure our security. :)
 
 It goes to show you actually do care about the members here as some people get the opposite
impression.
 
 Edit: Quick question: Did you get an autograph from Katy Perry?
 Edit 2: If possible, post some pictures? That is all. :P

Blazin - January 1, 2014, 9:03 pm 
Thank you for the update omni. Glad you are on top of things now. Hopefully you can prevent how
this was done, and it just made you secure things that much better bro :)

Nas - January 1, 2014, 9:07 pm 
I have a question. 
 
 You said that there a passcode in the staff section also a Htaccess for the admin pannel. 
 Did'int you send the passcodes via PM to other staff? They posted on twitter saying they looked
threw your PM's or whatever. 
 I'm not claiming anything, this is just question.

DeltaGrinch - January 1, 2014, 9:15 pm 
Would you prevent this from happening in the future? Reading this made me sad though, you
haven't finish/started eating your breakfast.

Omniscient - January 1, 2014, 9:17 pm 
Quote:I have a copy of all files that were stolen, if you wish to take a look? 
 It's nothing of value.   

https://hackforums.net/showthread.php?pid=37399208#pid37399208


 
 Quote:EDIT: The main compromised data was pronforum. However you seem to not care about
that site. 
 I use unique credentials to login to every site.  And well before that site died I had users force PW
change here on HF.  Very unlikely any credentials of members still work and they have to be
unhashed anyways.  Most of the accounts on that site are spam anyways.  
 
 I expect within 30 days nothing will be left on the Servage account. I'll use another of my junk hosts
and split up the content.

v?x? - January 1, 2014, 9:20 pm 
 (Jan 1, 2014 10:17 PM)Omniscient Wrote: [CITE] It's nothing of value.   
 
 I use unique credentials to login to every site.  And well before that site died I had users force PW
change here on HF.  Very unlikely any credentials of members still work and they have to be
unhashed anyways.  Most of the accounts on that site are spam anyways.  
 
 I expect within 30 days nothing will be left on the Servage account. I'll use another of my junk hosts
and split up the content.
 Understandable. Well, good luck with cleaning up this (not so big of a) mess. Cheers for your
replies!

evilace - January 1, 2014, 9:20 pm 
When will you be replying to sticky threads? You replied to me but not the 2nd time. It's only
because I won't be on soon. Thanks man and good luck with security checks.

Nostre - January 1, 2014, 9:20 pm 
[Video: http://www.youtube.com/watch?v=viGBFJXxnS0]
 
 Glad nothing serious happened to the site.

Omniscient - January 1, 2014, 9:22 pm 
Okay, I think I answered all questions and all important info was discussed.  
 
 I'm closing this now and I'll unstick it in a day or two.  
 
 Thanks everyone.

 

https://hackforums.net/showthread.php?pid=37399618#pid37399618
http://www.youtube.com/watch?v=viGBFJXxnS0

