Forum:Hack Forums

Thread: How put link as gmail attachment - very strange situation!!!!

tra_extra - January 22, 2014, 9:26 am

How can we put our link in gmail attachment?

i got a strange email and worked 2 hours on it, but i could n't figure out how could they put their link
as an attachment.

chek out this picture :

[img]http://#/BHqJpX.png[/img]

please consider on that address in task bar!

how people can do that?

when i click on Download or Download All i jumped to browser and go to sender's web site.
there is no save or save as about those links.

also consider on attachment names.(ends with .pdf)

if you want i can Forward that email to you for check, so put your email here.

thanks in advance

Sexy Devil - January 22, 2014, 10:27 am

hmmm...

i've never experienced a redirecting attachment like this before.
i have no idea~

tra_extra - January 22, 2014, 10:39 am

(Jan 22, 2014 11:27 AM)Sexy Devil Wrote: [CITE] hmmm...

I've never experienced a redirecting attachment like this before.
i have no idea~

hi, please give me a gmail account and see what am i saying!
SO strange...

i never saw something like that in hacking comunities!

Spoiler (Click to View)
should i move this important thread to another topic?
why there is no people around here?

Sexy Devil - January 22, 2014, 10:49 am
Yes, | suggest you move it to the "White Hat Help" Section.
This section is for tutorials, so may be a reason no one looking into your problem...

tra_extra - January 22, 2014, 10:55 am

how can i move my own threads to another topic?

besides this is not white hat, that pdf link leads me to a phishing page dude.
will be nice try for spreading ::)

Sexy Devil - January 22, 2014, 11:11 am
Ask a moderator to delete this thread.
Create a new thread in the "White Hat" help section.


https://hackforums.net
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https://hackforums.net/showthread.php?pid=37861509#pid37861509
javascript:void(0);

tra_extra - January 23, 2014, 1:58 am
(Jan 22, 2014 04:57 PM)[l]nsanity Wrote: [CITE] Spoiler (Click to View)

figured it out :D

it's not hard so i'm not telling you how :3

jesus...

learn some photoshop dude!

you totally Fu... that image :D

i tried shortcuts with no help / google can recognize every extension...
tell us man,

share it with us.

why are you doing this :D

we can create a shortcut like this:

1-create a txt file.

2-put these on that :
[{000214A0-0000-0000-C0O00-00000046}]

Prop3=19,2

[InternetShortcut]

URL=https://hackforums.net/

IDList=

HotKey=0

[Monitoreditem]

FeedUrl=https://hackforums.net/

IsLivePreview=true

3-change it's extension to .url

now we have a url file.

i could n't understand that .pdf extension on that attachment.
also attach a url file does not work, also google wants to open every attached pdf file in it's reader.
how could you find a solution about that?

and this is html codes of a file that can open a web page in browser :
<html>

<head>

<meta http-equiv="refresh" content="2;url=https://hackforums.net/">
</head>

<body></body>

</htm|>

so what is the relation between .url & .pdf & .htm file on my question?

thanks in advance

tra_extra - January 26, 2014, 12:27 am
no answer?
@nsanity where are u man?

reback - January 26, 2014, 11:44 am
| also wanna know :D .. Insanity , share? :P

tra_extra - January 27, 2014, 5:05 am
we really want to know :D share man, share!
@reback, i sent you that email.


https://hackforums.net/showthread.php?pid=37868087#pid37868087
javascript:void(0);

bluesky56 - January 27, 2014, 6:31 am
Uhmm, it's possible that the email containing a malware template in PDF.

reback - January 27, 2014, 8:08 am

(Jan 27, 2014 06:05 AM)tra_extra Wrote: [CITE] we really want to know :D share man, share!
@reback, i sent you that email.

Lol, i thought it'll be a PDF exploit or anything. | even researched for 2-3 hours for this (learn new
stuff though) before getting this email.

After receiving the email it was too easy.

Well its just a SE trick by proper styling and hyperlinking.
[img]http://[#/dH4bRZ.jpg[/img]
[img]http://#/1z6Xe3.jpg[/img]

Nothing more! ?

tra_extra - January 27, 2014, 6:44 pm

dear @PDF exploit,

would you please refer us to a link!

what is your meaning about styles & hyperlinking?

styles are for html files and there is no code injection of our gmail account.(it's possible when your
system is hacked, but my system and urs are clean).

i searched many times for SE trick about pdf files, but i always got some urls about SEO :D

Tenaxium - January 27, 2014, 6:45 pm
Did you try hiding that stuff because | can see right threw it 0_0

tra_extra - January 27, 2014, 6:53 pm
@TENAXIUM

hide what?

attachments?

what is SE Trick?

(oh let me see :D)

HarveySpecter - January 27, 2014, 7:09 pm

Never seen anything like that before. 0.0 | taking a guess here but that link has .edu which i think
has something to do with it. (I might be wrong).

tra_extra - January 27, 2014, 7:24 pm

hmmmmmm

i thought find the answer,

i tried some styles and jquery codes, but google always find the real extension and wants to open it
in it's manner.

link dude, link :D:D:D:D

also there is nothing in attachment link styles?

what about .pdf extension?

reback - January 28, 2014, 4:31 am
he did nothing but to write the stuff like

Trasnfer.pdf View Download


https://hackforums.net/showthread.php?pid=37963149#pid37963149

and hyperlinked the View & Download with the phishing URL .

Styling: Format the message just as same as the gmail normally do when an attachment is
received.

There WAS NOT any actual attachments.
And YES, gmail allows hyperlinking.

(Jan 27, 2014 07:45 PM)TENAXIUM Wrote: [CITE] Did you try hiding that stuff because | can see
right threw it 0_0
You got some special eyes over their, keep them safe! they're precious! :D

Hitchhik3R - January 28, 2014, 8:29 am
thanx for the sharing... some explanations would be better

thanx anyway

turhanen - January 28, 2014, 12:25 pm
| made it like this but only problem is i don't get there any white box what was in you picture.
Now there is a my self-made gray box but its don't look good because | do not get it in the center ?

[img]http://s29.postimg.org/sb3hz7gg7/first.jpg[/img]
[img]http://s11.postimg.org/nhwrd8eub/sec.jpg[/img]

BlueFreakLP - January 28, 2014, 12:27 pm
Hmm,
normally the Files are on the Google Server lol

tra_extra - January 28, 2014, 8:48 pm
Finally i got it,

thanks for the right path :D
here is the prove :

[img]http://#/S3nB8e.png[/img]

was very interesting and new... :D

plz give repu to @reback

can we do that with other mails? (yahoo - hotmail - etc)

reback - January 29, 2014, 12:50 pm
| guess you cant on @live with the same trick! unless you use some extreme 33t exploit :P

tra_extra - January 29, 2014, 9:51 pm

(Jan 28, 2014 01:25 PM)turhanen Wrote: [CITE] | made it like this but only problem is i don't get there
any white box what was in you picture.

Now there is a my self-made gray box but its don't look good because | do not get it in the center ?

[img]http://s29.postimg.org/sb3hz7gg7/first.jpg[/img]


https://hackforums.net/showthread.php?pid=37978060#pid37978060
https://hackforums.net/showthread.php?pid=37991330#pid37991330

[img]http://s11.postimg.org/nhwrd8eub/sec.jpg[/img]

dear sir,
it's easy, just set the visibility="Hidden" or display="none" of those grayed areas.

that's all...



