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Thread: [Keep an eye on this] Confirmed = Facebook Exploit

Ergo Proxy - January 27, 2014, 9:48 pm
Original credit goes to this thread for spotting it early:
https://hackforums.net/showthread.php?tid=4024596

This page is accumulating tens of thousands of real likes REALLY fast for no reason:
www.facebook.com/pages/Pure-picture/350041885134275

These are not botted in fact, a few of my friends on Facebook have liked the page without knowing
So.

Possibilities:
1) Worm
2) Facebook Exploit (maybe silent clickjacker?)

Lets keep an eye out on this and see how big this page ends up getting before Facebook realises.
Keep an eye out for the page guys!

Maximum? - January 27, 2014, 9:49 pm
Wif that's strange. Maybe it's a hijacked app or some shit?

Viral Dragon - January 27, 2014, 9:50 pm

COuld be someone gained access to one of the servers. Found an applications vulnerable to attack
and attacked it
forcing people to silently like a page when they login to this app.

-Viral.

Ergo Proxy - January 27, 2014, 9:53 pm

(Jan 27, 2014 10:50 PM)Viral Dragon Wrote: [CITE] COuld be someone gained access to one of the
servers. Found an applications vulnerable to attack and attacked it

forcing people to silently like a page when they login to this app.

-Viral.
It could definitely be an application exploit.

It's obvious by the page name that the hacker is testing out the waters. This could be very profitable
for him lol.

yawaka - January 27, 2014, 9:54 pm
i think it's javascript or something idk ?

Inkling - January 27, 2014, 9:54 pm
I'm willing to bet it's the facebook Graph API on a rogue App that's doing this.


https://hackforums.net
https://hackforums.net/showthread.php?tid=4025830
https://hackforums.net/showthread.php?tid=4024596
http://www.facebook.com/pages/Pure-picture/350041885134275
https://hackforums.net/showthread.php?pid=37981228#pid37981228

prOtobit - January 27, 2014, 9:54 pm
That's really fucking weird. I've seen a bunch of Facebook hacks and what not, but never really
anything along these lines. Definitely keeping an eye on this.

NoodleBot™ - January 27, 2014, 9:57 pm
This is simply what happens when certain apps get through the "standard testing" and security tests.

iRead - January 27, 2014, 9:59 pm
I'll check on this in the morning, currently at 46,100

Sonarx - January 27, 2014, 10:00 pm

(Jan 27, 2014 10:49 PM)X-Raye Wrote: [CITE] Wtf that's strange. Maybe it's a hijacked app or some
shit?

This is what | was thinking. The possibilities of an internal fb exploit vs. an application exploit that all
these users have... eh most likely the latter. | don't have a facebook anymore, but I'd like to see how
this plays out.

Ergo Proxy - January 27, 2014, 10:03 pm

currently at 46,100
Lol it's increasing steadily every minute, | bet it'll hit a million.

Crake - January 27, 2014, 10:05 pm

Right, big fracking deal. It's likely just a worm. There's literally hundreds of malicious FB apps that
could do this, and even some silent ones. In fact, I'm building an app that could potentially be
applied in this manner (looking for prices -- check my sig, right link)

Texium - January 27, 2014, 10:12 pm
Thanks for alerting me, I'll keep an eye out.

Maxorg - January 27, 2014, 10:17 pm
| think it's a exploit VIA application or something so to like page :0 something like Facebook Hacker
maybe? ( the php product)

rapidfire08 - January 27, 2014, 10:23 pm
Something's definitely fishy...Need to investigate on it.

Avia - January 27, 2014, 10:26 pm
Hmm, none of my friends have liked it yet nor have i.

Ergo Proxy - January 27, 2014, 10:27 pm

(Jan 27, 2014 11:05 PM)emanb29 Wrote: [CITE] Right, big fracking deal. It's likely just a worm.
There's literally hundreds of malicious FB apps that could do this, and even some silent ones. In
fact, I'm building an app that could potentially be applied in this manner (looking for prices -- check
my sig, right link)

Well | said in the beginning it's NOT botted (which means apps). My friend who was a victim of
liking the page had no suspicious apps on his account. He was most likely silently clickjacked off a
reputable website or it was a worm on his computer (both are highly unlikely since in my opinion).

ddol - January 27, 2014, 10:29 pm
I've seen a few users like this page for no reason, but they clicked this url that led them to this news
story. So this would probably be some javascript/autoredirector.
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Crake - January 27, 2014, 10:38 pm

(Jan 27, 2014 11:27 PM)The HF Police Wrote: [CITE] Well | said in the beginning it's NOT botted
(which means apps). My friend who was a victim of liking the page had no suspicious apps on his
account. He was most likely silently clickjacked off a reputable website or it was a worm on his
computer (both are highly unlikely since in my opinion).

There's ways to use an app with a FB account without it being listed.

Goodies - January 27, 2014, 10:39 pm
Can you say, CSERF?
It's possible. | don't doubt it for a second.

Crake - January 27, 2014, 10:39 pm

(Jan 27, 2014 11:27 PM)The HF Police Wrote: [CITE] Well | said in the beginning it's NOT botted
(which means apps). My friend who was a victim of liking the page had no suspicious apps on his
account. He was most likely silently clickjacked off a reputable website or it was a worm on his
computer (both are highly unlikely since in my opinion).

There's ways to use an app with a FB account without it being listed.

Ergo Proxy - January 27, 2014, 10:40 pm

(Jan 27, 2014 11:38 PM)emanb29 Wrote: [CITE] There's ways to use an app with a FB account
without it being listed.

You're saying you could accept permissions to an app without it being listed? Wouldn't that be an
exploit?

Crake - January 27, 2014, 10:41 pm

(Jan 27, 2014 11:40 PM)The HF Police Wrote: [CITE] You're saying you could accept permissions to
an app without it being listed? Wouldn't that be an exploit?

No, that's not what an exploit is at all, as it can all be performed strictly on the client side. I'm being
purposefully vague so as not to give away the details of my project ?

Stealth™ - January 27, 2014, 10:42 pm
This is fucking hilarious.

3 of my friends "liked" it already lol.
I love all of the comments on the picture that say "I don't remember liking this page..."

Ergo Proxy - January 27, 2014, 10:43 pm

(Jan 27, 2014 11:41 PM)emanb29 Wrote: [CITE] No, that's not what an exploit is at all, as it can all
be performed strictly on the client side. I'm being purposefully vague so as not to give away the
details of my project ?

Well if an app evades the app listing it technically would be an exploit wouldn't it?

Goodies - January 27, 2014, 10:44 pm
| FOUND THE EXPLOIT!
Get 10k+ Likes on your page!

Spoiler (Click to View)

The profile picture:
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Crake - January 27, 2014, 10:46 pm

(Jan 27, 2014 11:43 PM)The HF Police Wrote: [CITE] Well if an app evades the app listing it
technically would be an exploit wouldn't it?

Not by my interpretation (a manipulation of a vulnerability in a system to create effects not originally
intended). | would not remotely call the method I'm sure this uses a "vulnerability".

Regulus - January 27, 2014, 10:47 pm
| will definitely keep myself updated on this page. Have no idea on what this could be. Just hope i
won't like this page automatically.

ha4x0r - January 27, 2014, 10:49 pm
Just that app feature, spreading the app page to people for them to allow it and he likes his own
posts.

“Xez - January 27, 2014, 10:54 pm

| know exactly how this is done. Pretty great isn't it?

Does anyone who liked the page use chrome as their browser? Because i can bet every single
person who liked the page does.

ha4xOr - January 27, 2014, 10:55 pm

(Jan 27, 2014 11:54 PM)?ReX Wrote: [CITE] | know exactly how this is done. Pretty great isn't it?
Does anyone who liked the page use chrome as their browser? Because i can bet every single
person who liked the page does.

How is it done if you know, isn't it that app thing?

$lick - January 27, 2014, 11:21 pm
(Jan 27, 2014 11:55 PM)eg7pl Wrote: [CITE] How is it done if you know, isn't it that app thing?
| would also like to see how this is done

xdkxdk - January 28, 2014, 12:00 am
Man that is crazy! Freaking cool tho. | wonder how they are doing it.

Crake - January 28, 2014, 12:16 am

It's not that hard. A year or so in Web Development and a bit of creativity ought to be enough for
anyone to get it.

Ergo Proxy - January 28, 2014, 1:10 am

(Jan 28, 2014 01:16 AM)emanb29 Wrote: [CITE] It's not that hard. A year or so in Web Development
and a bit of creativity ought to be enough for anyone to get it.

If a facebook app evades the app lists it's an exploit, simple as that. | doubt Facebook has such a 0
day.

Crake - January 28, 2014, 1:12 am

(Jan 28, 2014 02:10 AM)The HF Police Wrote: [CITE] If a facebook app evades the app lists it's an
exploit, simple as that. | doubt Facebook has such a O day.

It's not a 0 day and it's not an app doing the mechanic. It USES an app, but not on the client's side.

Arnette Rene - January 28, 2014, 1:14 am
| saw a thread on hf about a full page like button or something, thats all i know.

Kha'Zix - January 28, 2014, 1:15 am
Lol.
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Left it open for 5 minutes. Jumped up by 200 likes, one of them being me, I didn't even click like. lel.

Arnette Rene - January 28, 2014, 1:25 am

(Jan 27, 2014 11:54 PM)?ReX Wrote: [CITE] | know exactly how this is done. Pretty great isn't it?
Does anyone who liked the page use chrome as their browser? Because i can bet every single
person who liked the page does.l use google and i didnt like it ;)

Edit: IT HITTED 50.000 LOL

VoidEx. - January 28, 2014, 1:28 am
Isn't this just a app with like permissions liking the page...pretty common?

Krew - January 28, 2014, 1:29 am
Haha, they have already passed 50,000 likes. Magic.

Ergo Proxy - January 28, 2014, 4:21 am
Over 55k lol. | bet the page will hit 1m in no time.

dickbutt - January 28, 2014, 6:22 am
Reported it. Thanks for pointing it out OP. Facebook police out.

Amnesiac - January 30, 2024, 12:00 pm
This is weird as they come you know

Monero-chan - February 1, 2024, 6:22 pm
Replying to this 10 year old thread so mods can close it, thanks.
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