
Forum:Hack Forums 

 Thread: [WARNING] Hackforums phishing site / scammer.
 

 skilshotz - February 12, 2014, 1:01 am 
Hello hackforums, I just got a guy that added me on Skype.
 He is acting like he is intrested to buy something. After that he would like you to confirm that you
are the real owner of your Hackforums account.
 
 Then he'll sent a link over that redirects you to an hackforums phishing site.
 
 I don't have much time to describe it all in depht, but this clearly needs some attention !
 
 I'm not even sure this is the right place / section to post it.
 
 "Link removed" Didn't know it wasn't allowed to post phishing links. But it was just to warn you all !
 
 Image:
 Spoiler (Click to View)
 
 The last link he sent to me was the fake link that redirected to the phishing site.
 
 So be warned !
 
 His skype name: jake.hf1
 
 If this is not the right section let me know and I'll move it to where it should be. I just wan to post this
fast as I don't want people to get phished by this guy.
 
 Moved. -P

7H3 3XP3R7 - February 12, 2014, 1:59 am 
WTF ? that will be very bad  , Thanks Dear skilshotz for this Warning

Spending - February 12, 2014, 2:00 am 
Thanks for the warning. What a skiddie, that he thinks he can get off by stealing a HF account.

BlackLayer - February 12, 2014, 5:23 am 

 
 
 spam 10,000 post username and password just 180 seconds ?

Circle� - February 12, 2014, 5:29 am 
Nice thanks for this OP good job on helping the community.

Trapcode - February 12, 2014, 5:41 am 
Lets DDoS this website :rofl: ?

?XiS - February 12, 2014, 7:54 am 

https://hackforums.net
https://hackforums.net/showthread.php?tid=4055382
javascript:void(0);


The website actually looks legit ? 
 Thanks for the warning.

g????™ - February 12, 2014, 8:01 am 
https://hackforums.net/member.php?action=profile&uid=376466
 
 It links you to this profile when you login check it out!

$lick - February 12, 2014, 9:24 am 
I went to https://hackforums.net and it redirected me back here xD

Moji - February 12, 2014, 9:25 am 
Thank you for the warning OP, this could have been very bad. ?

Dropbox - February 12, 2014, 9:26 am 
thanks for the heads up dude, i am glad this guy got caught

Slimy - February 12, 2014, 9:28 am 
Thanks a bunch for alerting us of this, thanks again.

Spring - February 12, 2014, 9:34 am 
I can 't seem to find the "n" in the link which is in the skype image.

$lick - February 12, 2014, 9:36 am 
 (Feb 12, 2014 10:34 AM)Spring Wrote: [CITE] I can 't seem to find the "n" in the link which is in the
skype image.
 Me neither
 
 Am I missing something ?

Shoppa - February 12, 2014, 9:38 am 
Golden tip;
 Never login on websites others send you, just go to the website by yourself.
 
 Thanks for the warning op.
 
  (Feb 12, 2014 10:36 AM)? ? ?_? ?? ?Lazy™ Wrote: [CITE] Me neither
 
 Am I missing something ?
 I think the link contains 2 n's instead of an m.
 
 hackforunns and hackforums
 
 Just my guess though

$lick - February 12, 2014, 9:51 am 
 (Feb 12, 2014 10:38 AM)Shoppa Wrote: [CITE] Golden tip;
 Never login on websites others send you, just go to the website by yourself.
 
 Thanks for the warning op.
 
 
 I think the link contains 2 n's instead of an m.

https://hackforums.net/member.php?action=profile&amp;uid=376466
https://hackforums.net
https://hackforums.net/showthread.php?pid=38285361#pid38285361
https://hackforums.net/showthread.php?pid=38285397#pid38285397
https://hackforums.net/showthread.php?pid=38285445#pid38285445


 
 hackforunns and hackforums
 
 Just my guess though
 The picture link clearly shows an "m" not two n's 
 
 Also the phishing link is  http://hackforunms.net not  http://hackforunns.net
 
 Very odd

Viral Dragon - February 12, 2014, 9:58 am 
OP: 
 
 Remove the infected links and don't link out to them. Otherwise you may as well just be
encouraging people
 to click on it. Keep the notice, but remove the links please. 
 
 -Viral.

Bakedman - February 12, 2014, 9:58 am 
Let me explain this for you guys. You can send someone a link to a page that technically doesn't
exist so it redirects you to a certain page. Meaning, it may read as hackforums.net but when you
click it you will be redirected to hackforunnms.net. Key factor here is what others have stated.
NEVER log into a site from a link given to you by someone. Always go to the site and browse to that
page yourself. IF YOU DO click a link someone else gave you, always verify the full address in your
Browsers URL bar AFTER it has loaded the page.

skilshotz - February 12, 2014, 10:20 am 
 (Feb 12, 2014 10:58 AM)Viral Dragon Wrote: [CITE] OP: 
 
 Remove the infected links and don't link out to them. Otherwise you may as well just be
encouraging people
 to click on it. Keep the notice, but remove the links please. 
 
 -Viral.You can't actually click on it. And to make it clear for people that the N in the middle is the
fucked up link ...
 
 If they are going to copy the linkn in their browser then they should at least see the DO NOT LOGIN
HERE near the link.
 
 If you really think not, I'll remove it.
 
 Anyway let me make it more clear. The guy typed a kind of HTML message in skype. The link was
just totally legit hackforums link but redirected to the phishing site. I don't know how he does that.
Didn't even know it was possible to make a HTML code in skype.

Viral Dragon - February 12, 2014, 10:22 am 
 (Feb 12, 2014 11:20 AM)skilshotz Wrote: [CITE] You can't actually click on it. And to make it clear for
people that the N in the middle is the fucked up link ...
 
 If they are going to copy the linkn in their browser then they should at least see the DO NOT LOGIN
HERE near the link.
 

http://hackforunns.net
https://hackforums.net/showthread.php?pid=38285789#pid38285789
https://hackforums.net/showthread.php?pid=38286123#pid38286123


 If you really think not, I'll remove it.
 
 Anyway let me make it more clear. The guy typed a kind of HTML message in skype. The link was
just totally legit hackforums link but redirected to the phishing site. I don't know how he does that.
Didn't even know it was possible to make a HTML code in skype.
 I'm saying remove the links because phishing isn't allowed in any ahape or form, including
discussion. By keeping it there, you're
 enabling them to go visit the link and then there's always going to be that ONE (or more) stupid
person, who will actually login .. 
 with his real information. I'd like to avoid potential idiots giving away information. 
 
 -Viral.

moonhillmike - February 12, 2014, 10:24 am 
this is fake u can't use html codes in Skype , and hackforums.net redirects us on this site .. op is a
troll

skilshotz - February 12, 2014, 10:25 am 
 (Feb 12, 2014 11:22 AM)Viral Dragon Wrote: [CITE] I'm saying remove the links because phishing
isn't allowed in any ahape or form, including discussion. By keeping it there, you're
 enabling them to go visit the link and then there's always going to be that ONE (or more) stupid
person, who will actually login .. 
 with his real information. I'd like to avoid potential idiots giving away information. 
 
 -Viral.Thanks for the info, link removed. Now I hope people will notice it when they'll get contacted
by this fool.
 
  (Feb 12, 2014 11:24 AM)moonhillmike Wrote: [CITE] this is fake u can't use html codes in Skype ,
and hackforums.net redirects us on this site .. op is a trollLike I said I'm not even sure it is possible
to use HTML or w/e in skype but when I copied the link location it was clearly another link then the
one that showed up in skype ...

Omniscient - February 12, 2014, 12:05 pm 
If you fall for this simple phishing crap you deserve to lose your HF account.

 

https://hackforums.net/showthread.php?pid=38286153#pid38286153
https://hackforums.net/showthread.php?pid=38286184#pid38286184

