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 Thread: [TUT] BackTrack5 R3 - How to install TOR (works with ALL Debian dist.)
 

 nonA? - March 10, 2014, 5:19 pm 
Hello brothers, today im gonna show how to install and configure TOR with BackTrack5 R3.
 This tutorial got few very easy steps, follow these and your Firefox is configured to use TOR
everytime when you start the browser.
 
 Commands what you need to write to the Terminal.
 Code $apt-get install libssl-dev
 $wget http://www.torproject.org/dist/tor-0.2.5.2-alpha.tar.gz (Check if website if there are updated
version of TOR)
 $tar -xzvf tor-0.2.2.32.tar.gz
 $cd tor-0.2.2.32
 $chmod +x configure
 $./configure && make && src/or/tor
 Ok so lets start TOR installation, heres pictures step by step. So just follow these pictures and you
are using TOR faster than you can except.
 
 1st.
 [img]http://i.minus.com/jbwopoRUZi0o61.jpg[/img]
 2st.
 [img]http://i.minus.com/j6h9jMgN7okwr.jpg[/img]
 3rd.
 [img]http://i.minus.com/jbdy1R4FfK4V74.jpg[/img]
 4th.
 [img]http://i.minus.com/jp1NTRLBfcexx.jpg[/img]
 5th.
 To check that Tor has been setup properly, add the following settings to your Firefox browser and
then visit; https://check.torproject.org/
 [img]http://www.ethicalhack3r.co.uk/wp-content/uploads/2011/09/tor_firefox_config.png[/img]
 
 FINAL! When you go http://www.check.torproject.org it should look like this. (NOTE! Add that site to
your homepage, so you can be sure everytime when you open Firefox TOR is enabled.)
 [img]http://i.minus.com/jbvVnUi5spun9n.jpg[/img]
 
 You are now using TOR, thanks for your time!
 If you like this tutorial, leave comment so i will create more tutorials for BackTrack5.

bb1ox1bb - March 11, 2014, 9:41 am 
nice tuto mate any way making life easyest :) thanx respect 
 
 rep+

nonA? - March 11, 2014, 9:48 am 
 (Mar 11, 2014 09:41 AM)^Vv^eE$2qoyR Wrote: [CITE] nice tuto mate any way making life easyest :)
thanx respect 
 
 rep+Thank you! youre welcome, i write tutorial how to OpenVPN with BackTrack5/Kali Linux, soon

https://hackforums.net
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https://check.torproject.org/
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as i get some energy for that. ?

Zapu - March 11, 2014, 11:23 am 
This isn't "just for backtrack"
 
 This will work with any Debian distro.

Hidden™ - March 11, 2014, 11:24 am 
Thanks for posting, hopefully people can benefit from this.

nonA? - March 11, 2014, 11:30 am 
 (Mar 11, 2014 11:24 AM)DarkTrace Wrote: [CITE] Thanks for posting, hopefully people can benefit
from this.No problem, its honor to post that there. I remember when i was first time fighting with BT5
+ TOR, take hours & hours to get that installe & configured succesfully.
 
 I bet this TUTO helps alot of people, saves their time & nervous. Linux is a bit diccifulty to use if
user dont have experience for that. ?

Loki123 - March 11, 2014, 2:02 pm 
This method of running Tor isn't recommended. 
 
 Download the TorBrowser_Bundle and run it like that. That is the recommended way by The Tor
Project. 
 
 .onion sites most likely aren't working for anyone that uses this tutorial...
 
 Last but not least. You link to an Alpha version. It probably has some bugs that could be vital to
your security and anonymity. Use the stable version instead. Alpha is given out to test it and receive
feed back about bugs to fix in next stable versions.

nonA? - March 11, 2014, 2:08 pm 
 (Mar 11, 2014 02:02 PM)Loki123 Wrote: [CITE] This method of running Tor isn't recommended. 
 
 Download the TorBrowser_Bundle and run it like that. That is the recommended way by The Tor
Project. 
 
 .onion sites most likely aren't working for anyone that uses this tutorial...
 
 Last but not least. You link to an Alpha version. It probably has some bugs that could be vital to
your security and anonymity. Use the stable version instead. Alpha is given out to test it and receive
feed back about bugs to fix in next stable versions.Yep you need bundle if you wanna run .onion
sites, but that keeps you safe when you are browsing internet. And as i write (Check if there are
updates for TOR).

Zapu - March 11, 2014, 2:33 pm 
 (Mar 11, 2014 02:02 PM)Loki123 Wrote: [CITE] This method of running Tor isn't recommended. 
 
 Download the TorBrowser_Bundle and run it like that. That is the recommended way by The Tor
Project. 
 
 .onion sites most likely aren't working for anyone that uses this tutorial...
 
 Last but not least. You link to an Alpha version. It probably has some bugs that could be vital to
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https://hackforums.net/showthread.php?pid=38838388#pid38838388


your security and anonymity. Use the stable version instead. Alpha is given out to test it and receive
feed back about bugs to fix in next stable versions.
 Not only that, but, he didn't even bother to go over the steps to disable scripts, as some plugins
establish direct TCP connections.

nonA? - March 11, 2014, 2:50 pm 
 (Mar 11, 2014 02:33 PM)Extrnl Wrote: [CITE] Not only that, but, he didn't even bother to go over the
steps to disable scripts, as some plugins establish direct TCP connections.You can link tips how to
disable those on PM or just post on this thread, so i add those to topic.

John_Gacy - March 12, 2014, 5:54 am 
Very useful and simple guide! Will use it myself, thanks. ?

 

https://hackforums.net/showthread.php?pid=38838970#pid38838970

