Forum:Hack Forums

Thread: Heartbleed Tutorial [Full Tutorial And Explanation] | CVE-2014-0160

?IlvNet™ - May 2, 2014, 3:42 pm

Introduction:

"Heartbleed is a security bug in the open-source OpenSSL cryptography library, which is widely
used to implement the Internet's Transport Layer Security (TLS) protocol. This vulnerability,
classified as a buffer over-read, results from a missing bounds check in the handling of the
Transport Layer Security (TLS) heartbeat extension, the heartbeat being behind the bug's name."
A explanation of heartbleed taken from https://en.wikipedia.org/wiki/Heartbleed.

In other words Heartbleed is a vulnerability that pretty much allows you to obtain data being sent
allowing you to obtain information like usernames,passwords,emails,etc.

Which Sites Are Vulnerable:

When this exploit first came out (April 3, 2014) every site using SSL was vulnerable to this causing
a very big problem for even the biggest of sites. At 1 point sites like google,tumblr,etc were
vulnerable but most big sites have been patched a hour or a day into the discovery.

Due to this being a old exploit it is mostly patched on all SSL sites but can still be abused on 100's
of websites.

These SSL version are at the moment vulnerable and patched:
OpenSSL 1.0.1 through 1.0.1f (inclusive) are vulnerable
OpenSSL 1.0.1g is NOT vulnerable

OpenSSL 1.0.0 branch is NOT vulnerable

OpenSSL 0.9.8 branch is NOT vulnerable

To find a site that is vulnerable download the following plugins on your web browser:
Chrome Bleed: Chrome Bleed Link
Firefox Heartbleed: Firefox Heartbleed Vuln Checker

You may also use 1 of these 2 sites:
http://tif. ncafee.com/heartbleedtest
https://filippo.io/Heartbleed/

To find vulnerable websites try using this dork in a google search:

inurl:https://

If you wanna target a certain type of site just type in a keywoard before the dork | provided. For
example:

hunting inurl:https://

How To Exploit Sites:

Found a site? Well now lets find out how to exploit it and be rolling in the accounts. First download
bleedout. This program allows you to exploit sites. Put this in a folder as it does create many log
files.


https://hackforums.net
https://hackforums.net/showthread.php?tid=4206841
https://en.wikipedia.org/wiki/Heartbleed
https://chrome.google.com/webstore/detail/chromebleed/eeoekjnjgppnaegdjbcafdggilajhpic?hl=en
https://addons.mozilla.org/en-US/firefox/addon/heartbleed/
http://tif.mcafee.com/heartbleedtest
https://filippo.io/Heartbleed/
https://bleedout.codeplex.com/releases/view/121178

Open CMD and type in "CD C:\Users\(Your Computer Username)\Desktop\Bleedout" In other
words just do "CD" command and type in the directory bleedout is located in. After type "bleedout"
for info on how to use it or just read what | am about to type up. Type in "bleedout -h (domain name
without http://)". Then let this run for hours.

After a while check in the folder there will be a text file which will have all the scraped info. Open the
text file then press "CTRL + F" and type in password. It will show you some results just look through
them and try the logins out. Thats it, you will have a list of accounts soon enough. Ignore the
random text that will be generated, this can be used to obtain a SSL private key but either then that
they are just replies from the host.

The official site of heartbleed is: http://heartbleed.com/

Disclaimers: This is for educational purposes only! | am not responsible for how you decide to use
this exploit.

Warning: A VPN is highly recommended, even though it states this does not make any strange
connections to the site it still may be risky and better be on the safe side.

perilperilperil - May 2, 2014, 4:07 pm
Do you think there are a good amount of websites that can and still be worth exploited?

?IvNet™ - May 2, 2014, 4:22 pm

(May 2, 2014 04:07 PM)Gang Starr Wrote: [CITE] Do you think there are a good amount of websites
that can and still be worth exploited?l have a couple sites (will not be disclosed) but they are
vulnerable and | have had a lot of fun with them. There are still many sites that are careless that left
this exploit unpatched.

Estogese - May 2, 2014, 4:25 pm
The characters that this program is returning, none of them match password.

?IlvNet™ - May 2, 2014, 4:27 pm

(May 2, 2014 04:25 PM)Estogese Wrote: [CITE] The characters that this program is returning, none
of them match password.You need to wait a couple of hours for someone to login. Just leave it
running then check the log files for info.

Pillows - May 2, 2014, 4:28 pm

(May 2, 2014 04:25 PM)Estogese Wrote: [CITE] The characters that this program is returning, none
of them match password.

Well with these characters you can probably already get the private key for the ssl certificate :D

?IvNet™ - May 2, 2014, 4:29 pm
(May 2, 2014 04:28 PM)Pillows Wrote: [CITE] Well with these characters you can probably already
get the private key for the ssl certificate :DThats true :P. | dont really care for that.

Estogese - May 2, 2014, 4:29 pm
(May 2, 2014 04:27 PM)?IvNet™ Wrote: [CITE] You need to wait a couple of hours for someone to
login. Just leave it running then check the log files for info.

Hm..well I'm doing it on an extremely popular website so that shouldn't be an issue.

?lvNet™ - May 2, 2014, 4:31 pm
| just added in the part about the random text to the OP


http://heartbleed.com/
https://hackforums.net/showthread.php?pid=39851207#pid39851207
https://hackforums.net/showthread.php?pid=39851497#pid39851497
https://hackforums.net/showthread.php?pid=39851497#pid39851497
https://hackforums.net/showthread.php?pid=39851543#pid39851543
https://hackforums.net/showthread.php?pid=39851524#pid39851524

Estogese - May 2, 2014, 4:32 pm

(May 2, 2014 04:31 PM)?IvNet™ Wrote: [CITE] | just added in the part about the random text to the
OPOK, here's an example of the shit that I'm getting:

http://pastebin.com/MaXQmakM

?IvNet™ - May 2, 2014, 5:26 pm
(May 2, 2014 04:32 PM)Estogese Wrote: [CITE] Ok, here's an example of the shit that I'm getting:
http://pastebin.com/MaXQmaKMThats normal, just leave it. After a while logins will start popping

up.

UkVenoM - May 2, 2014, 6:02 pm

| believe that this bug should of been kept out of script kiddies hands and left on exploit-db, where
you at least had to know what you were doing in order to get it to work. Now prepare yourselves for
the thousands of 12 year old L33T haxorz, For they are coming.

On a serious note, I'm not one to defend sites or prevent individuals from hacking but this was a
huge bug, and giving that exploit to a 12 year old who can more or less just download a tool to do it
for him...ehh i dont support that.

?IlvNet™ - May 2, 2014, 7:04 pm

(May 2, 2014 06:02 PM)UkVenoM Wrote: [CITE] | believe that this bug should of been kept out of
script kiddies hands and left on exploit-db, where you at least had to know what you were doing in
order to get it to work. Now prepare yourselves for the thousands of 12 year old L33T haxorz, For
they are coming.

On a serious note, I'm not one to defend sites or prevent individuals from hacking but this was a
huge bug, and giving that exploit to a 12 year old who can more or less just download a tool to do it
for him...ehh i dont support that. | agree but | wanted to post a tutorial and post of the smart sites
are patched, the dumbones remain with the exploit and they deserve it if there not patched by now.

Mutiny - May 3, 2014, 12:30 am
am | not doing something correct because once | type in the heartbleed -h ( website here ) it
says its not known as a command ?

Electric-Wave - May 3, 2014, 12:53 am

(May 3, 2014 12:30 AM)Faladodig Wrote: [CITE] am | not doing something correct because once |
type in the heartbleed -h ( website here ) it says its not known as a command ?

(May 2, 2014 03:42 PM)?IvNet™ Wrote: [CITE] Type in "bleedout -h (domain name without http://)".

Really? Can you not read? ?

Mutiny - May 3, 2014, 3:07 am
(May 3, 2014 12:53 AM)Electric-Wave Wrote: [CITE] .

Really? Can you not read? ?
Dude | can read and I've followed the tutorial, retried it multiple times and it still comes up with not
recognized

Regina Spektor - May 3, 2014, 3:42 am
realistically i'm sure you would need big tables, hashed passwords with salts etc

so foolish by the steganographic developers


https://hackforums.net/showthread.php?pid=39851603#pid39851603
http://pastebin.com/MaXQmaKM
https://hackforums.net/showthread.php?pid=39851630#pid39851630
http://pastebin.com/MaXQmaKM
https://hackforums.net/showthread.php?pid=39853068#pid39853068
https://hackforums.net/showthread.php?pid=39858172#pid39858172
https://hackforums.net/showthread.php?pid=39850781#pid39850781
https://hackforums.net/showthread.php?pid=39858390#pid39858390

PLUR - May 3, 2014, 9:20 am
(May 3, 2014 12:30 AM)Faladodig Wrote: [CITE] am | not doing something correct because once |
type in the heartbleed -h ( website here ) it says its not known as a command ?

Is your command exactly like this? With the same directory's & everything?
https://i.imgur.com/PIx4wY(g.png

?lvNet™ - May 3, 2014, 2:18 pm

(May 3, 2014 12:30 AM)Faladodig Wrote: [CITE] am | not doing something correct because once |
type in the heartbleed -h ( website here ) it says its not known as a command ?1. Make sure
your in CMD and its already been CD'd to the bleedout directory.

2. Type in bleedout -h (website here)

Not heartbleed unless you renamed the file to heartbleed

(May 3, 2014 09:20 AM)z??™ Wrote: [CITE] IS your command exactly like this? With the same
directory's & everything?
https://i.imgur.com/PIx4wYg.pngHis problem is that he was doing heartbleed -h not bleedout -h

doenertier - May 4, 2014, 2:58 am
Is it dangerous to use This??? Do you get arrrsted?

?IvNet™ - May 4, 2014, 7:59 am

(May 4, 2014 02:58 AM)doenertier Wrote: [CITE] Is it dangerous to use This??? Do you get arrrsted?
If you don't take precautions yes there a chance of jail time but the program is said not to leave any
abnormal traces and as long as you don't hit sites too big and use a VPN ull be fine.

SolomanGrundy - May 4, 2014, 5:15 pm

Could someone please point me in the right direction. | downloaded the program, created a folder
on my desktop named "Bleedout" and ran cmd as admin.

What shows on cmd is the following:

C:\Windows\system32> CD C:\Users\admin-THINK\Desktop\Bleedout
The system cannot find the path specified.

or | get the error "the filename,directory name, or volume label syntax is incorrect".

What am | doing wrong?

| have tried to google this issue but haven't had any luck.

Thank you in advance.

?IlvNet™ - May 4, 2014, 5:18 pm

(May 4, 2014 05:15 PM)SolomanGrundy Wrote: [CITE] Could someone please point me in the right
direction. | downloaded the program, created a folder on my desktop named "Bleedout" and ran cmd
as admin.

What shows on cmd is the following:

C:\Windows\system32> CD C:\Users\admin-THINK\Desktop\Bleedout
The system cannot find the path specified.

or | get the error "the filename,directory name, or volume label syntax is incorrect".


https://hackforums.net/showthread.php?pid=39858172#pid39858172
https://i.imgur.com/Plx4wYg.png
https://hackforums.net/showthread.php?pid=39858172#pid39858172
https://hackforums.net/showthread.php?pid=39864881#pid39864881
https://i.imgur.com/Plx4wYg.png
https://hackforums.net/showthread.php?pid=39883354#pid39883354
https://hackforums.net/showthread.php?pid=39898377#pid39898377

What am | doing wrong?
| have tried to google this issue but haven't had any luck.

Thank you in advance.Dont run as admin because it puts you into the system 32. Normal run then
follow my tutorial.

Jagster™ - May 4, 2014, 5:20 pm
Well most big sites patched this, but you can easily still find thousands of vulnerable sites who have
not patched it yet.

So simple :) good tut m8

?lvNet™ - May 4, 2014, 5:31 pm
(May 4, 2014 05:20 PM)Jagster™ Wrote: [CITE] Well most big sites patched this, but you can easily
still find thousands of vulnerable sites who have not patched it yet.

So simple :) good tut m8Any site that hasn't patched this yet, deserves to be exploited to the max.
P

SolomanGrundy - May 4, 2014, 5:32 pm

(May 4, 2014 05:18 PM)?IvNet™ Wrote: [CITE] Dont run as admin because it puts you into the
system 32. Normal run then follow my tutorial.

Thank you such a simple fix and it worked

?asp3r - May 4, 2014, 5:35 pm
Thanks for releasing a tut on the method | showed you..

.. ugh..
Now to watch the vuln sites dwindle down to nothing..

The Yellow King - May 4, 2014, 8:23 pm
| believe the tutorial given here, is what feds would call: lllegal.

Gilfoyle - May 4, 2014, 8:29 pm
Great tutorial OP. Very detailed.
Thanks for this! Will try it out tomorrow.

?IvNet™ - May 4, 2014, 8:32 pm
(May 4, 2014 08:29 PM)Infinite Wrote: [CITE] Great tutorial OP. Very detailed.
Thanks for this! Will try it out tomorrow.No problem let me know if u need help.

Mutiny - May 4, 2014, 11:54 pm

(May 3, 2014 09:20 AM)z??™ Wrote: [CITE] Is your command exactly like this? With the same
directory's & everything?

https://i.imgur.com/PIx4wYqg.png

My bad, I forgot to list the Bin dir too :\ ty ty

siemz - May 5, 2014, 7:33 am

Shame that all you get is useless data , ASCII that doesn't even get recgonized sometimes an a
tutorial that 12 year olds will come across and cause trouble.

Shame.


https://hackforums.net/showthread.php?pid=39898485#pid39898485
https://hackforums.net/showthread.php?pid=39898432#pid39898432
https://hackforums.net/showthread.php?pid=39902079#pid39902079
https://hackforums.net/showthread.php?pid=39864881#pid39864881
https://i.imgur.com/Plx4wYg.png

‘Cynical - May 5, 2014, 11:43 am
(May 4, 2014 07:59 AM)?IlvNet™ Wrote: [CITE] If you don't take precautions yes there a chance of

jail time but the program is said not to leave any abnormal traces and as long as you don't hit sites
too big and use a VPN ull be fine.

From what I've heard, this doesn't complete a TCP or UDP connection so there is no way to track it.
(Just what I've heard.. Not sure if true)

?IlvNet™ - May 5, 2014, 12:02 pm

(May 5, 2014 11:43 AM)Account Recovery Wrote: [CITE] From what I've heard, this doesn't complete
a TCP or UDP connection so there is no way to track it. (Just what I've heard.. Not sure if true)lt is
true but it's just as a precaution especially when u log into an account it usually logs ips and owners
of sites or customers may report this and they may boot u off if they got nothing better to do

ejshadow - May 5, 2014, 3:54 pm
(May 2, 2014 04:28 PM)Pillows Wrote: [CITE] Well with these characters you can probably already
get the private key for the ssl certificate :D

Hi,is there any tutorial that shows how to get the private key,how to use it and what for? newbie
here thanks

p.s:nice tutorial'!'! there ARE ALOT of sites still vulnerable,thanks man!

Hereonce - May 5, 2014, 4:03 pm
Why do | have a feeling that certain porn websites will be bleedout by curious 13 year old hackers?


https://hackforums.net/showthread.php?pid=39886991#pid39886991
https://hackforums.net/showthread.php?pid=39912917#pid39912917
https://hackforums.net/showthread.php?pid=39851543#pid39851543

