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Thread: help hashcat brute force on kali linux

rOml4h - June 7, 2014, 10:08 am

i encrypt password to md5

password : test

md>5 : 098f6bcd4621d373cade4e832627b4f6

i am using kali linux and now i want to brute force password with hashcat, i want to use single hash,
but i don't know how to put parameter in hashcat

anyone can help me how to put parameter in hashcat ?

arpcpro - October 10, 2014, 4:15 pm
hashcat --help

Example for wpa/wpaz2 is 2500:
./hashcat-cli64.bin -m 2500 --pw-min=8 --pw-max=8 -a 3 captured_handshake.hccap
?a?a?a?a?a?a?a?a

Hackaxor - January 6, 2015, 4:46 pm
use OclHashcat to make use of your graphic card for alot faster brute force.

but why brute force and not use a wordlist or dictionary?

ID10T - January 8, 2015, 12:46 am
you can Try with hashkiller dude ?

Googooli - February 3, 2015, 4:59 am
Hi,
| was searching on the forum, but couldn't find how to install hashcat on Kali.

Can someone tell me? Thank you. Keep up the good work :)

?Saint - February 3, 2015, 5:11 am
(Feb 3, 2015 05:59 AM)Googooli Wrote: [CITE] Hi,

| was searching on the forum, but couldn't find how to install hashcat on Kali.
Can someone tell me? Thank you. Keep up the good work :)
Hashcat is already installed on Kali you tart.
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