
Forum:Hack Forums 

 Thread: [easy SQLi Challenge #5] by ToOoL
 

 ToOoL - June 26, 2014, 6:12 pm 
Hello folks. ToOoL here with another pretty simple exercise for you today ?
 
 Target:
 Code aHR0cDovL29sZC5jYWdlcHJpc29uZXJzLmNvbS9hcnRpY2xlcy5waHA/aWQ9MjU2MzI=
Decode the above with Base64
 
 Tasks:Display User
 
 Display Your name
 
 Display Database name
 
 Display a small image of your choice
 
 
 
 Proof:
 
 
 Rules:use union select based normal SQLi ONLY, NO TOOLS (no Hajiv, sqlmap, etc etc)
 
 post picture as proof and send me your syntax to PM
 
 First 5 solvers get credit on the solvers list
 
 
 
 Solvers:dotcppfile 
 
 SPI3DR
 
 benzi
 
 antonn
 
 Corniche
 
 Special shoutout to Killu - nice image lol
 
 
 As alyways, have fun and Goodluck sirs ?

dotcppfile - June 26, 2014, 6:38 pm 
Here you go:
 Spoiler (Click to View)

https://hackforums.net
https://hackforums.net/showthread.php?tid=4308038
javascript:void(0);


 
 

-Acid - June 26, 2014, 10:25 pm 
There you go:
 Spoiler (Click to View)
 
 
 ?

benzi - June 26, 2014, 11:41 pm 
thats regular injection.
 

antonn - June 27, 2014, 12:25 am 
Big screenshot
 
 This was very easy...

Mr_Ratz - June 27, 2014, 6:15 am 
 (Jun 27, 2014 12:25 AM)antonn Wrote: [CITE] Big screenshot
 
 This was very easy...
 Why does ur SS give me a "not found" page?

dotcppfile - June 27, 2014, 6:22 am 
 (Jun 27, 2014 12:25 AM)antonn Wrote: [CITE] Big screenshot
 
 This was very easy...
 Wrong thread mate, this isn't what this challenge is about.

antonn - June 27, 2014, 8:45 am 
 (Jun 27, 2014 06:15 AM)Mr_Ratz Wrote: [CITE] Why does ur SS give me a "not found" page?
 SS???
 
  (Jun 27, 2014 06:22 AM)dotcppfile Wrote: [CITE] Wrong thread mate, this isn't what this challenge is
about.
 It is. You need to have an image, the db name, the username and your own name. Don't I have
that?

dotcppfile - June 27, 2014, 9:06 am 
 (Jun 27, 2014 08:45 AM)antonn Wrote: [CITE] SS???
 
 It is. You need to have an image, the db name, the username and your own name. Don't I have
that?
 Get the same output that everyone is getting in this thread, enough said.

antonn - June 27, 2014, 9:33 am 
 (Jun 27, 2014 09:06 AM)dotcppfile Wrote: [CITE] Get the same output that everyone is getting in this
thread, enough said.
 I completed the challenge as stated in the main thread. But specially for you:
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dotcppfile - June 27, 2014, 10:04 am 
 (Jun 27, 2014 09:33 AM)antonn Wrote: [CITE] I completed the challenge as stated in the main
thread. But specially for you:
 
 
 Now you completed the challenge.
 Much appreciated. Lol.

Impress. - June 27, 2014, 10:38 am 

 
 thanks?

Celatix - June 27, 2014, 12:42 pm 
Nice, but simple :)
 
 

themastersinner - June 27, 2014, 1:16 pm 

 ?

Mr_Ratz - June 27, 2014, 7:27 pm 
Here you go dude,
 
 My Name : Mr_Ratz
 db : cagepris_cms
 usern : cagepris_user@localhost
 
 Quote:[img]http://s16.postimg.org/qqgtdk40l/Page_Hack.jpg[/img]
 
 CMIIW, i new to this world ?

lalalox4 - June 27, 2014, 11:38 pm 
Done, thank you for ze challenge
 [img]http://i58.[censored].com/301d72e.png[/img]

Mr_Ratz - June 28, 2014, 1:09 am 
 (Jun 27, 2014 01:16 PM)themastersinner Wrote: [CITE] 
 ?
 Bro, how to put names ( themastersinner ) like on that pic. I only know user(), database(), and
other.  Would u tell me the code? Or maybe anyone else know? ?
 
 Then about the pic, is it photoshop or based on a code/ syntax?

antonn - June 28, 2014, 2:57 am 
If you want to use costom text then you need to encode your text with a ascii to hex converter. then
you can use your custom text like this:
 
 Concat(Database(),0x616563,user())

dotcppfile - June 28, 2014, 3:16 am 
You dont always have to use hex at all, just in thid website because there's magic quotes. You can

https://hackforums.net/showthread.php?pid=40917910#pid40917910
https://hackforums.net/showthread.php?pid=40921603#pid40921603


also use anything else than Hex but anyways...

antonn - June 28, 2014, 3:24 am 
Only if its a string injection you can use 'text' in SQL, and mostly you have an int injection and you
must use hex.

Impress. - June 28, 2014, 3:33 am 
 (Jun 28, 2014 01:09 AM)Mr_Ratz Wrote: [CITE] Bro, how to put names ( themastersinner ) like on
that pic. I only know user(), database(), and other.  Would u tell me the code? Or maybe anyone
else know? ?
 
 Then about the pic, is it photoshop or based on a code/ syntax?
 Use concat(0xNameInHexHere
 
 Hope this helped a bit.

Mr_Ratz - June 28, 2014, 4:05 am 
[quote='antonn' pid='40932501' dateline='1403949465']
 If you want to use costom text then you need to encode your text with a ascii to hex converter. then
you can use your custom text like this:
 
 Concat(Database(),0x616563,user())
 [/quote
 
 Thanks dude, I'll try it. :hehr:
 
 [quote='antonn' pid='40932501' dateline='1403949465']
 If you want to use costom text then you need to encode your text with a ascii to hex converter. then
you can use your custom text like this:
 
 Concat(Database(),0x616563,user())
 [/quote
 
 Thanks dude, I'll try it. ?
 
 Btw how about coloring the text, I saw several text in someone SQLi has a green/ red color. Do you
know how to do it?

Impress. - June 28, 2014, 4:14 am 
 (Jun 28, 2014 04:05 AM)Mr_Ratz Wrote: [CITE] [quote='antonn' pid='40932501'
dateline='1403949465']
 If you want to use costom text then you need to encode your text with a ascii to hex converter. then
you can use your custom text like this:
 
 Concat(Database(),0x616563,user())
 [/quote
 
 Thanks dude, I'll try it. :hehr:
 
 [quote='antonn' pid='40932501' dateline='1403949465']
 If you want to use costom text then you need to encode your text with a ascii to hex converter. then
you can use your custom text like this:
 

https://hackforums.net/showthread.php?pid=40931507#pid40931507
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 Concat(Database(),0x616563,user())
 [/quote
 
 Thanks dude, I'll try it. ?
 
 Btw how about coloring the text, I saw several text in someone SQLi has a green/ red color. Do you
know how to do it?Like this.
 
 <font color=green> text here</font>

dotcppfile - June 28, 2014, 4:16 am 
It's just HTML Tags, you probably donno how to do it because you donno how sql injection works,
but anyways.

Mr_Ratz - June 28, 2014, 4:48 am 
 (Jun 28, 2014 04:16 AM)dotcppfile Wrote: [CITE] It's just HTML Tags, you probably donno how to do
it because you donno how sql injection works, but anyways.
 I'm newbie here sorry dude ?

dotcppfile - June 28, 2014, 4:52 am 
 (Jun 28, 2014 04:48 AM)Mr_Ratz Wrote: [CITE] I'm newbie here sorry dude ?
 Add me on skype: dotcppfile
 I will help you out.

Mr_Ratz - June 28, 2014, 6:50 am 
yeah, i did it bro. Thanks for the help  ?
 
 Quote:[img]http://s27.postimg.org/s2plf5ldf/Test.jpg[/img]
 
 Btw, i dont ply skype. Sorry, u got another ID(s)?

dotcppfile - June 28, 2014, 7:12 am 
 (Jun 28, 2014 06:50 AM)Mr_Ratz Wrote: [CITE] yeah, i did it bro. Thanks for the help  ?
 
 Btw, i dont ply skype. Sorry, u got another ID(s)?
 No, I only use skype for these kind of stuff.

Mr_Ratz - June 28, 2014, 7:53 am 
all right, maybe i'll create a skype acc

m4rk0n - June 28, 2014, 3:46 pm 
[img]http://www.anony.ws/i/2014/06/29/Clipboard02.jpg[/img]
 Thanks!

ComputerManiac00 - August 16, 2014, 11:09 am 
[img]http://s27.postimg.org/jtsvxrzfn/Silent_Ninja.jpg[/img]
 How can I dysplay an image? ?

sqli2021 - August 16, 2014, 10:38 pm 
This was pretty fun lol thanks for the site :) ?
 
 [img]http://s30.postimg.org/xupnyyt2p/lmao.png[/img]
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Advanced Nutrients - August 17, 2014, 12:00 am 
?

AURUM - August 17, 2014, 1:00 am 
Done thanks for the challenge. 
 Spoiler (Click to View)

The Sly - August 17, 2014, 7:26 am 

 
 Thanks for the challenge!

Renegade18 - August 17, 2014, 7:58 am 
[img]http://s30.postimg.org/9czq7adrl/SQLi.png[/img]

smashkids - August 20, 2014, 6:23 am 
Did it no time, but for some reason every image I try to inject the shows as broken.. Tried with many
images both jpg and png, nvm. Here you go:
[img]http://store.picbg.net/pubpic/C1/9F/f1e188b9385cc19f.PNG[/img] Learning how to SQLi from
like 4 AM this morning.

Yorkiebar15 - August 20, 2014, 6:31 am 
Thanks for the challenge OP.
 
 Spoiler (Click to View)

DamienVC - August 29, 2014, 2:48 am 
Challenge completed~
 
 Host IP: 91.109.13.187
 Web Server: Apache
 Powered-by: PleskLin
 Keyword Found: Sami
 Injection type is Integer
 DB Server: MySQL >=5
 Selected Column Count is 6
 Valid String Column is 3
 Current DB: cagepris_cms
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