Forum:Hack Forums

Thread: Annoying virus or something of the sort

‘Ryan - July 27, 2014, 8:35 pm

| am not sure what | did but tabs are constantly opening up with ads and my ad blockers don't even
stop it. There are ton's of things that are green and underlined and when | hover over them they give
me ads.

https://gyazo.com/4289c874d9cdal8a2e0011ae9a06fla7

| have an antivirus and it removed a lot of stuff but it's still happening, any ideas?

GrandTheftAutolV - July 27, 2014, 8:36 pm

What have you downloaded recently? Can you go into your programs and files folder thing and
screenshot what's in there?

Borzoi - July 27, 2014, 8:40 pm
| had the same thing, download an adware remover. And an extension cleaner.

‘Ryan - July 27, 2014, 8:41 pm

(Jul 27, 2014 08:36 PM)GrandTheftAutolV Wrote: [CITE] What have you downloaded recently? Can
you go into your programs and files folder thing and screenshot what's in there?

| deleted all my recent downloads to try and fix the problem.

‘Cynical - July 27, 2014, 8:41 pm

Have you pirated anything recently?

Download adwcleaner and run it.

It will automatically restart your computer after it is done cleaning.
Post the log here.

Ishmel - July 27, 2014, 8:44 pm

(Jul 27, 2014 08:41 PM)?Roku Wrote: [CITE] Have you pirated anything recently?
Download adwcleaner and run it.

It will automatically restart your computer after it is done cleaning.

Post the log here.

Once you have done what roku asks, PM your team viewer ID so | can declare you clean.

‘Ryan - July 27, 2014, 9:01 pm

(Jul 27, 2014 08:41 PM)?Roku Wrote: [CITE] Have you pirated anything recently?
Download adwcleaner and run it.

It will automatically restart your computer after it is done cleaning.

Post the log here.https://gyazo.com/97475¢c36af6d53009c8beccdaaefalda

Should | press remove it all?

Weebex - July 27, 2014, 9:16 pm
(Jul 27, 2014 09:01 PM)Aeri Wrote: [CITE] https://gyazo.com/97475c36af6d53009c8beccdaaefalda

Should | press remove it all?
Yes you should remove it all, then a log will be shown after that, after pc boots back up.
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‘Ryan - July 27, 2014, 9:20 pm

(Jul 27, 2014 09:16 PM)BIlueTiger Wrote: [CITE] Yes you should remove it all, then a log will be
shown after that, after pc boots back up.

Ok, | f-cked up and closed out of the log so let me re do it. 1 sec please.

Code # AdwCleaner v3.300 - Report created 27/07/2014 at 23:22:24

# Updated 27/07/2014 by Xplode

# Operating System : Windows 7 Home Premium Service Pack 1 (64 bits)
# Username : Owner - OWNER-PC

# Running from : C:\Users\Owner\Downloads\AdwCleaner.exe

# Option : Clean

K*kkkk [ Services ] *kkkk

*xe6x [ Files / Folders | *****

Folder Deleted : C:\Program Files (x86)\SaveSense

Folder Deleted : C:\Users\OwnernAppData\Roaming\Systweak

Folder Deleted : C:\Users\WillyDude\AppData\Local\Google\Chrome\User
Data\Default\Extensions\ndibdjnfmopecpmkdieinmbadijfpblof

File Deleted : C:\Users\Owner\AppData\Local\Google\Chrome\User Data\Default\Local
Storage\hxxp_www.superfish.com_0.localstorage

File Deleted : C:\Users\Owner\AppData\Local\Google\Chrome\User Data\Default\Local
Storage\hxxp_www.superfish.com_0.localstorage-journal

File Deleted : C:\Users\Owner\AppData\Local\Google\Chrome\User Data\Default\Local
Storage\hxxps_inst.shoppingate.info_0.localstorage

File Deleted : C:\Users\Owner\AppData\Local\Google\Chrome\User Data\Default\Local
Storage\hxxps_inst.shoppingate.info_0.localstorage-journal

*rxxk [ Taches planifiées | *xx**

Tache supprimée : f6a5da3e-a82b-40be-ba2e-0c5d0e8e456d-5
Tache supprimée : féabda3e-a82b-40be-ba2e-0c5d0e8e456d-5 user

wxtk [ Shortouts | *+++*
wxeek [ Registry ] #s

wrrek [ Browsers | ek

-\\ Internet Explorer v11.0.9600.17207

-\ Google Chrome v33.0.1750.117

[ File : C:\Users\DillonB\AppData\Local\Google\Chrome\User Data\Default\preferences |

[ File : C:\Users\Owner\AppData\Local\Google\Chrome\User Data\Default\preferences ]

[ File : C:\Users\WillyDude\AppData\Local\Google\Chrome\User Data\Default\preferences |

*kkkkk

AdwCleaner[RO].txt - [40861 octets] - [27/07/2014 22:53:48]


https://hackforums.net/showthread.php?pid=41485106#pid41485106

AdwCleaner[R1].txt - [1983 octets] - [27/07/2014 23:18:11]
AdwCleaner[S0].txt - [40027 octets] - [27/07/2014 23:06:13]
AdwCleaner[S1].txt - [1930 octets] - [27/07/2014 23:22:24]

#H##H## EOF - C:\AdwCleaner\AdwCleaner[S1].txt - [1990 octets] ######

Shinobu - July 27, 2014, 9:29 pm
If you're using chrome then you might have an extension enabled that makes those ads popup.

‘Ryan - July 27, 2014, 9:31 pm

(Jul 27, 2014 09:29 PM)#Selfie Wrote: [CITE] If you're using chrome then you might have an
extension enabled that makes those ads popup.

| have disabled those and it is still happening.

Shinobu - July 27, 2014, 9:34 pm

(Jul 27, 2014 09:31 PM)Aeri Wrote: [CITE] | have disabled those and it is still happening.

| used to have the same problem with an extention, | would disable it and it would still pop up ads
and | re-installed Google Chrome and it went away. You can try doing the same and hope that fixes
it.

‘Cynical - July 27, 2014, 9:46 pm
Google Chrome may have been overwritten. As the user above said, you could try to reinstall it. |
recommend you do a full malware scan with Malware Anti-Bytes.

‘Ryan - July 27, 2014, 10:03 pm
Re-installed google but it didn't fix a thing.

Actually | just went ahead and cleared all my data and stuff for the past 24 hours on chrome and
that fixed it. Thank you to all who have helped me. :)

'Cynical - July 27, 2014, 10:07 pm
(Jul 27, 2014 10:03 PM)Aeri Wrote: [CITE] Re-installed google but it didn't fix a thing.

Actually | just went ahead and cleared all my data and stuff for the past 24 hours on chrome and
that fixed it. Thank you to all who have helped me. :)
Be sure to do a full scan with malwarebytes.

Weebex - July 28, 2014, 3:16 am
(Jul 27, 2014 10:07 PM)?Roku Wrote: [CITE] Be sure to do a full scan with malwarebytes.
| recommend this just to make sure you are all good.

A threat scan would be better.

Aura - July 28, 2014, 3:17 am

(Jul 27, 2014 10:07 PM)?Roku Wrote: [CITE] Be sure to do a full scan with malwarebytes.

A Full Scan isn't needed in Malwarebytes, a Threat Scan takes care of 99% of the locations where
malware commonly hides.

OP, next time you have the same issue, | suggest you to do the following :Go in your installed
programs list, and uninstall programs that you don't recognize or don't recall installing (leave alone
every computer manufacturer's software, Microsoft programs, etc.);

Download and run Junkware Removal Tool;
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Once JRT is done, download and run AdwCleaner. You have to click on Scan, and then Delete
after. It will ask for a restart, do it;

Go in your browser's setting and click on "Reset Settings";

This takes care of 90% of the Adwares, Browser Hijackers, PUPs and Junkwares on a computer. If
you want to do more, run a Threat Scan with Malwarebytes right after JRT and use TFC (Temp File
Cleaner) at the end completely.

Businesses - July 28, 2014, 3:18 am
Try to scan with Hitman Pro. It detected the malware which my Kaspersky and Mbam failed to
detect. ?

A better option would be to take step by step help of a good white hat helper here.

Aura - July 28, 2014, 3:21 am
(Jul 28, 2014 03:18 AM)Businesses Wrote: [CITE] Try to scan with Hitman Pro. It detected the
malware which my Kaspersky and Mbam failed to detect. ?

A better option would be to take step by step help of a good white hat helper here.
A better thing to do for you too would be to read all the posts before posting in a thread, so you
would see that this issue has been solved already ?


http://www.bleepingcomputer.com/download/adwcleaner/
https://hackforums.net/showthread.php?pid=41488821#pid41488821

