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This is a guide for beginners and experts to get high class security for their system. I'll start by
saying this tutorial is so long I'll break it into parts. Follow each step accordingly to benefit the most.
 
 I also did not make this tutorial I am merely posting to share the knowledge, I would give credit to
who first posted this, but the forum it was on got taken down and I did not get the name of the
author.
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 By the time you are finished reading and implementing this guide, you will be able to securely and
anonymously browse any website and to do so anonymously. No one not even your ISP or a
government agent will be able to see what you are doing online. If privacy and anonymity is
important to you, then you owe it to yourself to follow the instructions that are presented here.
 
 In order to prepare this guide for you, I have used a computer that is running Windows Vista. This
guide will work equally well for other versions of Windows. If you use a different operating system,
you may need to have someone fluent in that operating system guide you through this process.
However, most parts of the process are easily duplicated in other operating systems.
 
 I have written this guide to be as newbie friendly as possible. Every step is fully detailed and
explained. I have tried to keep instructions explicit as possible. This way, so long as you patiently
follow each step, you will be just fine. In this guide from time to time you will be instructed to go to
certain URLs to download files. You do NOT need TOR to get these files, and using TOR (while
possible) will make these downloads very slow. This guide may appear overwhelming. Every single
step is explained thoroughly and it is just a matter of following along until you are done. Once you
are finished, you will have a very secure setup and it will be well worth the effort. Even though the
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guide appears huge, this whole process should take at the most a few hours. You can finish it in
phases over the course of several days.
 
 It is highly recommended that you close ALL applications running on your computer before starting.
 
 1: Obtaining Tor Browser
 
 The first step to becoming secure and anonymous online is to setup and install something called
"TOR". "TOR" is short for Onion Router". The concepts behind TOR were first implemented by the
United States Military, and these principles have been used to create an extremely secure
mechanism for being anonymous online. In fact, millions of people world-wide use TOR to browse
the internet and communicate anonymously.
 
 TOR works by heavily encrypting your communications so that no observer can see what website
you are really going to, and what information is really being sent. It all appears as a bunch of
random characters to any observer. You simply use the TOR web browser just as you use any other
web browser. TOR takes care of the rest.
 
 However, TOR by itself is not enough. Even when using TOR, a user can be compromised in a
number of ways. First, some websites can be set up to attempt to reveal someone's true IP address
(their true identity) by tricking their web browser or other software to transmitting that information.
For this reason, anyone who uses TOR will recommend that no one have javascript or flash turned
on while browsing TOR. In this guide however, I will show you a much better solution.
 
 The second issue is that of human error. Even if you have TOR installed, you may accidentally
forget which browser to put in a link. You may also accidentally click on a link from another program,
such as a chat program. That program might then load the link you clicked on into a non-TOR
browser. When you are using TOR, you must be careful constantly that every link goes into the right
browser, and that you do not accidentally click the wrong link.
 
 So then, let's begin. Obtaining the TOR Browser is easy. Simply go to the following website: 
http://www.torproject.org
 
 Once here, you may feel free to read more about what TOR is and how it works, or you may
proceed to immediately download TOR.
 
 Here is how to do so:
 
 1. Click on "Download TOR", or "Download".
 
 2. You will see text that says, "The Tor Browser Bundle contains everything you ned ... Just extract
it and run. Learn more >>
 
 3. Click on this "Learn more" link. for the "Tor Browser Bundle"
 
 4. Assuming you are an English speaker, you would choose the top-most link "English (en-US)".
Otherwise, pick the language best suited to you.
 
 5. The file being saved will be named: tor-browser-1.3.18_en-US.exe
 
 It is ok if the number is not exactly 1.3.18, there are new versions of Tor from time to time. At the
time that this guide was written, 1.3.18 was most current. By the time you are reading this, a more
current version of TOR may exist.
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 6. Run this file.
 
 7. You will be prompted to extract this to a directory. By default, it will be set to
C:\Users\You\Downloads\ This is perfectly ok. You can also choose a different directory if you wish.
 
 8. Click "Extract"
 
 That's it. TOR Browser is NOW installed. Time to test it out!
 
 2 : Using and Testing Tor Browser for the first time
 
 Now you have successfully downloaded and installed the Tor Web Browser Bundle. You are no
doubt anxious to begin using it. First, click on the "start" menu icon, the icon in the lower left of your
screen with the windows logo. On the top right will be a listing that says "You", "Documents",
"Pictures", "Music"... "You" of course will be replaced by your user name. Click on "You", the top
most link. This will open up your main user folder.
 
 Now, locate the folder called "Downloads" and double click on it.
 
 Now, inside the "Downloads" folder, double click on the folder called "Tor Browser".
 
 Lastly, double click on the application: "Start Tor Browser"
 
 When you do, you will see the Vidalia Control Panel appear, and you will observe as you connect to
the TOR network. When this is complete, your web browser will open up and will automatically
connect to the web address: check.torproject.org
 
 This is to confirm that you are in fact using TOR. If you have followed this guide correctly, then you
will see the following green text, or something similar:
 
 "Congratulations. Your browser is configured to use Tor."
 
 Now you can use this web browser the same as any other. You can go to any website you wish,
and neither your ISP or anyone else will be able to see where you are going, or what you are doing.
However, there are still issues that need to be resolved, so
 don't begin browsing just yet.
 
 Important Safety Note
 
 If you fill out a form containing your email address, your name, or any other sensitive information
while using the TOR browser, be aware that sometimes it is possible for an observer to see that
information. When using TOR, use it to access websites and
 content that you are not connected to via your real identity or any username or nick name which
links to your real identity. Let TOR be for anonymous browsing solely. Do your online banking, or
any other activities involving your real identity using your normal web browser.
 
 3 : Securing Your Hard Drive
 
 Being able to browse anonymously is one thing. However, you may choose to download and save
sensitive content or material to your computer which you wish to keep private. This may include
reading sensitive documents, viewing pictures, or storing any kind of sensitive data.
 



 If you save anything to your computer's harddrive, then it is possible for someone who has
confiscated your computer to determine what it was you saved. This is often true even if you delete
the content. For example, suppose I use the Tor Browser and I navigate to a website containing a
sensitive document that I wish to read. If I saved that document somewhere on my harddrive, then it
is possible for someone else to find it. If I delete that document, it may still be possible for someone
to undelete it.
 
 Further, even if I never save it to my harddrive but I simply look at it using my word processing
software, it may still be saved ina number of ways including:
 
 1. Often programs keep records of filenames. The filename alone is often enough to incriminate
someone.
 
 2. Often programs keep parts of the content viewed saved for various reasons, such as for
searching. This can include random excerpts of text, thumbnails of images, and more. Often this
"partial" data is more than enough to prove what the original data was. Often the "partial" data is
itself incriminating.
 
 3. Sometimes, especially if you are running low on system memory, your operating system may
choose to use your hard-disk as a temporary RAM. This is known as "SWAP". Normally, whenever
you turn off your computer, whatever was in RAM is deleted. However, the data that goes to your
SWAP may persist and it may be possible for someone to see what content you had open in your
programs if that information is saved in RAM.
 
 Generally speaking, you must have a plan to secure any content that is saved to your hard disk.
Therefore, this guide would be incomplete if we did not thoroughly address this. First, there are two
kinds of such content:
 
 1. Deliberately saved content.
 2. Inadvertently saved content.
 
 Deliberately saved content refers to content that you have chosen to save on your harddisk so that
you can access this content later. We will address how to do this later in the guide.
 
 Inadvertently saved content refers to content that is saved by programs you use, or your operating
system. You have no way to even know what this content might be. Therefore, this is the most
dangerous. You may browse and find a dozen sensitive documents, utterly delete them, and some
program may have saved the file names and excerpts of the data. This will render your previous
efforts futile.
 
 Content that is inadvertently saved to your harddisk comes in two flavors:
 
 1. Content that is saved to your SWAP space.
 2. Content that is saved by applications running on your computer, including your operating system.
 
 The surest way to prevent content from writing to your SWAP space is to disable your SWAP space
altogether. This may result in your computer running a bit slower than normal, and may mean that
you cannot use ram intensive games and applications during the time your SWAP is disabled.
 
 Therefore, if you use this method, simply turn back on the SWAP when you want to use those ram
intensive applications. Also, you may choose not to take this step.
 
 Here is how to disable your swap space if you are using Windows 7:



 
 *This step is recommended for advanced users only. If you are not comfortable doing this, you may
safely skip this step.*
 
 Instructions are less verbose than usual, as these steps are intended for advanced users only. If
you do not fully understand these instructions, skip this step.
 
 1. From Control Panel, go to "System and Security".
 2. Click on "System", and then choose "Advanced system settings" in the left-most menu.
 3. Under the "Advanced" tab, under "Performance", click "Settings".
 4. Under this "Advanced" tab, under "Virtual Memory", click "Change"
 5. Uncheck "Automatically manage paging file sizes for all drives"
 6. Select "No paging file"
 7. Save, reboot, and follow these same first 5 steps to confirm that "No paging file" is still selected.
This means that you have successfully disabled your swap. This means that nothing from RAM will
be inadvertently saved to your harddrive.
 
 To resume using SWAP again, simply click "Automatically manage paging file size for all drives."
You can switch between these two modes as you desire.
 
 Generally speaking, your computer will run fine without a swap file, provided you have enough
RAM.
 
 END OF ADVANCED INSTRUCTIONS
  The next issue we need to address is how to prevent applications and/or your operating system
from saving content inadvertently that you do not want saved. For this, we are going to set up a
"Virtual Machine".
 
 A "Virtual Machine" is like a computer inside of your computer. Everything you do inside the Virtual
Machine (vm for short) will be fully contained within itself and no one will be able to see what the vm
has been doing. Ideally, you want ALL of your sensitive computer usage of any kind, TOR or NON
TOR, to take place within a vm. In this way, you can keep everything private that you wish while still
using your computer fully and getting the most out of it.
 
 Don't be afraid of this sounds complicated. This guide will take you through every step slowly and
methodically. Before we can set up a vm however, we need to take another step.
 
 4 : Setting up TrueCrypt, Encrypted Hidden Volumes
 
 If you save anything on your computer, it is likely that you do not want just anyone to be able to see
what you have saved. You want a way to protect that information so that you can access it, and
absolutely no one else except those you trust. Therefore, it makes sense to set up a system which
protects your information and safeguards it against prying eyes.
 
 The best such system for this is called "True Crypt". "True Crypt" is an encryption software program
which allows you to store many files and directories inside of a single file on your harddrive. Further,
this file is encrypted and no one can actually see what you have saved there unless they know your
password.
 
 This sounds extremely high tech, but it is actually very easy to set up. We are going to do so, right
now:
 
 1. Go to http://www.truecrypt.org/downloads (or go to http://www.truecrypt.org, and click on
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"Downloads")
 
 2. Under "Latest Stable Version", under "Windows 7/Vista/XP/2000", click "Download"
 
 3. The file will be called "True Crypt Setup 7.0a.exe" or something similar. Run this file.
 
 4. If prompted that a program needs your permission to continue, click "Continue".
 
 5. Check "I accept and agree to be bound by these license terms"
 
 6. Click "Accept"
 
 7. Ensure that "Install" is selected, and click "Next"
 
 8. click "Install"
 
 9. You will see a dialog stating "TrueCrypt has been successfully installed." Click "Ok"
 
 10. Click "No" when asked if you wish to view the tutorial/user's guide.
 
 11. Click "Finish"
 
 At this point, TrueCrypt is now installed. Now we will set up truecrypt so that we can begin using it
to store sensitive information.
 
 1. Click the "Windows Logo"/"Start" button on the lower left corner of your screen.
 2. Click "All Programs"
 3. Click "TrueCrypt"
 4. Click the "TrueCrypt" application
 
 And now we can begin:
 
 1. click the button "Create Volume"
 2. Ensuring that "Create an encrypted file container" is selected, click "Next"
 3. Select "Hidden TrueCrypt volume" and click "Next".
 4. Ensuring that "Normal mode" is selected, click "Next"
 5. Click on "Select File"
 
 Note which directory you are in on your computer. Look at the top of the dialog that has opened and
you will see the path you are in, most likely the home directory for your username. An input box is
provided with a flashing cursor asking you to type in a file name. Here, you will type in the following
filename:
 
 random.txt
 
 You may of course replace random.txt with anything you like. This file is going to be created and will
be used to store many other files inside. Do NOT use a filename for a file that already exists. The
idea here is that you are creating an entirely new file.
 
 It is also recommended though not required that you "hide" this file somewhere less obvious. If it is
in your home directory, then someone who has access to your computer may find it easier. You can
also choose to put this file on any other media, it doesn't have to be your hard disk. You could for
example save your truecrypt file to a usb flash drive, an sd card, or some other media. It is up to



you.
 
 6. Once you have typed in the file name, click "Save"
 7. Make sure "Never save history" is checked.
 8. Click "Next"
 9. On the "Outer Volume" screen, click "Next" again.
 10. The default Encryption Algorithm and Hash Algorithm are fine. Click "Next"
 11. Choose a file size.
 
 In order to benefit the most from this guide, you should have at least 10 gigabytes of free disk
space. If not, then it is worth it for you to purchase some form of media (such as a removable
harddrive, a large sd card, etc.) in order to proceed. TrueCrypt can be used on all forms of digital
media not just your hard disk. If you choose to proceed without obtaining at least ten gigabytes of
disk space, then select a size that you are comfortable with (such as 100 MB).
 
 Ideally, you want to choose enough space to work with. I recommend 20 GB at least. Remember
that if you do need more space later, you can always create additional TrueCrypt volumes using
exactly these same steps.
 
 12. Now you are prompted for a password.
 
 Read This Section Carefully
 
 The password you choose here is a decoy password. That means, this is the password you would
give to someone under duress. Suppose that someone suspects that you were accessing sensitive
information and they threaten to beat you or worse if you do not reveal the password. THIS is the
password that you give to them. When you give someone this password, it will be nearly impossible
for them to prove that it is not the RIGHT password. Further, they cannot even know that there is a
second password.
 
 Here are some tips for your password:
 
 A. Choose a password you will NEVER forget. It may be ten years from now that you need it. Make
it simple, like your birthday repeated three times.
 
 B. Make sure it seems reasonable, that it appears to be a real password. If the password is
something stupid like "123" then they may not believe you.
 
 C. Remember that this is a password that you would give to someone if forced. It is NOT your
actual password.
 
 D. Do not make this password too similar to what you plan to really use. You do not want someone
to guess your main password from this one.
 
 And with all of this in mind, choose your password. When you have typed it in twice, click "Next".
 
 13. "Large Files", here you are asked whether or not you plan to store files larger than 4
GIGABYTES. Choose "No" and click "Next"
 
 14. "Outer Volume Format", here you will notice some random numbers and letters next to where it
says "Random Pool". Go ahead and move your mouse around for a bit. This will increase the
randomness and give you better encryption. After about ten seconds of this, click "Format".
 



 15. Depending on the file size you selected, it will take some time to finish formatting.
 
 "What is happening?"
 
 TrueCrypt is creating the file you asked it to, such as "random.txt". It is building a file system
contained entirely within that one file. This file system can be used to store files, directories, and
more. Further, it is encrypting this file system in such a way that without the right password it will be
impossible for anyone to access it. To anyone other than you, this file will appear to be just a mess
of random characters. No one will even know that it is a truecrypt volume.
 
 16. "Outer Volume Contents", click on the button called, "Open Outer Volume"
 
 An empty folder has opened up. This is empty because you have yet to put any files into your
truecrypt volume.
 
 Do Not Put Any Sensitive Content Here
 
 This is the "Decoy". This is what someone would see if you gave them the password you used in
the previous step. This is NOT where you are going to store your sensitive data. If you have been
forced into a situation where you had to reveal your password to some individual, then that
individual will see whatever is in this folder. You need to have data in this folder that appears to be
sensitive enough to be protected by truecrypt in order to fool them. Here are some important tips to
keep in mind:
 
 A. Do NOT use porn. Adult models can sometimes appear to be underaged, and this can cause
you to incriminate yourself unintentionally.
 
 B. Do NOT use drawings/renderings/writings of porn. In many jurisdictions, these are just as illegal
as photographs.
 
 C. Good choices for what to put here include: backups of documents, emails, financial documents,
etc.
 
 D. Once you have placed files into this folder, NEVER place any more files in the future. Doing so
may damage your hidden content.
 
 Generally, you want to store innocent data where some individual looking at it would find no cause
against you, and yet at the same time they would understand why you used TrueCrypt to secure
that data.
 
 Now, go ahead and find files and store them in this folder. Be sure that you leave at least ten
gigabytes free. The more the better.
 
 When you are all done copying files into this folder, close the folder by clicking the "x" in the top
right corner.
 
 17. click "Next"
 
 18. If prompted that "A program needs your permission to continue", click "Continue"
 
 19. "Hidden Volume", click "Next"
 
 20. The default encryption and hash algorithms are fine, click "Next"



 
 21. "Hidden Volume Size", the maximum available space is indicated in bold below the text box.
Round down to the nearest full unit. For example, if 19.97 GB is available, select 19 GB. If 12.0 GB
are available, select 11 GB.
 
 22. If a warning dialog comes up, asking "Are you sure you wish to continue", select "Yes"
 
 23. "Hidden Volume Password"
 
 Important Read This
 
 Here you are going to select the REAL password. This is the password you will NEVER reveal to
ANYONE else under any circumstances. Only you will know it. No one will be able to figure it out or
even know that there is a second password. Be aware that an individual intent on obtaining your
sensitive information may lie to you and claim to be able to figure this out. They cannot.
 
 It is HIGHLY recommended that you choose a 64 character password here. If it is difficult to
remember a 64 character password, choose an 8 character password and simply repeat it 8 times.
A date naturally has exactly 8 numbers, and a significant date in your life repeated 8 times would do
just fine.
 
 24. Type in your password twice, and click "Next"
 
 25. "Large Files", select "Yes" and click "Next".
 
 26. "Hidden Volume Format", as before move your mouse around for about ten seconds randomly,
and tehn click "Format".
 
 27. If prompted "A program needs your permission to continue", select "Continue"
 
 28. A dialog will come up telling you that the hidden TrueCrypt volume has been successfully
created. Click "Ok"
 
 29. Click "Exit"
 
 Congratulations! You have just set up an encrypted file container on your hard drive. Anything you
store here will be inaccessible to anyone except you. Further, you have protected this content with
TWO passwords. One that you will give to someone under threat, and one that only you will know.
Keep your real password well protected and never write it down or give it to anyone else for any
reason.
 
 Now, we should test BOTH passwords.
 
 5. Testing TrueCrypt Volumes
 
 Once you have completed the above section, you will be back at TrueCrypt. Go ahead and follow
these steps to test the volumes you have made.
 
 1. Click "Select File..."
 
 2. Locate the file you created in the last section, most likely called "random.txt" or something
similar. Remember that even though there is both an outer and a hidden volume, both volumes are
contained in a single file. There are not two files, only one.



 
 3. Click "Open"
 
 4. Choose a drive letter that you are not using (anything past M is probably just fine). Click on that,
For example click on "O:" to highlight it.
 
 5. Click "Mount"
 
 6. Now you are prompted for a password. Read the below carefully:
 
 The password you provide here will determine WHICH volume is mounted to the drive letter you
specified. If you type in your decoy password, then O:\ will show all the files and directories you
copied that you would reveal if forced. If you type in your real password, then O:\ will show the files
and directories that you never intend anyone to see.
 
 7. After successfully typing in your password, you will see additional detail to the right of the drive
letter, including the full path to the file you selected as well as the kind of volume it is (for example,
hidden).
 
 8. Right click on your "Windows Logo"/"Start Menu" icon, and scroll down to the bottom where you
can see your different drive letters. You will see the drive letter you selected, for example: "Local
Disk (O:)". Click on that.
 
 9. If you selected your decoy password, you will see all the files and folders that you moved there
during the installation phase. If you selected the real password, you will see whatever files and
directories you have placed so far into the hidden volume, if any. If you selected your hidden volume
password, you may now begin moving any sensitive information you wish. Be aware that simply
moving it from your main hard disk is not enough. We will discuss how to ensure deleted data is
actually deleted later in the guide.
 
 "What is happening?"
 
 When you select a file and mount it to a drive, you are telling your computer that you have a new
drive with files and folders on it. It is the same thing as if you had plugged in a usb flash drive, a
removable harddrive, or an sd card into your computer. TrueCrypt causes your computer to think
that there is an entirely new disk drive on your computer. You can use this disk drive just as if it was
actually a usb flash drive. You can copy files to it, directories, and use it just as you would use a usb
flash drive.
 
 When you are done, simply close all open windows/folders/applications that are using your
truecrypt drive letter, and then click "Dismount" from within TrueCrypt while you have the drive letter
highlighted. This will once again hide all of this data, accessible only by re-mounting it with the
correct password. 
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Very Important Safety Information
 
 When a true crypt hidden volume is mounted, someone who has access to your computer can
access anything that is inside that hidden volume. If for example you left your computer running
while a truecrypt volume was mounted, then if someone gained access to your computer they would
be able to see everything you have in that volume. Therefore:
 
 ALWAYS REMEMBER TO DISMOUNT ANY TRUECRYPT VOLUME CONTAINING ANY



SENSITIVE INFORMATION WHEN YOU ARE NOT USING YOUR COMPUTER
 
 You can tell that it is dismounted because the drive letter inside of "TrueCrypt"'s control panel will
appear the same as all of the other drive letters, with no information to the right of the drive letter.
You should practice Mounting and Dismounting a few times with both passwords to make sure you
understand this process.
 
 Once you have copied files/folders into the hidden volume, do NOT touch the files or folders in the
outer volume anymore. Remember that both volumes occupy the same single file, and therefore
changing the outer volume can damage the hidden volume. Once you have copied files/folders into
the outer volume during the installation process, that is the last time you should do so. From that
point forward, use ONLY the hidden volume. The outer volume exists only as a decoy if you need it.
 
 6. Securing your Disk
 
 This is an involved step which many people may not be able to do right away. If you cannot do this
step immediately, then see section 7.
 
 At this point you should understand how to create and use TrueCrypt hidden volumes in order to
safeguard any sensitive information. Therefore, you should NOT keep any such sensitive
information on your hard disk. At this stage, there are two possibilities:
 
 1. You have never had any sensitive information on your hard disk. In this case, read this section
but you can certainly skip it.
 
 2. Up until now, you have stored sensitive information on your hard disk. If so, then you MUST read
this section.
 
 If you have ever used this computer to access sensitive information, then all of the security and
precautions in the world are totally useless and futile because all someone has to do is access what
is left of that sensitive information. I cannot stress this enough.
 
 You can have the most secure TrueCrypt volumes, use TOR, and be the safest most secure user in
the world. If you have not made sure that ALL remnants of any sensitive information are UTTERLY
REMOVED from your hard disk, then all of that effort is totally pointless. You MUST take these
actions to safeguard your hard disk, or otherwise you might as well throw away this guide and follow
none of the advice herein.
 
 First, I understand that it is troublesome to have to re-format a computer, to back everything up,
and reinstall everything. However, if you have ever had sensitive information on your machine, that
is what you have to do. Take the following steps:
 
 1. Obtain a removable harddrive or usb flash drive large enough to store anything you need to
save.
 
 2. Set up a truecrypt hidden volume on that harddrive big enough to hold all of that information.
 
 3. Set up the truecrypt outer volume as in the previous section. Use the previous section as a guide
if you need to.
 
 4. Be sure you the hidden volume will have enough space to store all that you are backing up.
 
 5. Copy ALL data you need to back up/save into that hidden volume.



 
 Important Read This
 
 If you have ever used this system to access sensitive information, then you must assume that the
sensitive information or remnants of it can be anywhere on your hard disk. Therefore, you need to
move EVERYTHING you intend to save into the hidden truecrypt container. You do not know where
sensitive data might be, so you are assuming it can be anywhere. This way you still have ALL of
your data and you have lost nothing.
 
 A good analogy is toxic waste. You don't know which barrel might contain the toxic waste, so you
treat ALL the barrels as potentially toxic. This is the surest way you can protect yourself.
 
 You might be saying, "I have family photos, music, movies that I would have to move to the hidden
volume." That is perfectly fine. Remember that you can access that hidden volume just as if it was a
drive letter. In fact, ideally, ALL of the content on your computer (assuming you value your privacy)
should be protected anyways. You lose nothing by securing all of that data.
 
 6. Once you have copied everything you intend to copy. dismount your hidden volume, reboot your
computer, and re-mount your hidden volume to make sure everything is there.
 
 7. Now it is time to re-format your entire hard drive. Re-install your operating system of choice (such
as Windows 7), and start with a clean slate.
 
 8. Once you have reinstalled your operating system from scratch, follow sections one through five
of this guide to reach this point, and then proceed.
 
 7. Temporarily Securing Your Disk, Shredding Free Space
 
 Like the previous section, this section applies ONLY IF there is some risk that sensitive data has
ever been stored or accessed on this computer. If you are 100% sure that sensitive information has
never been accessed using this computer, then you can safely skip this and the previous step.
 
 If you are not prepared to take the actions in the previous step yet, then you should follow the steps
in this section until you can. However, you MUST eventually take the actions in step six above. Do
not assume you can find/delete all sensitive content. Lists of filenames, image thumbnails, random
data, and more ARE sitting on your hard disk. Someone who knows how to find it, WILL. That will
render all of your other precautions totally futile.
 
 As soon as you can, follow the instructions in step six.
 
 Meanwhile, here is how you can temporarily safeguard yourself until you are able to follow those
instructions.
 
 1. Go through your hard disk folder by folder, deleting (or moving to a truecrypt hidden volume) any
files that you believe are sensitive/risky.
 
 2. When you are totally sure that you have deleted all such files, go to the following URL: 
http://www.fileshredder.org
 
 3. Scroll down and look for the button called "Download File Shredder" -- do NOT click any other
button, as the page may have ads on it that appear to be download links.
 
 4. Save the file.
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 5. Run the file, most likely titled: file_shredder_setup.exe
 
 6. "Welcome to the File Shredder Setup Wizard", Click "Next"
 
 7. Select "I accept the agreement" and click "Next"
 
 8. It will choose where to install it, click "Next"
 
 9. Click "Next" again when prompted for the Start Menu folder.
 
 10. "Select Additional Tasks", Click "Next" again
 
 11. Click "Install"
 
 12. Ensuring that "Launch File Shredder" is checked, click "Finish"
 
 13. You should now notice that "File Shredder" is running. You should see the program in your task
bar. Click on it to bring up the control panel if it is not up already.
 
 14. On the left is a link that says "Shred Free Disk Space", click it.
 
 15. Choose the drive letter for your hard disk, typically C:\, as well as any other drives you wish to
shred the free space.
 
 16. under "Select Secure Algorithm", select "Secure Erasing Algorithm with 7 passes" and click
"Next"
 
 17. Click "Start"
 
 This will take some time to finish. Once you have finished shredding your free disk space, it will be
impossible or nearly impossible for someone to find one of your deleted files and piece it back
together to see what it once was. However, this is NOT enough.
 
 Keep in mind that there may still be records of the filenames that were deleted, partial data from
those files, image thumbnails, and more that may be enough to incriminate you. This is only a
temporary step you have taken, and you absolutely must take the actions in step 6 above in order to
be truly safe. 
  8. Installing VirtualBox
 
 And now we get to the fun part. We are going to create a secure environment for you to browse the
internet and communicate in a way that is totally anonymous and untracable. You will have a setup
that is so secure as to be virtually impossible to break.
 
 1. First, go to the following URL: http://www.virtualbox.org
 
 2. Select "Downloads" in the menu on the left
 
 3. Under "VirtualBox platform packages" is "VirtualBox 4.0.4 for Windows Hosts", next to that is
"x86/amd64". Click that.
 
 4. Save the file. It should be titled similar to: "VirtualBox-4.0.4-7011-Win.exe
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 5. Run the file.
 
 6. "Welcome to the Oracle VM... Setup Wizard", Click "Next"
 
 7. click "Next"
 
 8. Click "Next"
 
 9. "Warning: Network Interfaces", click "Yes" but be aware that your internet connection will be
temporarily reset for a few seconds.
 
 10. Click "Install"
 
 11. A dialog saying "A program needs your permission to continue" may appear, click "Continue".
 
 12. One or more dialogs asking if you want to install "device software" may come up, select "Install"
each time.
 
 13. Optionally check the box "Always trust software from Oracle Corporation."
 
 14. "Oracle VM... installation is complete", Click "Finish" ensuring that "Start Oracle VM after
installation" is checked.
 
 Now we have the software we need in order to set up and run virtual machines. On your task bar to
the far right, you should notice VirtualBox running. Click on the "VirtualBox" icon if needed in order
to bring the VirtualBox control panel into view.
 
 Now it is time to set up a virtual machine. For this, we need to obtain two files. Operating systems,
such as windows, are typically installed using a cd or dvd. You put the cd or dvd into your computer,
you boot it up, and you follow the instructions in order to install the operating system. Virtual
machines work similarly. Before we can use a virtual machine, we have to install an operating
system on it.
 
 However, we are NOT going to use Windows! We are going to use Linux. Do not be afraid if you
have no experience using Linux. I assure you that this will prove to be painless. We actually need
two different linux operating systems in order to have a secure system. Before we go through the
steps of setting this up, I want to describe to you what we are doing.
 
 Remember earlier in the guide I explained that one of the downsides to using Tor Browser from
your main computer is that you might accidentally put a link into a non-Tor browser. The problem
with your computer right now is that you can access tor sites, or non-tor sites equally well. That
means that you have to be extremely careful to ensure that you are using Tor.
 
 An analogy would be to say that you are typing on a keyboard with red and green keys. You have
to be careful to only hit the green keys. If you accidentally hit a red key, then you could compromise
your security and anonymity. That is not a good position to be in. The purpose of setting up a virtual
machine is to make certain that you cannot accidentally reveal your identity or compromise your
security.
 
 The computer you are using now has two ways of accessing the internet: TOR, and Non-TOR. The
virtual machine we are setting up however will only be able to access the internet using TOR. No
other way period. That means that no matter what you do, no matter how hard you try, you will NOT
be able to accidentally access any website except through TOR. This guarantees that whatever you



do on that virtual machine is going to be through TOR.
 
 So how do we achieve this? There are a number of ways to do so. The method presented in this
guide is not the only good way, however I do believe that it is both easy to set up and also friendly to
users who may not have a great deal of RAM.
 
 First, we are going to set up two different virtual machines. One of them will exist for the sole
purpose of making sure that the other one does not accidentally connect to the internet except
through TOR. This virtual machine requires very little. You will not be using it for anything. It will
simply act as a gatekeeper to ensure that the other Virtual Machine is safe.
 
 The second virtual machine will be what you use for internet browsing, chatting, etc. This virtual
machine will be configured in such a way that it can only use TOR and nothing else. The way we will
achieve this is to force this second virtual machine to go through the first virtual machine for all
internet connections.
 
 Do not worry if this seems complicated. As with the rest of this guide, I am going to walk you
through step by step exactly what to do.
 
 First, we have to obtain the operating systems we will need. In this case, we are going to use
"Damn Small Linux" (yes that is it's real name) for the firewall and we are going to use "Ubuntu" for
the main system. The advantage to using "Damn Small Linux" is that we only need 32 MB of ram
and no disk sapce to have an effective firewall.
 
 Let's set up the firewall first:
 
 9. Installing a Firewall
 
 1. First, go to the following URL: http://www.damnsmalllinux.org (three l's)
 
 2. Scroll down until you see a link that says "Download"
 
 3. Under "Current Full Mirror List", click any that work. Some may not work at any given time. If one
doesn't work, simply hit back on your browser and try another one.
 
 4. At the time of this guide, the following url worked: ftp://ftp.is.co.za/linux/distributions/d...l/current/
 
 5. Go to the "current" directory if not already in it.
 
 6. Click on the file called: dsl-4.4.10.iso -- If you cannot find this file, choose the file closet to it. A
higher version number is fine. The file will probably be about 50 MB
 
 7. The file should take about 5-10 minutes to download based on your connection.
 
 ( IF THE ABOVE STEPS WORKED FOR YOU, SKIP THIS MINI-SECTION
 (
 ( If you had trouble with the above steps, read this mini-section
 (
 ( With mirrors, it is often the case that a particular mirror site doesn't work. At the time of this writing,
several mirrors worked. I am providing
 ( detailed instructions for each mirror.
 (
 ( Above I have already provided instructions for the mirror ftp://ftp.is.co.za
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 (
 ( MIRROR: http://gd.tuwien.ac.at/opsys/linux/damnsmall
 (
 ( Go to this URL, and under "Subdirectories" click on "current"
 ( if available, select the file called "current.iso" (provided the file is at least 49 MB in size)
 ( If not, then choose the closest file to dsl-4.4.10.iso, a higher version # is fine.
 (
 ( MIRROR: http://ftp.belnet.be/packages/damnsmalllinux/
 (
 ( go to "current" directory, obtain either "current.iso" (if 49 MB or higher) or find file closest to
"dsl-4.4.10.iso")
 (
 ( MIRROR: http://ftp.heanet.ie/mirrors/damnsmalllinux.org/
 (
 ( go to "current" directory, obtain either "current.iso" (if 49 MB or higher) or find file closest to
"dsl-4.4.10.iso")
 
 At this point, you should have the file either "current.iso" or "dsl-4.4.10.iso" (or something similar)
fully downloaded and saved into your Downloads directory.
 
 Now, go ahead and open up VirtualBox again, most likely by clicking it on the task bar.
 
 8. Click "New" at the top left, an icon that resembles a many-pointed round star.
 9. "Welcome to the New Virtual Machine Wizard", click "Next"
 10. "VM Name and OS Type": Under "Name" type in: Firewall
 11. For Operating System, choose "Linux"
 12. For "Version", choose: "Other Linux"
 13. Click "Next"
 14. "Memory", select "32 MB" and click Next
 15. "Virtual Hard Disk", Uncheck "Boot Hard Disk" and click "Next"
 16. If a Warning dialog appears, click "Continue"
 17. Click "Finish"
 18. Now you will notice "Firewall, Powered Off" visible in your VirtualBox control panel. Make sure it
is highlighted (it should be) and then right click it, and select "Settings".
 19. Select "Network" in the menu to the left.
 20. Click on the "Adapter 2" tab.
 21. Check "Enable Network Adapter" and next to where it says "Attached to", select "Internal
Network" from the pulldown menu.
 22. Click "Ok" at the bottom.
 23. Once again, right click "Firewall, Powered Off" and select "Start"
 24. Check "Do not show this message again" and click "Ok". This is just letting you know that the
"RIGHT CTRL KEY" on your keyboard is the "control" key for this virtual machine.
 25. "Welcome to the First Run Wizard", click "Next"
 26. "Select Installation Media", under "Media Source" is a pull down menu. To the immediate right
of that pull down menu is an icon with a folder. Click that folder icon.
 27. Locate "current.iso" or "dsl-4.4.10.iso" (or the similar file name) that you downloaded. When
located, click "Open". It is likely in the "Downloads" directory of your home folder.
 28. Click "Next"
 29. Click "Finish"
 
 Now the virtual machine will start to boot up. Simply wait... (This may take up to 5 minutes.)
 
 30. One or more new dialogs may come up saying "VirtualBox Information", just click "Do not show
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this message again" and click "Ok"
 
 After a few minutes, the booting will finish and you will be looking at the desktop for your firewall
virtual machine. To the right of the window you will see some stats that look something like this:
 
 Up: 0 k/s - Down: 0 k/s
 Processes: 19
 CPU Usage: 10%
 RAM Usage: 16.2MB/28.8MB
 
 Congratulations! You now have a firewall running. Now we will set up this firewall to protect you so
that you can safely use TOR from your main virtual machine.
 
 10. Firewall Configuration
 
 At this stage you should be looking at the desktop for "DSL" (Damn Small Linux).
 
 I need to talk about the mouse first. This particular virtual machine as well as your main operating
system (windows) both want control of your mouse. Both cannot have control of your mouse at the
same time however. Therefore, you have to choose whether the mouse will be used by your virtual
machine, or by Windows. When you click into your virtual machine, it has the effect of passing
control of the mouse to the virtual machine. That means you cannot move your mouse cursor past
the boundaries of that virtual machine. In order to give mouse control back to windows, enabling you
to move your mouse cursor anywhere, simply press the right ctrl key on your keyboard. That is to
say, you have two ctrl keys. One on the left of your keyboard, and one on the right. Press the ctrl
key that is on the right of your keyboard. This will give mouse control back to windows.
 
 Practice this a bit. Practice clicking into the window, moving the mouse cursor around, pressing
right ctrl, and moving the windows mouse cursor around. Get the feel of it.
 
 You should see a window that looks something like a web browser, with some text in it including
words such as "Getting Started with DSL". First, close that window.
 
 ( If your mouse is not working, read this mini-section.
 (
 ( First, click inside the window that your virtual machine is running in. Now try moving your mouse
cursor. If you do not see the mouse cursor moving around, then press
 ( RIGHT CTRL + I. Now move your mouse cursor again. If you notice that you are moving your
"main" mouse cursor over the window, but you do not see the "DSL" black mouse
 ( cursor moving, then click again into that window. If you do this a few times, you should notice that
the mouse begins to work. You may have to press RIGHT CTRL+I a couple
 ( of times to get the mouse to work.
 
 1. Once the mouse is working inside of your virtual machine, go ahead and close the window
entitled "Getting Started with DSL"
 
 ( If you cannot see the full virtual machine window, for example because your screen resolution is
set so that some of the window goes too low, read this mini-section.
 (
 ( First, press RIGHT CTRL+I until you have your main windows white mouse cursor back. Now,
click on "Machine" in the menu at the top of the window.
 ( Select "Switch to Scale Mode"
 (



 ( Click "Switch"
 (
 ( Now you will have converted your firewall window to a smaller size, and you will be able to resize
it. You may need to press "right ctrl" to get a windows mouse cursor
 ( which you will need in order to resize this window. Now simply resize it to the size that works for
you, and then click into the window to be able to use the black mouse
 ( cursor inside the virtual machine. I recommend you maximize this window to make sure you can
read everything clearly.
 
 2. Right click anywhere on the desktop, go to System (a red folder), go to Daemons, ssh, and start.
 
 3. Right click again anywhere on the desktop, go to XShells -> Root Access -> Transparent
 
 4. Now you have a window that you can type in. Type exactly as shown below into this window, and
hit enter:
 
 passwd
 
 Once you type this and hit enter, it will ask you for a password. This is a password for full access to
the firewall. Make it at least 8 characters in size.
 
 Important: Do not forget your firewall password. You will need it later in the guide.
 
 When you have successfully changed your password, it will say "Password changed."
 
 5. Now type exactly as shown below, into the same window:
 
 ifconfig eth1 10.0.3.1
 
 6. It will not say anything after you hit enter, it will just return you back to the prompt.
 
 Now our firewall server is ready. We want to save this state so that we can get back to it easy in the
future. Press RIGHT CTRL+S
 
 7. Now you will be looking at a window that says "Take Snapshot of Virtual Machine". Just click
"Ok"
 
 8. Now, let's test this out to confirm it works as we expect. Go ahead and close the virtual machine
by clicking the "X" in the top right corner. A menu will come up. Select "Power off the machine" and
click ok. Do NOT check the box called "Restore current snapshot".
 
 And now you should be once again at the VirtualBox manager. You will see "Firewall(Shapshot 1),
Powered Off"
 
 9. Make sure that "Firewall (Snapshot 1), Powered Off" is selected. At the top right of your
VirtualBox Manager is a button that says: "Snapshots (1)". Click it.
 
 10. Click on "Snapshot 1", the top-most selection. This will highlight it.
 
 11. Now right click it, and click on "Restore Snapshot"
 
 12. A dialog box will come up asking if you are sure, click "Restore"
 



 13. Now click the "Start" button at the top with the large green arrow.
 
 14. Any dialog boxes that come up with a check box saying "Do not show this information again",
simply check the check-box, and click ok. Do not worry about any of those.
 
 Remember, if you do not have immediate control of the mouse inside the virtual machine, simply
press RCTRL+I (press right ctrl and "I" at the same time) and click into it until you have mouse
control. Now your firewall is good to go. Any time you need it, just go to the VirtualBox Manager and
follow steps 9 through 14 above. You do not have to go through the whole setup process again at
any time in the future. Your firewall is ready.
  11. Installing Ubuntu
 
 Now we are going to set up the main machine that you will be using TOR with.
 
 1. First, go to this URL: http://www.ubuntu.com
 2. Click on the link "Download Ubuntu"
 3. Click "Start Download" (This download should take 10-15 minutes)
 4. The filename is going to be similar to: ubuntu-10.10-desktop-i386.iso
 
 Now we wait...
 
 While you are waiting for the file to download, go ahead and make sure that your "hidden volume" is
mounted in TrueCrypt to a particular drive letter. For example, O: You will need that for the next
step.
 
 5. Return to your "VirtualBox Manager". It doesn't matter if the firewall is running or not.
 
 6. Click "New" (the blue round star-icon in the top left) again.
 
 7. "Welcome to the New Virtual Machine Wizard", click "Next"
 
 8. "VM Name and OS Type", under "Name", type "Primary"
 
 9. Next to "Operating System", select "Linux"
 
 10. Next to "Version", select "Ubuntu" and Click "Next"
 
 11. "Memory", by default it selects 512 MB. This is fine. 256 MB is the MINIMUM. The more
memory you allocate, the better the virtual machine will function. Click "Next"
 
 12. "Virtual Hard Disk", Make sure "Boot Hard Disk" is checked. Make sure "Create new hard disk"
is selected. Click "Next"
 
 13. "Welcome to the Create New Virtual Disk Wizard", click "Next"
 
 14. "Hard Disk Storage Type", select "Fixed-size storage" and click "Next"
 
 15. "Virtual Disk Location and Size", to the right of the text box containing "Primary" is a folder icon.
Click the folder icon.
 
 16. Now we have to select a file for the new hard disk image file. On the bottom of this dialog it says
"Browse Folders", click on that.
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 17. Now click on "Computer" in the menu to the left.
 
 18. Scroll to where you see the drive letter you mounted, and double click on it. Ex: Local Disk (O:)
 
 19. Now click "Save"
 
 20. By default 8.00 GB are selected. That is fine. If you have enough space on your hidden volume,
increase this to 10 GB. Otherwise, 8 is fine.
 
 21. Under "Location", it should say O:\Primary.vdi where O: is replaced by whatever drive letter you
mounted your TrueCrypt hidden volume to.
 
 22. Click "Next", then click "Finish"
 
 Now we wait for VirtualBox to create the hard drive we asked for. This may take a few minutes.
 
 Keep in mind this entire virtual machine as well as any of its contents are going to reside within the
hidden truecrypt container. This ensures extra security.
 
 23. When this is done, you will see a "Summary" window. Click "Finish".
 
 24. Now, right click on "Primary, Powered Off" in your "VirtualBox Manager", and click "Start"
 
 25. Again we are at the "First Run Wizard", click "Next"
 
 26. "Select Installation Media", under "Media Source" is a pull down menu. Click the "folder icon" to
the immediate right of that pulldown menu.
 
 27. Locate "ubuntu-10.10-desktop-i386" (or the similarly named file) from your Downloads directory,
or wherever you saved it. Click on it, and click "Open"
 
 28. Click "Next"
 
 29. Click "Finish"
 
 Now simply wait. Your Ubuntu virtual machine will be loading up. This may take a few minutes.
Don't worry if you see all kinds of strange messages/text. It is normal.
 
 After a few minutes, you should start to see the Ubuntu desktop load. Unlike your firewall, you will
notice that you do not have to click the mouse inside the window. It automatically happens. This is
going to be much easier than the "Firewall" step.
 
 Once everything has loaded, you will be looking at a window that says "Install" with a button that
says "Install Ubuntu". If you cannot see everything, press RCTRL+F (to go full screen). You can
return to windowed mode by RCTRL+F again. Any dialogs can be closed, and you can check the
box that says "Do not show me this again."
 
 30. Click "Install Ubuntu"
 
 31. Check "Download updates while installing"
 
 32. Check "Install this third-party software". Click "Forward"
 



 33. Ensure "Erase and use entire disk" is selected, and click "Forward". Remember, this is NOT
talking about your hard disk. It is talking about the 8-10 gigabyte virtual disk.
 
 34. Click "Install Now"
 
 35. Now you will be guided through a series of installation related screens. The first screen asks
you to select your timezone/time. Select your choice and click "Forward"
 
 36. Now keyboard layout, again select your choice and click Forward. If you are unsure, leave it as
is or click "Figure out keyboard layout"
 
 37. "Who are you?" For "Your name" type in: mainuser
 
 38. When you type in "mainuser" the other boxes will fill in automatically. Now click in the text box
next to "Choose a password".
 
 39. Do NOT use the same password as the firewall. Come up with a different password.
 
 40. Ensure that "Require my password to log in" as well as "Encrypt my home folder" are selected
and checked and proceed.
 
 Now simply wait until the installation is finished. The installation may take a while, and it may
appear to stall at some points. As long as the ubuntu mouse cursor shows an animation that is
turning around in circles, the installation is working. Simply wait until it is done. If after an hour or two
the progress bar hasn't moved at all, then go ahead and re-start the installation starting from step 24
(after closing the window and powering down the virtual machine).
 
 Depending on your computer, it could take 2-4 hours. Most likely, it will take about an hour. Once
finished, you will see a dialog that says "Installation Complete" with a button that says "Reboot
Now". Do NOT press the "Reboot Now" button. Close the 'X' on this window, and Power Down.
 
 41. Now, right click "Primary" and go to "Settings".
 
 42. Click on "Storage" in the left menu. Then click on the "ubuntu-10.10... .iso" under where it says
"IDE Controller"
 
 43. To the right it says "Attributes" under that it says "CD/DVD Drive : ..." to the immediate right of
that is a cd icon. Click it.
 
 44. Select "Remove disk from virtual drive."
 
 45. Click "Ok"
 
 46. Now, making sure that "Primary" is highlighted, click the "Start" button at the top with the large
green arrow.
 
 Now we wait for your newly installed Ubuntu machine to boot up.
 
 47. After a few minutes, you will see a dialog appear that says "mainuser-VirtualBox". Go ahead
and click on "mainuser" which has the "person icon" to the left of it.
 
 48. Now it will prompt you for your password. Enter the password you used in the installation
process.



 
 49. After a minute or so, you should hear a nice login sound, and you should be fully logged into
your virtual machine.
 
 50. Keep waiting, and a dialog will appear that says "Information avialable" and "Record your
encryption passphrase" Click on: "Run this action now"
 
 51. Type in the same password you used to log in. After that window closes, click "Close" in the
dialog box.
 
 Congratulations! You have now set up a virtual machine as well as a firewall to protect it. Now we
need to finish configuring the primary virtual machine.
 
 12. Ubuntu Initial Setup
 
 Ok, now that we have installed Ubuntu, we need to set it up so that we can use it fully. This also
means making sure we can see flash on websites such as youtube.
 
 1. First, we have to install any updates that are pending. At the bottom of your screen, you should
notice where it says "Update Manager". Click on that.
 
 2. Now, click on "Install Updates". If you did not see "Update Manager", then skip these two steps.
 
 3. Any time an administrative task is required, you will need to type in your password. This is the
same password you used to log in.
 
 Now we wait, this is going to download any necessary security updates to make certain we are
using the most current/secure setup possible. This may require downloading hundreds of
megabytes. Just go ahead and let it do that, and when everything is downloaded and updated,
proceed to the next step. While you wait, Ubuntu may go into screensaver mode. If so, just move
the mouse and it will ask you for your password. That will leave screensaver mode.
 
 If the updates are more than a hundred megabytes, it will take quite a while. It may take up to 2-3
hours depending on your computer and internet connection. Nonetheless, this
 step is critical. Do not skip the updates. Besides ensuring that your setup will be secure, the
updates also ensure that all of the applications are up to date and thus most likely to function
correctly. Just go ahead and watch a movie for a couple hours, and then return and check on it.
 
 After all of the updates have been downloaded and installed, the "Update Manager" window will
now say "Your system is up-to-date" at the top. Further, it will say: "The computer needs to restart to
finish installing updates.". Go ahead and press the 'X' in the top right corner of the window, and
choose 'Send the shutdown signal". If prompted, click "Shut Down". Once it has fully shut down, the
window will disappear and you will be back at the VirtualBox manager. Go ahead and right click on
"Primary" and click "Start". This will restart the virtual machine.
 
 If a virtual machine fails to shutdown after 10 minutes or so, then go ahead and close the window
again by pressing the 'X' but this time choose "Power down". If it still will not shut down, then
VirtualBox may have crashed. If so, just follow these instructions:
 
 ( Follow the steps in this mini-section if a virtual machine fails to shutdown, or you need to
completely close/restart VirtualBox.
 (
 ( First, press "Ctrl+Alt+Delete", and then click "Task Manager"



 ( Next, locate the process that is running that starts with "VirtualBox". Right click that process, and
click "End Process Tree"
 ( This should force the window to close.
 (
 ( Now, restart VirtualBox by going to your start menu, All Programs, Oracle VM VirtualBox
VirtualBOx
 (
 ( Now you will have the VirtualBox manager up again. To restart the Ubuntu machine, simply right
click on "Primary" and click "Start".
 
 Once your Primary vm has rebooted, you will be again at the login screen. Here as before, click on
"mainuser" and then enter in your password. Now your primary machine is fully up to date.
Remember, be patient. It may take a few minutes before your virtual machine has fully booted. First
you will see the background image and a mouse cursor that can move
 around, next you should hear the login sound play, and finally you will see the menu at the top and
bottom of your virtual machine window. Depending on the speed of your computer,
 this may take 10 minutes or more. Just be patient. Don't worry if your virtual machine appears to be
running too slow, we will speed it up.
 
 Now your Virtual Machine is set up and ready for use.
 
 13. Installing Guest Additions
 
 In order to ensure that the Virtual Machine runs smoothly as possible, we are going to install some
additional software to the virtual machine.
 
 1. Go to the "Devices" menu at the top of your virtual machine main window (Machine, Devices,
Help), and go to "Install Guest Additions"
 
 2. Go to the "Places" menu at the top of your virtual machine (Applications, Places, System), and
click on "VBOXADDITIONS_4.0.4_70112" (the number may be different).
 
 3. At the top this new window will be the text "The media has been determined as "UNIX software".
Click on "Open Autorun Prompt"
 
 4. A new dialog may appear saying "This medium contains software intended to be automatically
started. Would you like to run it?" Click "Run"
 
 5. Enter your administrative password (the one you use to log into Ubuntu) and click "Ok"
 
 6. Now the VirtualBox Guest Additions installer will begin. This may take some time, so just relax
and wait. Depending on your computer, this may take 30 minutes or more.
 
 7. When this is finished, you will see the text "Press Return to close this window." Go ahead and do
so.
 
 8. Once that window has closed, go ahead and press the 'X' to close the entire virtual machine
window. Select "Send the shutdown signal" and click "Ok".
 
 9. A dialog box will appear. Click on "Shut Down", the top most option.
 
 At this stage it is a good idea to further optimise our virtual machine. When you initially installed it,
you most likely selected either 256 MB or 512 MB of RAM. If you have enough RAM to spare, then I



highly recommend you increase that to at least 1 GB. Here is how to do so:
 
 1. First, right click on "Primary, Powered off" and go to Settings.
 2. Select "System" from the menu on the left.
 3. Increase the "Base Memory" to either 1024 MB (1 GB), or some higher value you are
comfortable with.
 
 It is also a good idea to increase the video memory available to the virtual machine.
 
 4. Select "Display" from the menu on the left, still inside of "Settings"
 5. Increase the "Video Memory" slider to the right as far as you are comfortable with. For example,
128 MB.
 6. Check the box "Enable 3D Acceleration".
 7. Now click "Ok" at the bottom.
 
 Go ahead and start up Ubuntu again by right clicking "Primary, Powered off" and clicking "Start"
 
 When Ubuntu loads up, go ahead and log in as before using your password. Now wait until Ubuntu
is fully booted and the "Applications Places System" menu is visible.
 
 You will probably notice that your virtual machine loads up and runs faster than before.
 
 How well your virtual machine runs depends on how good your computer is. Primarily, RAM and
processor speed are the most significant factors. If your computer is modern enough, you should be
able to use websites with flash and even watch videos, such as on YouTube, with no problem. If
your computer is not as modern, you will still be able to browse websites but may not be able to
watch videos. You should still be able to use most flash based websites however.
 
 Important: Do NOT browse sensitive content YET. At this stage, your virtual machine is not yet
configured to use TOR. 
  14. Installing IRC (Optional)
 
 This section is entirely optional. If you are not interested in installing IRC, skip this section.
 
 To install IRC on your new virtual machine, follow these steps:
 
 1. Go to the "Applications" menu, and go to "Ubuntu Software Center"
 
 2. Type "kvirc" in the search box field in the top right.
 
 3. When the results return, select the one called: "KDE-based next generation IRC client" or "KV
Irc".
 
 4. Click "Install"
 
 5. Enter your password when prompted.
 
 6. While it installs, you will notice a progress bar. This may take a few minutes depending on the
speed of your internet connection.
 
 7. Once it is finished installing, the progress bar will go away. Go ahead and close the "Ubuntu
Software Center".
 



 You are probably used to the close/min/max buttons being on the top right, as is the case in
Windows. You will find them in the top left instead. If you don't like this, don't worry. You can change
it later.
 
 Now, let's go ahead and set up KVIrc.
 
 Remember, you are NOT truly anonymous yet.
 
 8. Click on "Applications" in the top menu.
 
 9. Go to "Internet"
 
 10. Click on "KVIrc"
 
 11. "KVIrc Setup" will appear. Go ahead and click "Next" to begin.
 
 12. "Store Configuration in Folder", click "Next"
 
 13. "Please choose a Nickname". You can leave this exactly as is, or you can choose a Nick name
then click "Next".
 
 Important Read This
 
 Do NOT pick a nick name you have ever used before, or a nick name that can help someone
determine who you are. Also, do NOT fill in any other details such as location, age, real name, etc.
Leave everything else as is.
 
 You are NOT anonymous yet.
 
 14. Now you are asked to pick a theme, select "No theme" then click "Next"
 
 15. Now click "Finish" to leave the KVIrc Setup
 
 16. A new window will appear having a list of servers, click "Close"
 
 Now let's connect to the "Freenode" IRC network. By now, you may have many questions about
how to use Ubuntu. The #Ubuntu chatroom on Freenode is a great place to start, and where you
can ask questions related to how to use Ubuntu and VirtualBox. Please remember, you are NOT
anonymous yet and anything you say can be matched
 to your IP address. Keep the conversation related to technical help, or just learning Ubuntu.
 
 Do NOT discuss TOR.
 Do NOT discuss ANY sensitive material.
 
 Remember, this chatroom consists mostly of people who have set up Ubuntu for other reasons.
Therefore, they will be able to help you configure it, and answer many questions about how Ubuntu
works.
 
 17. At the bottom right of KVIrc is a long text input box. Click inside that box.
 18. Type, exactly as shown below, including the "/" character:
 
 /server irc.freenode.net 6667
 



 19. This will connect you to the Freenode IRC network. After a few minutes, you will be connected
and a dialog box will appear.
 
 20. Uncheck the box that says "Show this window after connecting", and then click "Close"
 
 21. Now, in the same text box as you typed the /server command, type the following exactly as
shown below, including the "/" and "#" characters:
 
 /join #Ubuntu
 
 22. Now you are in the #Ubuntu chatroom. Feel free to discuss the Ubuntu operating system and
ask questions related to how to use Ubuntu.
 
 15. Installing Torchat (optional)
 
 Torchat is a program you can use to communicate securely and anonymously with other Torchat
users. It is only useful if you already know someone who is using it. If you do not know someone
using Torchat, then it is best to skip this section and come back to it in the future when you want to
install Torchat.
 
 These instructions work for Ubuntu 10.10.
 
 First, installing Torchat is a bit tricky because Ubuntu does not include Tor by default in its
repositories. Tor is a requirement for torchat, and therefore we have to first install Tor on Ubuntu.
Doing so is not too difficult.
 
 1. First, go to "Applications" -> "Accessories" -> "Terminal". You will see a new window appear with
a prompt that looks like this:
 
 mainuser@mainuser-VirtualBox:~$
 
 2. Now, type exactly as shown below, and hit enter:
 
 sudo bash
 
 3. After entering your password, you will be at a new prompt which looks like this:
 
 root@mainuser-VirtualBox:~#
 
 4. Now, either type or copy-paste the below text into this window and then hit enter:
 
 echo "deb http://deb.torproject.org/torproject.org experimental-lucid main" | sudo tee -a
/etc/apt/sources.list
 sudo apt-key adv --keyserver keyserver.ubuntu.com --recv-keys 886DDD89
 
 5. After you do this, you should see the following at the bottom of your window:
 
 gpg: Total number processed: 1
 gpg: imported: 1 (RSA: 1)
 
 6. Now, we should be able to install tor. In this same window, type the following commands, one at
a time:
 

http://deb.torproject.org/torproject.org


 apt-get update
 apt-get install vidalia privoxy tor
 
 7. (press Y and enter when prompted)
 
 Now we need to obtain the Torchat installation file, follow these steps:
 
 8. In firefox on Ubuntu, go to the following URL: http://code.google.com/p/torchat
 
 9. On the left under where it says "Downloads"
 
 10. One of the files listed will end in .deb, for example torchat-0.9.9.deb. Click on that file name.
 
 11. On the next page, again click on the file name. This should begin the file download.
 
 12. By default, Ubuntu wants to open this file using the "Ubuntu Software Center". This is correct.
 
 Now wait until the file finishes downloading, and then the "Ubuntu Software Center" will appear.
Follow these steps:
 
 1. Press "Install"
 
 2. Type in your password when prompted.
 
 After a short wait, Torchat will be installed.
 
 To start Torchat, go to "Applications" -> "Internet" -> "Torchat Instant Messenger"
 
 http://www.whatis-theplan.org/t10808p15-...e-graffiti
 
 how-to LEGALLY do graffities for the plan where ever you want ^^
 
 Toolbox for translators : http://www.whatis-theplan.org/t11554-tra...rs-toolbox
 
 16. Creating TOR-Only Internet Environment
 
 Up until now, we have been using our Virtual Machine to access the internet directly. This was
necessary so that we could install updates, software, and get a feel for how to use Ubuntu.
 
 Now it is time to force Ubuntu to connect to the internet using TOR Only. At the end of this phase,
your Ubuntu virtual machine will be usable as a secure and anonymous TOR based browsing
environment. It will be impossible for you to access the internet except through TOR, and therefore
you can rest assured that anything at all you do online through the Ubuntu virtual machine will be
through TOR.
 
 First, we need to shut down any running virtual machines. If "Primary" is running, click the 'X' in the
top right to close it. Select "Send shutdown signal" and then select "Shut Down" when prompted. If
"Firewall" is running, go ahead and close it in the same way, but choose "Power off".
 
 After a minute or so, you should be back to your VirtualBox Manager, with neither virtual machine
running.
 
 1. Right click on "Primary, Powered Off" and go to "Settings"

http://code.google.com/p/torchat
http://www.whatis-theplan.org/t10808p15-...e-graffiti
http://www.whatis-theplan.org/t11554-tra...rs-toolbox


 
 2. Select "Network" from the menu on the left.
 
 3. Next to "Attached to" is a pull down menu. Right now it is set to "NAT". Choose "Internal
Network" and click "Ok"
 
 4. Click "Firewall" to highlight it, and then click on "Snapshots (1)" in the top right.
 
 5. Right click on "Snapshot 1" and then select "Restore Snapshot". Select "Restore" if prompted.
 
 6. Right click "Firewall" and click "Start"
 
 Now your Firewall will be resumed exactly where it had been previously set up. The last command
entered should still be visible.
 
 Before you proceed, make sure that TOR is running on your main Windows computer. If it is, you
will see an "Onion" icon visible in your task bar. Click on that icon and you should see the "Vidalia
Control Panel". Make sure that it says "Connected to the TOR Network". If so, you are ready to
proceed. If not then please see section 2 : "Using and Testing Tor Browser for the first time" to
re-start TOR. Once TOR is running, proceed.
 
 Let's restart Ubuntu:
 
 7. Right click "Primary" and click Start. Log in as normal.
 
 8. After fully logged in, open "Firefox" by clicking the orange "Firefox" logo at the top, next to
"System".
 
 9. Try to go to any website, such as http://www.google.com. Try at least 3-5 different websites. You
should not be able to connect to any of them.
 
 Note: If you attempt to go to websites you have already been to using Ubuntu, they may appear to
load because they are cached.
 
 10. In Firefox on Ubuntu, go to "Edit" and "Preferences"
 
 11. Click on the "Advanced" icon
 
 12. Click on the "Network" tab
 
 13. Under "Connection" it says "Configure how Firefox connects to the internet". To the right of that
is a "Settings" button. Click that button.
 
 14. Select "Manual proxy configuration"
 
 15. Next to both "HTTP Proxy" and "SSL Proxy" type in: 127.0.0.1
 
 16. Set the port to 8118 for both "HTTP Proxy" and "SSL Proxy"
 
 17. Next to "SOCKS Host" type: 127.0.0.1
 
 18. Set the port for "SOCKS Host" to 9050
 

http://www.google.com


 19. Make sure that "SOCKS v5" is selected at the bottom.
 
 20. Click "Ok" and then "Close"
 
 Now we have instructed Firefox to use TOR. However, Firefox cannot use TOR yet. Right now,
Ubuntu is completely unable to connect to the Internet. We are going to change that.
 
 21. Go to "Applications" -> "Accessories" -> "Terminal"
 22. Type in: sudo bash (and hit enter)
 23. Type in your password if prompted.
 24. Type in the following commands exactly as shown below (or copy paste them):
 
 ifconfig eth0 10.0.3.2
 /etc/init.d/polipo stop
 /etc/init.d/tor stop
 /etc/init.d/privoxy stop
 
 (Note: the last three commands, those beginning with /etc/ are only necessary if you installed
Torchat)
 
 Now you have told your Ubuntu machine to join the same network that your Firewall is on. Now we
can establish a tunnel for TOR data to flow from our Ubuntu machine, through the Firewall, into your
Windows guest machine. We need to establish two such tunnels.
 
 The first tunnel for port 9050 data, and the second tunnel for port 8118 data. When these two
tunnels are set up, it will be possible for you to use your Ubuntu machine to access any website
using TOR. Further, it is still completely impossible for your Ubuntu machine to access the Internet
in any other way.
 
 25. Your terminal window should still be open. Type in the following command exactly as shown (or
copy paste it):
 
 ssh -N -L 9050:10.0.2.2:9050 root@10.0.3.1
 
 26. Type "yes" if prompted. When prompted for the password, give your Firewall password. Not
your Ubuntu password.
 
 After you hit enter, you will see the cursor go to a blank line and nothing else happens. This simply
means the connection you requested is active. If the connection were to stop for any reason, you
would return to a command prompt. If you want to terminate the connection yourself, simply hit
CTRL+C. You can type in the same ssh command again if you need to re-open the tunnel.
 
 27. Now we are going to open the second tunnel. In your terminal window, go to "File" and "Open
Tab". This will open up a tab for a second terminal without affecting the first.
 
 28. Now, type exactly as shown below to open the second tunnel:
 
 ssh -N -L 8118:10.0.2.2:8118 root@10.0.3.1
 
 29. Return to Firefox. Go to the "File" menu and uncheck "Work Offline" if it is checked.
 
 30. Go to the URL: http://check.torproject.org
 

http://check.torproject.org


 If you see the text: "Congratulations. Your browser is configured to use Tor" then you are all set!
Your Ubuntu virtual machine is now NOT connected to the internet in any way. However, you can
browse any website using TOR, even Youtube. You do not have to be afraid of javascript or Flash.
Any files you save onto your virtual machine will automatically be saved in the encrypted truecrypt
volume you set up earlier. In fact, everything the virtual machine does will be contained within that
truecrypt volume.
 
 Further, even if someone somehow managed to remotely gain full root access to your Ubuntu
machine (absurdly unlikely to happen), they would still not be able to see anything about who you
are, or what your real IP address is, or even that you are using a Virtual Machine. To them, it would
appear that the Ubuntu machine is your main computer. They would be totally unable to
compromise your identity based on this alone.
 
 However, keep the following in mind. If someone were to gain access to your Ubuntu machine, they
WOULD be able to see anything you have used it for or any files you have saved. Therefore, I
recommend for the sake of absolute security, do not store anything on your Ubuntu virtual machine
that identifies you. This is just a precaution. It is virtually impossible that someone would manage to
remotely gain access to your Ubuntu machine.
 
 17. General Daily Usage
 
 Much of this guide has involved detailed one-time setup processes. From now on, all you have to
do when you want to use TOR from your Ubuntu virtual machine is to follow these steps. Every step
listed is a step you have already done, so feel free to re-visit earlier sections if you need help.
 
 1. Start TrueCrypt, and mount your hidden volume which contains your virtual machine.
 
 2. Start VirtualBox
 
 3. Start TorBrowser Bundle.
 
 4. Click "Firewall" to highlight it, and then click on "Snapshots (1)" in the top right.
 
 5. Right click on "Snapshot 1" and then select "Restore Snapshot". Select "Restore" if prompted.
 
 6. Right click "Firewall" and click "Start"
 
 7. Right click "Primary" and click Start. Log in as normal.
 
 8. Go to "Applications" -> "Accessories" -> "Terminal"
 
 9. Type in: sudo bash (and hit enter)
 
 10. Type in your password if prompted.
 
 11. Type in the following commands exactly as shown below (or copy paste them):
 
 ifconfig eth0 10.0.3.2
 /etc/init.d/polipo stop
 /etc/init.d/tor stop
 /etc/init.d/privoxy stop
 
 (Note: the last three commands, those beginning with /etc/ are only necessary if you installed



Torchat)
 
 12. Your terminal window should still be open. Type in the following command exactly as shown (or
copy paste it):
 
 ssh -N -L 9050:10.0.2.2:9050 root@10.0.3.1
 
 13. Type "yes" if prompted. When prompted for the password, give your Firewall password. Not
your Ubuntu password.
 
 14. In your terminal window, go to "File" and "Open Tab".
 
 15. Now, type exactly as shown below to open the second tunnel:
 
 ssh -N -L 8118:10.0.2.2:8118 root@10.0.3.1
 
 16. Return to Firefox. Go to the "File" menu and uncheck "Work Offline" if it is checked.
 
 17. Go to the URL: http://check.torproject.org
 
 If you see the text: "Congratulations. Your browser is configured to use Tor" then you are all set!
 
 Enjoy

FarewellMyPuppets - August 8, 2014, 2:50 am 
Didn't read it all, but good job for the thread! <3

WarOnDrugs - August 8, 2014, 3:00 am 
 (Aug 8, 2014 02:50 AM)Reficul Wrote: [CITE] Didn't read it all, but good job for the thread! <3
 Hahah, no worries, thanks for taking the time to read some of it. It's quite useful if you implement
what's taught in the guide.

?Saint - August 8, 2014, 3:11 am 
This is like the longest thread I've seen on HF, I haven't read it all because I know all the contents.
But it looks really nice. Whoever reads this and doesn't rep is leeching. haha

PickledHax - August 8, 2014, 3:17 am 
Haven't read this all yet, but I've got it bookmarked for later. Nice work OP :D

WarOnDrugs - August 8, 2014, 4:34 am 
 (Aug 8, 2014 03:11 AM)?Saint Wrote: [CITE] This is like the longest thread I've seen on HF, I haven't
read it all because I know all the contents. But it looks really nice. Whoever reads this and doesn't
rep is leeching. haha
 It could well be the longest, hah. Man, as long as people find this useful, I'm happy. Cheers for that
though xox

Dickbutt.scr - August 8, 2014, 4:34 am 
TOR isn't really secure you know https://hackforums.net/showthread.php?tid=4377737 ( click on it
for more info )

Callmehellor - August 8, 2014, 4:42 am 
Hell naw. I aint reading all that in one day. Good job though. It's a pity I don't need it yet.

http://check.torproject.org
https://hackforums.net/showthread.php?pid=41703636#pid41703636
https://hackforums.net/showthread.php?pid=41703811#pid41703811
https://hackforums.net/showthread.php?tid=4377737


Brule - August 8, 2014, 4:45 am 
 (Aug 8, 2014 04:34 AM)Dickbutt.scr Wrote: [CITE] TOR isn't really secure you know 
https://hackforums.net/showthread.php?tid=4377737 ( click on it for more info )
 If you know how to use TOR securely, TOR is secure.
 
 OT: Nice post, I really like that you put some time into it, if you didn't just C+P though.?

Mr.Steven - August 8, 2014, 4:55 am 
 (Aug 8, 2014 04:45 AM)Sumzat Wrote: [CITE] If you know how to use TOR securely, TOR is secure.
 
 OT: Nice post, I really like that you put some time into it, if you didn't just C+P though.?This is a
copy paste, he states it himself aswell:
 Quote:I also did not make this tutorial I am merely posting to share the knowledge 

WarOnDrugs - August 8, 2014, 5:03 am 
 (Aug 8, 2014 04:45 AM)Sumzat Wrote: [CITE] If you know how to use TOR securely, TOR is secure.
 
 OT: Nice post, I really like that you put some time into it, if you didn't just C+P though.?
 C+P , I guess all I done was tidy up the scattered text and add formatting for easier reading. I wish I
knew who to credit for this, I got it from another Forum, before the site was taken down and wiped.
Sad what happened to the site, had a lot of knowledge.
   (Aug 8, 2014 04:34 AM)Dickbutt.scr Wrote: [CITE] TOR isn't really secure you know 
https://hackforums.net/showthread.php?tid=4377737 ( click on it for more info )
 Tor's security all depends on how you use it and what you chose to visit. Yes, you can be traced
through Tor, but if you take neccasary precautions you can make it harder to be.
   (Aug 8, 2014 03:17 AM)PickledHax Wrote: [CITE] Haven't read this all yet, but I've got it
bookmarked for later. Nice work OP :D
 Ty ;) PM if you need any help homie.

WarOnDrugs - August 9, 2014, 8:18 am 
 (Aug 8, 2014 04:42 AM)Callmehellor Wrote: [CITE] Hell naw. I aint reading all that in one day. Good
job though. It's a pity I don't need it yet.
 Sooner or later man, hahah. It's here for when you do need it xoxo.
  If anyone needs help in the process of implementing this to their system, don't hesitate to PM. I will
do my best to assist you.

pearl - August 11, 2014, 6:13 am 
Well it's lengthy and excellent and good choice writing this must have been time consuming writing
this.

crazyycast13 - August 11, 2014, 10:45 am 
OP, can you change the download links for the Truecrypt software? It should be 7.1a, and also the
official TC website no longer allows TC for download.
 
 I'd just like to remind users of TrueCrypt that coldboot and softboot attacks are very effectivr, so if
you are either currently working with the decrypted volume or had the volume opened during your
session at an earlier time and you have to keep the data safe, rip out the power cord or battery.  An
uninterruptible power supply is discouraged.

TheNakedEmperor - August 11, 2014, 10:56 am 
Ty SO much for this tut, I'm using almost every method you stated now + some more, didn't even
know you can access hf when you have a vpn whilst using tor, if it's without tor it doesn't let me

https://hackforums.net/showthread.php?pid=41704628#pid41704628
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Astor - August 11, 2014, 5:16 pm 
Why the hell are you recommending that people use TrueCrypt if everybody knows that it has been
abandoned by the creators and will no longer be updated? There are plenty more secure encryption
programs out there.

Seller - August 11, 2014, 6:06 pm 
 (Aug 11, 2014 05:16 PM)Astor Wrote: [CITE] Why the hell are you recommending that people use
TrueCrypt if everybody knows that it has been abandoned by the creators and will no longer be
updated? There are plenty more secure encryption programs out there.
 Would you mind bring some light on some?

WarOnDrugs - August 11, 2014, 6:18 pm 
 (Aug 11, 2014 05:16 PM)Astor Wrote: [CITE] Why the hell are you recommending that people use
TrueCrypt if everybody knows that it has been abandoned by the creators and will no longer be
updated? There are plenty more secure encryption programs out there.
 I believe Truecrypt version 7.1a is the last secure version.
 
 Truecrypt 7.1a http://www.techradar.com/downloads/truecrypt
 
 I simply forgot to link to a 7.1a download instead of the Official TC site.
 
 Quote from user crazyycast13 regarding TC:
 Quote:I'd just like to remind users of TrueCrypt that coldboot and softboot attacks are very effectivr,
so if you are either currently working with the decrypted volume or had the volume opened during
your session at an earlier time and you have to keep the data safe, rip out the power cord or battery.
An uninterruptible power supply is discouraged.  
 But do feel free to share some of the TC alternatives you spoke of.
   (Aug 11, 2014 10:45 AM)crazyycast13 Wrote: [CITE] OP, can you change the download links for
the Truecrypt software? It should be 7.1a, and also the official TC website no longer allows TC for
download.
 
 I'd just like to remind users of TrueCrypt that coldboot and softboot attacks are very effectivr, so if
you are either currently working with the decrypted volume or had the volume opened during your
session at an earlier time and you have to keep the data safe, rip out the power cord or battery.  An
uninterruptible power supply is discouraged.
 Tried to change the DL link, but the excessive character limit disallows me to do so.
  I forgot to change the Truecrypt download link in the tutorial to a Truecrypt version 7.1a download,
so in hops that people see this, here's a link to exactly that.
 
 TC version 7.1a:
 http://www.techradar.com/downloads/truecrypt
 
 I apologize for this slight inconvenience.

Rosetti - August 12, 2014, 10:48 am 
This is a pretty nice guide, I will be putting this into use.

WarOnDrugs - August 12, 2014, 4:49 pm 
 (Aug 12, 2014 10:48 AM)KingDerp Wrote: [CITE] This is a pretty nice guide, I will be putting this into
use.
 Glad you're finding it of some use mang. ty.

God? - August 13, 2014, 5:31 am 
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Saw this on HackBB lol. Was gonna bring it over here eventually, never got around to it though.
Nice.

Master Antrax - August 13, 2014, 5:33 pm 
nice guide, this works really well,
 I vouch ?

Repentant - August 15, 2014, 12:50 am 
Interesting read, Im going to take a look into this later today.

MonkeyDude - August 15, 2014, 3:24 pm 
Very helpful guide! Thanks a lot, I'll be saving this!

AnonPixel - August 15, 2014, 7:05 pm 
[img]http://anonhq.com/wp-content/uploads/2014/08/Download-Tor-Browser-3-5-1-for-Mac-Windows
-Linux-650x250.png[/img]
 
  On anonymous website it says the TorBrowser was hacked , dont know how reliable that is .
Here's a statement from the article
  " TOR administrators have confirmed an attack on its services for online anonymity, in July 2014,
with one victim in mind: internet users. Those attacks has made their point in de-anonymizing Tor
users." 
 
 I hope i helped ?

WarOnDrugs - August 17, 2014, 3:28 pm 
 (Aug 15, 2014 07:05 PM)AnonPixel Wrote: [CITE] 
[img]http://anonhq.com/wp-content/uploads/2014/08/Download-Tor-Browser-3-5-1-for-Mac-Windows
-Linux-650x250.png[/img]
 
  On anonymous website it says the TorBrowser was hacked , dont know how reliable that is .
Here's a statement from the article
  " TOR administrators have confirmed an attack on its services for online anonymity, in July 2014,
with one victim in mind: internet users. Those attacks has made their point in de-anonymizing Tor
users." 
 
 I hope i helped ?
 Didn't know anonymous was still a thing, but Tor doesn't have admins, so the source isn't reliable in
my opinion.
   (Aug 15, 2014 12:50 AM)CONVICTED Wrote: [CITE] Interesting read, Im going to take a look into
this later today.
 Hopefully it helped you out at some point man.
   (Aug 13, 2014 05:31 AM)God? Wrote: [CITE] Saw this on HackBB lol. Was gonna bring it over here
eventually, never got around to it though. Nice.
 Well someone had to do it, hahah. HackBB still up?

Zwerford - August 19, 2014, 12:04 am 
Thanks alot for this amazing guide!
 
 It will help me alot.

CupOfJava - August 19, 2014, 12:07 am 
I didn't get to read most of this but it seems you put a lot of work into this when I get spare time I will
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for sure :) thanks for the post op

Illuminati? - August 19, 2014, 12:18 am 
This is great.
 Great post OP.
 Will help a lot of people.

xTheHacker - August 19, 2014, 7:42 am 
i use a [censored], its okey or not so okey? give me a answer please

WarOnDrugs - August 19, 2014, 7:54 am 
 (Aug 19, 2014 07:42 AM)xTheHacker Wrote: [CITE] i use a [censored], its okey or not so okey? give
me a answer please
 It's alright, you can do better than [censored] though.

Meow - August 19, 2014, 7:55 am 
Very nice tutorial,thank you so much for this!
 Will help me in future for sure. ?

ComputerManiac00 - August 19, 2014, 8:18 am 
Awesome tutorial, thank you.
 Think a lot of users find this useful.

MuckFojang - August 19, 2014, 10:28 am 
Great tutorial bro. Very detailed and helpful!

Aura - August 19, 2014, 12:27 pm 
I just want to say that Tor is vulnerable to exploits that allows the "attacker" to find the identity of a
person that uses it and backtrace him. This isn't about "using Tor securely the good way", it's an
exploit in the browser itself and the way it works that cannot be "patched" by good practice. Hence
why Tor browser isn't the most secure browser right now, even less when governments start offering
cash reward for people to find more exploits in it.

Recola - August 19, 2014, 12:37 pm 
It's indeed really helpful when it comes to anonymity, but as long as you can't keep your OPSEC,
you're pretty much screwed anyways.
 
 If you don't know what OPSEC is, visit this link:
 http://www.slideshare.net/grugq/opsec-for-hackers

Thammonddawg - August 19, 2014, 5:04 pm 
Here's an even better guide to you
 "How To Stay Safe/Anonymous Online"
 You can't.
 Something is always connected to something.

K.O. : Perfect - August 19, 2014, 6:09 pm 
I haven't even read it all yet, but already grateful. This is an extremely respectable amount of
instruction to give out for free. Many thanks!

M3NACE - August 19, 2014, 6:38 pm 
http://pastebin.com/sp6YAvGb
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 I think you should update your OP thanking MP.

Eniohos - August 22, 2014, 1:37 am 
So tor browser is not good for sites that you enter by email like facebook, or hotmail, e.t.c. and for
every site that you use username, like this site?

Machiavellian101 - August 22, 2014, 5:05 am 
Very nice detailed and laid out thread. Well done.

CypherOSINT - August 22, 2014, 9:41 am 
I'm glad somebody took the time and explained all of this to people who really need it good job
buddy.

InvalidCake - August 22, 2014, 10:53 am 
This is basically a Beginner's guide/not even a scratch on the surface to being half anonymous.

CypherOSINT - August 22, 2014, 8:26 pm 
Do you have any advice for the people here instead of bragging how much you know? . It is a
beginners guide is our job to direct them from false info and give them confidence to enforce
security. Good evening sir.

Cyrus - August 22, 2014, 11:48 pm 
Welldone for your hard efforts with this thread.

Sophisticated Rich Man - August 22, 2014, 11:55 pm 
Very long but easy to read and informative.

Otis??????????????? - August 22, 2014, 11:56 pm 
If only I was wide awake, I would be reading this.
 
 I'll wait till tomorrow. Seems pretty fucking long and amazing.

CypherOSINT - August 23, 2014, 5:32 am 
 (Aug 19, 2014 12:27 PM)Aur? Wrote: [CITE] I just want to say that Tor is vulnerable to exploits that
allows the "attacker" to find the identity of a person that uses it and backtrace him. This isn't about
"using Tor securely the good way", it's an exploit in the browser itself and the way it works that
cannot be "patched" by good practice. Hence why Tor browser isn't the most secure browser right
now, even less when governments start offering cash reward for people to find more exploits in it.
 I completely agree with aurora. The browser exploit sort off works like a beacon also tais is not 
even that secure anymore. One question aurora. What do you think about freenet? , i haven't done
so much digging on that one. Any good advice on how to stay anonymous ?

Talu - August 23, 2014, 5:39 am 
Great thread, this looks extremely detailed.

SkiddishThinking - August 23, 2014, 7:32 pm 
Read every single word. Flawless Guide great for learning some in's and outs. Also helped a lot with
securing some files I like to keep hidden and how to browse the internet under encryption so it's
harder for people to pickup. Easily the most well thought out guide to date. Thanks for the post.

InvalidCake - August 23, 2014, 11:25 pm 
 (Aug 22, 2014 08:26 PM)MZALES Wrote: [CITE] Do you have any advice for the people here instead
of bragging how much you know? . It is a beginners guide is our job to direct them from false info
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and give them confidence to enforce security. Good evening sir.
 Never really did brag about how much I know but you should not do a half ass job on this topic. Just
look at it. Its laugh-able.

WarOnDrugs - August 24, 2014, 1:19 am 
 (Aug 23, 2014 11:25 PM)InvalidCake Wrote: [CITE] Never really did brag about how much I know but
you should not do a half ass job on this topic. Just look at it. Its laugh-able.
 Quit it with the "who has the biggest dick" competition. This thread is for educational purposes, not
a place for someone to belittle other members who are simply seeking new knowledge in online
security. So if you're not going to share anything and just flame the thread, I suggest you leave.

poxchukka - August 24, 2014, 6:55 am 
@Adam SuperT~ Thanks for reproducing this information here. I'm really looking forward to giving it
a try.

InvalidCake - August 24, 2014, 8:32 am 
 (Aug 24, 2014 01:19 AM)Adam Supertramp Wrote: [CITE] Quit it with the "who has the biggest dick"
competition. This thread is for educational purposes, not a place for someone to belittle other
members who are simply seeking new knowledge in online security. So if you're not going to share
anything and just flame the thread, I suggest you leave.
 In the thread he say's "By the time you are finished reading and implementing this guide, you will be
able to securely and anonymously browse any website and to do so anonymously. No one not even
your ISP or a government agent will be able to see what you are doing online." -- lol no. He does not
even say how the browser can fuck you over, this thread is shit.

Brillz - August 24, 2014, 9:28 am 
This has to be one of the most in depth guides I have ever seen! Thanks OP!

InvalidCake - August 24, 2014, 12:08 pm 
 (Aug 24, 2014 09:28 AM)Brillz Wrote: [CITE] This has to be one of the most in depth guides I have
ever seen! Thanks OP!
 This is not in depth you retard...go do some real research.

TehMan - August 24, 2014, 12:20 pm 
thanks for the guide, I will reference this often

MpamiasGr - August 24, 2014, 9:02 pm 
thanx for the guide and the time you spend for that :D

InvalidCake - August 25, 2014, 4:01 pm 
 (Aug 24, 2014 09:02 PM)MpamiasGr Wrote: [CITE] thanx for the guide and the time you spend for
that :D
 If you read it it says he got it from  another forum.

Otis??????????????? - August 25, 2014, 5:49 pm 
Just finshed reading this and was absolutely amazed. Thanks alot for creating this. <3

InvalidCake - August 26, 2014, 6:13 am 
 (Aug 25, 2014 05:49 PM)Red Wrote: [CITE] Just finshed reading this and was absolutely amazed.
Thanks alot for creating this. <3
 He didn't make it you should read it again.

Sirhaji - August 26, 2014, 10:43 am 
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This is just excellent. Thanks for the guide!

Cyrus - August 26, 2014, 6:48 pm 
I highly recommend using this email provider: https://protonmail.ch
 I use it. Still beta. They encrypt all emails. Even they can't see your encrypted emails.
 
 Also here is two other sites that come in handy:
 http://stop-my-spam.com
 http://guerrillamail.com
 
 You can open guerrilamail then stop-my-spam the guerrilamail temp email for signing up to junk
sites.
 You can use stop-my-spam with your protonmail so people don't get your main email address.

WarOnDrugs - August 26, 2014, 6:59 pm 
 (Aug 26, 2014 06:48 PM)Cyrus� Wrote: [CITE] I highly recommend using this email provider: 
https://protonmail.ch
 I use it. Still beta. They encrypt all emails. Even they can't see your encrypted emails.
 
 Also here is two other sites that come in handy:
 http://stop-my-spam.com
 http://guerrillamail.com
 
 You can open guerrilamail then stop-my-spam the guerrilamail temp email for signing up to junk
sites.
 You can use stop-my-spam with your protonmail so people don't get your main email address.
 Another good email service is http://www.sharklasers.com/ it's a disposable email service, one time
use email addresses.

One L?ve - August 27, 2014, 2:48 pm 
this is probably the best post ive read so far on hf lol. you've put an endless amount of effort into
typing this all up and the amount of info you've also used is great!!!! soon i shld b getting my laptop
back and i will be finally putting more effort in staying anonymous, gaining more knowledge on
coding etc etc etc. ive had problems with the police [jus to note im in the uk] and they have cloned
my laptop so basically they access everything i do etc but i havent exactly committed any crimes so
therefore they stuff theyre doing is pretty pointless. this whole post youve typed up has given me
alot more knowledge i thnk u

Batch File - August 27, 2014, 3:30 pm 
Is Tor safe anymore? I heard it's not anymore...and I'm pretty sure Truecrypt isn't

Smeems - August 28, 2014, 8:38 am 
I can install ubuntu on a chromebook, so do you think this would work on that?

WarOnDrugs - August 28, 2014, 5:45 pm 
 (Aug 27, 2014 03:30 PM)Batch File Wrote: [CITE] Is Tor safe anymore? I heard it's not
anymore...and I'm pretty sure Truecrypt isn't
 " Tor is vulnerable to exploits that allows the "attacker" to find the identity of a person that uses it
and backtrace him. This isn't about "using Tor securely the good way", it's an exploit in the browser
itself and the way it works that cannot be "patched" by good practice. Hence why Tor browser isn't
the most secure browser right now, even less when governments start offering cash reward for
people to find more exploits in it. "
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 Source: Aura (HF Member)
   (Aug 28, 2014 08:38 AM)Smeems Wrote: [CITE] I can install ubuntu on a chromebook, so do you
think this would work on that?
 As long as you can run Virtual Box or VMWare Workstation 10 on your Chromebook, yes, it will
work.

Turtle???? - August 28, 2014, 11:27 pm 
Great thread, had some neat information I didn't know about. Appreciate the effort that went into this
:).

Trap House - August 28, 2014, 11:34 pm 
TrueCrypt is no longer secure, so please remove/update this from your guide. The FBI has the the
key to crack the hash of the password.

Smeems - August 29, 2014, 5:15 am 
 (Aug 28, 2014 05:45 PM)Adam Supertramp Wrote: [CITE] " Tor is vulnerable to exploits that allows
the "attacker" to find the identity of a person that uses it and backtrace him. This isn't about "using
Tor securely the good way", it's an exploit in the browser itself and the way it works that cannot be
"patched" by good practice. Hence why Tor browser isn't the most secure browser right now, even
less when governments start offering cash reward for people to find more exploits in it. "
 
 Source: Aura (HF Member)
  
 As long as you can run Virtual Box or VMWare Workstation 10 on your Chromebook, yes, it will
work.
 Thanks for the answer mate, appreciate it.

Firehoover - August 29, 2014, 5:25 am 
 (Aug 8, 2014 04:45 AM)Do The Cosmo Wrote: [CITE] If you know how to use TOR securely, TOR is
secure.
 
 OT: Nice post, I really like that you put some time into it, if you didn't just C+P though.?
 Tor is only as secure as the last man in the chain.  Besides, known that the US Gov runs tons of
nodes.  Never can be to careful.
 
 Besides that, US Gov has backdoor into Windows - and even Facebooks new chat app (required
with the facebook app) - requires you share all your data including contacts.  They can literally flip
on your iphone and given that it has a front/back camera - and a good mic - and know exactly where
your at, what your doing, etc.  Seems like you cant even walk down the street anymore without
being photographed and video'd at least 300 times from every angle.

peasxnt - August 29, 2014, 7:11 am 
Read for about 10mins was pretty good, will finish the rest another time

No Effort - August 29, 2014, 7:23 am 
This is 100% leeched word to word from the anon.ops IRC Tutorial List, least you could do is give
some credits...

Batch File - August 29, 2014, 7:46 pm 
 (Aug 28, 2014 05:45 PM)Adam Supertramp Wrote: [CITE] " Tor is vulnerable to exploits that allows
the "attacker" to find the identity of a person that uses it and backtrace him. This isn't about "using
Tor securely the good way", it's an exploit in the browser itself and the way it works that cannot be
"patched" by good practice. Hence why Tor browser isn't the most secure browser right now, even
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less when governments start offering cash reward for people to find more exploits in it. "
 
 Source: Aura (HF Member)
  
 As long as you can run Virtual Box or VMWare Workstation 10 on your Chromebook, yes, it will
work.So I shouldn't use Tor? And what about Truecrypt almost positive it isn't secure.

WarOnDrugs - August 29, 2014, 9:57 pm 
 (Aug 29, 2014 07:23 AM)No Effort Wrote: [CITE] This is 100% leeched word to word from the
anon.ops IRC Tutorial List, least you could do is give some credits...
 2nd paragraph, top of the post. Read it, thank you.

AnGelluFFy - August 30, 2014, 7:27 am 
wow it alot it will take alot of time to read that 
 but its gr8 
 thanks

Greenwithv - August 30, 2014, 4:32 pm 
Good guide, i quickly scanned through the contents but will definitely read later?

Fogz - August 30, 2014, 10:14 pm 
This is great, going to take a good minute to read. thanks.

s1zz - August 31, 2014, 12:15 am 
If TrueCrypt is no longer secure.. what should we use? BitLocker ? Will it give us the same result ?

WarOnDrugs - August 31, 2014, 7:22 pm 
I've been lead to believe the last known secure version of TC is TC 7.1a as various other members
have suggested it and online resources have said so. Personally I wouldn't suggest using Bitlocker
as it's Microsoft funded Software.

Kouichi - September 5, 2014, 2:46 pm 
This guide is so fucking huge, thanks for sharing OP!

WarOnDrugs - September 5, 2014, 7:49 pm 
 (Sep 5, 2014 02:46 PM)SAVAGE Wrote: [CITE] This guide is so fucking huge, thanks for sharing OP!
 No worries. Hope it helps you out one way or another.

9ine - September 5, 2014, 7:50 pm 
Jesus, easy to see you put a lot of time and effort into it, and you've helped me out a lot and
furthered my knowledge, so thank you.

labroca - September 5, 2014, 7:53 pm 
This thread has been leeched from so many websites, OP please cite your sources.
 Eg. http://anoncloak.com/firewallconfig.html

WarOnDrugs - September 5, 2014, 7:54 pm 
 (Sep 5, 2014 07:50 PM)Hatix Wrote: [CITE] Jesus, easy to see you put a lot of time and effort into it,
and you've helped me out a lot and furthered my knowledge, so thank you.
 10/10 didn't write, just formatted and cleaned up some errors.

R?DSPY - September 5, 2014, 7:55 pm 
Good tut, but you forgot about the part where you purchase a vendetta mask.
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9ine - September 5, 2014, 7:57 pm 
 (Sep 5, 2014 07:54 PM)Adam Supertramp Wrote: [CITE] 10/10 didn't write, just formatted and
cleaned up some errors.
 Oh yeah, I didn't notice the "Quote:
 I also did not make this tutorial I am merely posting to share the knowledge".
 
 Still a good share anyhow.

WarOnDrugs - September 5, 2014, 7:58 pm 
 (Sep 5, 2014 07:53 PM)Sather Wrote: [CITE] This thread has been leeched from so many websites,
OP please cite your sources.
 Eg. http://anoncloak.com/firewallconfig.html
 I stated at the top 2nd paragraph this isn't mine. I got off of a Darknet site that was later wiped and I
never managed to get the original author's name. So yeah. If there's other sites with this same
tutorial, well that's t be expected.

Kouichi - September 5, 2014, 8:00 pm 
 (Sep 5, 2014 07:55 PM)RedSpyGentlemen Wrote: [CITE] Good tut, but you forgot about the part
where you purchase a vendetta mask.
 Yea and then you hold a keyboard in your arms like a rifle and make the picture black/grey with a
leather jacket on?

Moop6535 - December 9, 2014, 6:53 am 
That is a serious post! When I have a day, I'll curl up with some hot coco in front of the fire and take
a good read. Will EDIT when I do. As far as I can tell right now there is some serious effort here.

User1999 - December 9, 2014, 10:47 am 
It is 100% a good post but you start coming to problems when you try to ssh -N -L
8118:10.0.2.2:8118 root@10.0.3.1. It will say port 22 network is unreachable or it will connect but
you will have no internet access. Another website I read this on had many people experience this
problem.

.Alpha. - December 9, 2014, 2:17 pm 
Very large post. Loaded with great information.

RedoxAlpha - December 9, 2014, 4:18 pm 
This is an awesome guide but do you have any recommendations on how to secure skype? I have
tried using a proxy but it does not seem to be working well as some resolvers still are able to get
past.

Uptown_Funk - December 9, 2014, 4:45 pm 
Very thankful for this information. Thank you.

WarOnDrugs - December 9, 2014, 9:32 pm 
 (Dec 9, 2014 05:18 PM)RedoxAlpha Wrote: [CITE] This is an awesome guide but do you have any
recommendations on how to secure skype? I have tried using a proxy but it does not seem to be
working well as some resolvers still are able to get past.
 Honestly mate, I recommend not using Skype at all. Use IRC Chat or XAMPP instead.

RedoxAlpha - December 14, 2014, 11:52 am 
 (Dec 9, 2014 10:32 PM)Adam Supertramp Wrote: [CITE] Honestly mate, I recommend not using
Skype at all. Use IRC Chat or XAMPP instead.
 I know skype is far from the ideal secure chat but there are some occasions in which it is the
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preferred means of communication. In those cases I would like to know the best practices for
securing my connection.

crazyycast13 - December 15, 2014, 1:12 am 
 (Dec 14, 2014 12:52 PM)RedoxAlpha Wrote: [CITE] I know skype is far from the ideal secure chat
but there are some occasions in which it is the preferred means of communication. In those cases I
would like to know the best practices for securing my connection.
 Skype should never have to be the preferred means of communication.  If you want to talk to
someone you could use a throw away phone, and if yo uwant to talk to them face to face that's a
very, very, bad idea.
 
 Pretty sure the guide says to route through TOR, which I agree with, but I also suggest trying to use
free wifi away from wherever you live while making the skype conversation.
 
 XMPP+OTR>>>>>>SKYPE

Themano - December 15, 2014, 1:56 pm 
Nice job on the tut dude, some really helpful stuff on this. Vouch for Adam!

hitansh - January 12, 2015, 6:10 am 
How can i hide my pc's IP address ?? anybody please help me

Kodix - January 12, 2015, 11:09 am 
Nice guide. Thank you for the suggestions.

WarOnDrugs - January 12, 2015, 7:26 pm 
 (Jan 12, 2015 07:10 AM)hitansh Wrote: [CITE] How can i hide my pc's IP address ?? anybody please
help me
 You can use a Proxy and/or VPN. They are the most commonly known and easiest ways to hide
your IP.

FRANKIE - January 12, 2015, 7:30 pm 
Great post this will really help out a lot of people.

sethwilliam - January 12, 2015, 10:23 pm 
Wow amazing guide. I read through the whole thing, I didn't do any of the steps yet as I just wanted
a general idea of what I would be doing.
 Amazing that you can be completely anonymous online by doing this, you could do anything and
not be traced or put at risk of being found.
 Now just one question, Maybe I just missed it or something but I didn't see you say anything about
a VPN anywhere, would you recommend getting one after doing all this or would that be
unnecessary since we are set up with Tor.

Bucked - January 14, 2015, 8:55 am 
I think its funny that people still use truecrypt lol

Kraith - January 15, 2015, 8:49 am 
Good information and details. But the information here has been posted all over this forum 100-fold.

moopy - January 17, 2015, 1:32 pm 
Can we sticky threads like this one that are sophisticated, in-depth and verified to be 100%
accurate/effective?  It's slightly annoying having to dig through the trenches every time I want to
check these extremely valuable walk-throughs out.
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   (Jan 15, 2015 09:49 AM)Kraith Wrote: [CITE] Good information and details. But the information here
has been posted all over this forum 100-fold.
 Stickying will also help deter this from happening as well.

Desirable_Widsom - January 17, 2015, 1:37 pm 
Great guide. Very long and informative!

lucidveil - January 17, 2015, 8:57 pm 
Thanks for taking the time to put this together.

Three Guys - January 18, 2015, 5:22 am 
Very hq tutorial! Thanks for the share.

moopy - January 18, 2015, 9:15 am 
 (Jan 17, 2015 02:32 PM)moopy Wrote: [CITE] Can we sticky threads like this one that are
sophisticated, in-depth and verified to be 100% accurate/effective?  It's slightly annoying having to
dig through the trenches every time I want to check these extremely valuable walk-throughs out.
  
 Stickying will also help deter this from happening as well.
 Anyone?  Can this happen please?
 
 EDIT: Just tried posting only the above and I got this error:
 
 ------
 
 Please correct the following errors before continuing:
 
     The message is . Please enter a message longer than 35 characters.
 
 ------
 
 Is this a global thing or just something greenhorns here have to deal with?  I'd like to make short
posts when it's called for.

WarOnDrugs - January 27, 2015, 6:55 pm 
 (Jan 18, 2015 10:15 AM)moopy Wrote: [CITE] Anyone?  Can this happen please?
 
 EDIT: Just tried posting only the above and I got this error:
 
 ------
 
 Please correct the following errors before continuing:
 
     The message is . Please enter a message longer than 35 characters.
 
 ------
 
 Is this a global thing or just something greenhorns here have to deal with?  I'd like to make short
posts when it's called for.
 A post on HF needs to be 35 characters or longer. It's for everyone not just you newbies.

pbull290 - January 30, 2015, 8:31 am 
I need  a help please... in "terminal" when I put "ssh -N -L 9050:10.0.2.2:9050 root@10.0.3.1" and

https://hackforums.net/showthread.php?pid=44348359#pid44348359
https://hackforums.net/showthread.php?pid=44383418#pid44383418
https://hackforums.net/showthread.php?pid=44396458#pid44396458


hit enter it say "Connection refuzed", I don't know way...

SmokingSanta - January 30, 2015, 8:38 am 
I've bookmarked this thread and I'll come back to it at a later time when I have more time on my
hands since there is a lot of information to read upon. Looks very HQ so far OP.

Derk789 - January 30, 2015, 12:15 pm 
Very nice thread and it has a lot things I didn't know yet.
 My only question : why not use something like whonix or tails in combination with a VPN on your
host? I think it's more secure to download whonix instead of Ubuntu + TOR.
 
 Would like to hear from you!

jackisback123 - January 30, 2015, 9:07 pm 
thanks for making this, i was wondering about some things and this forum helped!

Pazician - January 31, 2015, 5:12 am 
Although you didn't make this tutorial, I appreciate that you posted it for others to see!

?Salty? - January 31, 2015, 10:35 am 
Posting here to remind myself to read this later.

snipertarget1 - January 31, 2015, 1:34 pm 
Thanks for sharing! Its verry intersting!

LastSession - January 31, 2015, 2:36 pm 
Thanks for sharing it OP. It'll be really useful for me.

EL3KTR0FY - January 31, 2015, 3:48 pm 
Thanks for share. But using TOR, idk so much, cesspool of waiting NSA and FBI metasploit h4cks

swagnemitelol - January 31, 2015, 7:12 pm 
Holly crap this guide is great! Thanks

roxy117 - January 31, 2015, 11:30 pm 
very nice info , u show that dsl ssl ip to ubuntu , can u tell me how can i use dsl to windows 7 or etc

Disparity - January 31, 2015, 11:32 pm 
Helpful in a way, though the TOR browser is not secure at all at this point.

rsps - February 2, 2015, 5:23 pm 
i tried to follow this indebpt but its a bitch doing it from my mac and the versions of stuff that you had
in your tread are different now and the stuff works different on the updated versions. Long story
short got true encrypt up other than that nothing

WarOnDrugs - February 2, 2015, 7:47 pm 
 (Feb 2, 2015 06:23 PM)rsps Wrote: [CITE] i tried to follow this indebpt but its a bitch doing it from my
mac and the versions of stuff that you had in your tread are different now and the stuff works
different on the updated versions. Long story short got true encrypt up other than that nothing
 Well you have Truecrypt so I will give you my 5cents on that. It is know longer secure (say the
developers) but version 7.1a is somewhat still secure but with some errors as an alternative you
could use VeraCrypt which is the same as TrueCrypt but with most if not all security issues fixed.
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 I haven't read the entire log of VeryCrypt yet and compared it to the security issues and instabilites
of TrueCrypt, so I'm simply commenting on what I have read.
 
 If you want to know more search VeryCrypt yourself.

Frankie. - February 2, 2015, 7:48 pm 
Wow this is a very good thread bookmarked this also for later.

H3lSENBERG - February 18, 2015, 7:33 pm 
My brain hurts. Lol. I haven't read that much in one sitting in a while. Great tut. Thanks for you time
an effort put into this. I still have yet to implement this as I am not at my computer atm. Very
informative and descriptive. Now how to I give you a positive rep? (New here)
 Thanks again!

Echo - February 19, 2015, 10:23 am 
Hey are you allowed to talk about Tor/deepweb on here? I remember someone saying that you
couldn't.
 Brilliant post though, I'm reading through it now ?

kaminokami - February 19, 2015, 5:34 pm 
looks like a good guide, but there is to much information to be followed, maybe you should write an
ebook?

Rationality - February 19, 2015, 8:10 pm 
Bookmarked. Looks like a helpful and detailed guide, thank you.

Mikael Blomkvist - May 7, 2015, 11:39 am 
Well, I did most of the things of this guide. Thanks OP, very helpful. Couldn't setup the Ubuntu-DSL
connection though, gonna try more later.
 
 Also, if you are extra-paranoid, take a look at the Prism-break website, they have very interesting
information about privacy and anonymity.

nepHaXOr - May 19, 2015, 8:07 am 
The longest thread ever i have seen :D
 
 Thanks mate, This will 100% help me

WarOnDrugs - May 20, 2015, 1:21 am 
 (Feb 19, 2015 06:34 PM)kaminokami Wrote: [CITE] looks like a good guide, but there is to much
information to be followed, maybe you should write an ebook?
 There would be the exact same amount of information in the ebook as there is in this thread.

FOXPRO - May 20, 2015, 6:14 am 
Bookmarked. Looks like a helpful and detailed guide, thank you.

pirate127 - May 20, 2015, 6:19 am 
Well, this is a good post :) thanks you for posting

WWWhite - June 9, 2015, 2:03 pm 
Is this all still the same except Veracrypt should be used instead of Truecrypt?
 
 I'd like to do all of this on my 32gb USB drive, would that be enough?
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 And is it possible :D

WarOnDrugs - June 9, 2015, 2:46 pm 
 (Jun 9, 2015 02:03 PM)WWWhite Wrote: [CITE] Is this all still the same except Veracrypt should be
used instead of Truecrypt?
 
 I'd like to do all of this on my 32gb USB drive, would that be enough?
 And is it possible :D
 Yeah, Veracrypt will suffice as a substitute for Truecrypt.
 
 32gb is enough, it's not really a lot of space, memory will be used after a while. 
 
 You could Crypt your HDD using Vera insteading of crypting a volume on your main OS and then
put say a 20gb or 30gb Virtual Machine inside the crypted USB Drive. 30gb for the VM Memoryn
exta 2gb on the USB for any other components.

BotChronic - June 9, 2015, 5:17 pm 
I trust TC more b/c Veracrypt is hosted on a Microsoft owned website and TC has been audited.

farux - June 9, 2015, 5:24 pm 
bookmarking this. TOR is def compromised now  but still a lot of good in this guide.

WWWhite - June 10, 2015, 3:05 pm 
already encountered trouble trying to increase the ubuntu max. persistent storage (4 GB) to the full
usb capacity (minus 1-2gb for OS)
 
 no way I could unmount the partrition on the booted USB, so I installed ubuntu onto a new USB and
ran gpartrition on it, then plugged in the first USB, unmounted it,resized and created a new 30gb
partrition, however while changes were "taking" effect, every single time the window would crash
and no changes would take effect
 
 I spent the last 2-3 hours trying to figure this out, no help xD
 
 Seems like it's a bug with ubuntu 14.04 that I can't find a solution to, downloading ubuntu 15.04 and
hoping it will work
 Altough 14.04 is a lot better in other features
  Same shit with 15.04
 Except now I get an error messege instead of the crash..
  I managed to make the partrition using easeUS prior to ubuntu installation
 However ubuntu did not recknogize my network card (external), so I plugged the USB into my
laptop (which has an integrated card) so it connected normaly, I tried downloading realtek drivers
 Thought I made it but when I plugged it into my PC, no connection

skeez - July 17, 2015, 12:05 pm 
I am new to this site and really just all things hacking in general.  I found this post very helpful and
easy to follow.   I was wondering if re-formatting will truly delete everything ever on my computer
(besides what I back up of course) forever and for good.  I recently got my laptop and it belonged to
a family member before.  I havnt done much on it but I want a clean slate anyways and would like to
take the precaution just in case there is info or anything to risk anonymity.  I want to take every
precaution I can.  I also dont know entirely how to reformat I am sure I can figure it out.  I was going
to use the disk that came with the computer (if I still have it) to start it clean.  Will this be an effective
way to truly wipe it all out, and do you have any differant or more effectiv ways.  I would greatly
appreciate your response and help, I am still a newb.  Hit me up when you can. Thanks man ?

https://hackforums.net/showthread.php?pid=46514969#pid46514969


WarOnDrugs - July 17, 2015, 2:53 pm 
 (Jul 17, 2015 12:05 PM)skeez Wrote: [CITE] I am new to this site and really just all things hacking in
general.  I found this post very helpful and easy to follow.   I was wondering if re-formatting will truly
delete everything ever on my computer (besides what I back up of course) forever and for good.  I
recently got my laptop and it belonged to a family member before.  I havnt done much on it but I
want a clean slate anyways and would like to take the precaution just in case there is info or
anything to risk anonymity.  I want to take every precaution I can.  I also dont know entirely how to
reformat I am sure I can figure it out.  I was going to use the disk that came with the computer (if I
still have it) to start it clean.  Will this be an effective way to truly wipe it all out, and do you have any
differant or more effectiv ways.  I would greatly appreciate your response and help, I am still a newb.
 Hit me up when you can. Thanks man ?
 Formatting will delete everything on your computer, but the right people will be able to retrieve any
deleted files if needed. Essentially formatting your computer is a clean slate, just boot windows 10 or
Linux whatever you want to use from a USB and install it.

MiserableFailure - September 28, 2015, 11:23 am 
nice tutorial, thanks for sharing your knowledge!

MDX. - August 14, 2016, 3:36 am 
WOW ! This tutorial is so detailed. I learned more about the Anonymity Online.
 Thank you buddy keep it up. ?

Razor Dz Trigger - August 14, 2016, 10:50 pm 
Thanks for sharing this bro its very hQ Tutorial :) bookmarked

Description - August 15, 2016, 5:41 am 
Old thread so some very useful info here.
 
 Thanks for the HQ tut.

WarOnDrugs - August 15, 2016, 2:47 pm 
Glad people are still making use of this.

s t a t s - August 20, 2016, 10:17 pm 
Thanks  for this I'll read over it and definitely learn from  this

MrDonkey1212 - March 21, 2017, 9:47 pm 
Read it all great post bud, the last part configuring tor to firefox when i type ifconfig eth0 10.0.3.2
nothing comes up after any reason why i may have missed somthing but i cant see what

highboy - July 1, 2023, 12:42 pm 
You're a lifesaver! Your knowledge-sharing here has saved me hours of frustration. Thanks a bunch
for sharing your expertise!

eskiya67 - November 9, 2023, 4:39 am 
nice guide, thanks bro
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