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Thread: How To Stay Anonymous on The Internet [Begginer Guide]

WhiteGuyTyrone - August 11, 2014, 4:28 pm
Here | am sharing some tips and tricks on how to be anonymous on the internet. It is possible to
stay hidden from the government. The only people who get caught are the stupid people.

TrueCrypt
Truecrypt is a way to encrypt your hard drive so files cannot be stolen from your computer and so

police cant figure out what you were doing on it.

SMAC
SMAC is a mac address changer. There is no official website so just google it and download it from
whatever you want.

have seen: http://www.technitium.com/

Wireless Network Adapter

There is little chance someone will find out that you spoofed your mac address. Use a Wireless
Network Adapter so it changes the mac address of the adapter, not your computer.

nVpn
nVpn is the best vpn you can get. It is also cheaper than some of its competitors. It will connect you

to an encrypted Virtual Private Network.

VPS
A Virtual Private Server is the same thing as a Virtual Private Network, but instead it will connect
you to a virtual machine.

Socks5

This not needed if you have a vpn or vps. Socks5 means that you infect someone's computer with a
RAT. They will be your "slave" and Socks5 changes your ip to theirs. So if people try to trace it, the
cops will show up at his door, not yours.

Make sure you don't tell people that you are going to do. Bragging will just let people know and they
might tell other people and so on.

Bapple - August 11, 2014, 4:32 pm
Just a comment, | don't recommend true crypt because your files aren't as secure as you think they
are.

http://truecrypt.sourceforge.net/

anon5 - August 11, 2014, 4:35 pm
(Aug 11, 2014 04:32 PM)Bapple Wrote: [CITE] Just a comment, | don't recommend true crypt
because your files aren't as secure as you think they are.

http://truecrypt.sourceforge.net/
Truecrypt 7.1a is still perfectly safe to use!
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WhiteGuyTyrone - August 11, 2014, 5:04 pm
(Aug 11, 2014 04:32 PM)Bapple Wrote: [CITE] Just a comment, | don't recommend true crypt
because your files aren't as secure as you think they are.

http://truecrypt.sourceforge.net/
They are safer than non encrypted. It is best that you still get it.

This is better then SMAC from what | have seen: http://www.technitium.com/

aproxyb - August 11, 2014, 7:19 pm
Thanks for the tips. Will check out truecrypt

Adventuredub - August 12, 2014, 8:37 am
You should state VPNs you choose should keep no logs for enhanced safety

WhiteGuyTyrone - August 12, 2014, 8:46 am

(Aug 12, 2014 08:37 AM)Adventuredub Wrote: [CITE] You should state VPNs you choose should
keep no logs for enhanced safety

nVpn claims they don't keep logs, but so does every other VPN. I'm pretty sure they keep logs for a
short amount of time then delete them.

Powindah - August 12, 2014, 1:34 pm
You should remove TrueCrypt from your list, and this wont really make you anonymous, but it's
indeed a great guide for beginners.

About TrueCrypt:
http://truecrypt.sourceforge.net/

powerninja771 - August 12, 2014, 10:56 pm

Honestly, There are many other proxy service providers. Nowadays you can't even trust on any
proxy providers, take an example of "HideMyAss" Proxy provider who leaked logs of some hackers
and caught by cops. So from my experience the best way to hide your online activity is to create a
proxy chain or else create a tunneling on ssh so most of the time your connection will be encrypted
and hidden. There are many ways, it's all up to you. :)
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