Forum:Hack Forums

Thread: Need help to crack few hashes~~

nonA? - September 21, 2014, 11:37 pm
Hello bro's!

| got few hashes from databases, tried to bruteforce those with multiple big lists overall size: +20gb.
Those are downloaded lists and i have been made few by my own with Crunch, still i cant get those
hashes cracked so i maybe need a little helpers with this case.

Code Apache-MD5 / Apache-Crypt:
*FA030140E4F2F1ABE7115F6B4A64BD52662DA10F
*BF75E4E72701EB133DBF4EF2FF918B960A1EC9BD

MD5:

df3eacde0e8a26897a5fc484554adchl | Salt: sSOmRIdIKvI
ad7d486498b26470f5252b888fc58291 | Salt: 1¢113b47528e9b44e65c4e437e12f8
7afb2ee79b68052e09ddc4b6fc5409a9:0c
c413a129cdc37437deddc8efc4bc9724:2f
d53a997dfc1f610ca4747634dfc90f96:1e
dd58dd06f9caled5613ce8f323411488:e3

If you get solved any hashes, post result on that thread or just send PM to mel. ?

ryderstorm - September 22, 2014, 2:24 am
These are some hard hashes bro I'll try for ya tho!

nonA? - September 22, 2014, 5:05 am
(Sep 22, 2014 02:24 AM)ryderstorm Wrote: [CITE] These are some hard hashes bro I'll try for ya tho!
Thank you! lets hope you get results, i continue cracking today when i upgrade my lists. ?

-ZERAIT - September 22, 2014, 5:08 am
Will give it a shot for you when I'm back home.

POpz - September 22, 2014, 5:29 am
Wow, these hashes won't back down.
Any way here is what i found:

c413a129cdc37437deddc8efc4bc9724 : 2f0sglvtqw
d53a997dfc1f610cad4747634dfc90f96 : leadmin
dd58dd06f9caled5613ce8f323411488 : e3fghxrOhg

I have no idea what you used, took me about 35 min. of bruteforcing, without a wordlist.
Here you go mate, good luck with all of the other hashes :D
nonA? - September 22, 2014, 5:49 am

(Sep 22, 2014 05:29 AM)P0pz Wrote: [CITE] Wow, these hashes won't back down.
Any way here is what i found:


https://hackforums.net
https://hackforums.net/showthread.php?tid=4457258
https://hackforums.net/showthread.php?pid=42503927#pid42503927
https://hackforums.net/showthread.php?pid=42505216#pid42505216

c413al129cdc37437deddcB8efc4bc9724 : 2f0sglvtqw
d53a997dfc1f610cad4747634dfc90f96 : leadmin
dd58dd06f9caled5613ce8f323411488 : e3fghxrOhg

I have no idea what you used, took me about 35 min. of bruteforcing, without a wordlist.

Here you go mate, good luck with all of the other hashes :D
Thanks alot of those POpz, can you share that list with me with PM? ?

Btw, those dont work, i bet that :XX after that hash is important with it. :)

POpz - September 22, 2014, 6:00 am

(Sep 22, 2014 05:49 AM)nonA? Wrote: [CITE] Thanks alot of those POpz, can you share that list with
me with PM? ?

Thanks man, glad to help.

I am not using wordlists, i used pure bruteforce attack, with charsets :D.

Download hashcat GUI, has an effective bruteforce option .
http://hashcat.net/hashcat-qui/

~POpz ?

chick3nman - September 22, 2014, 6:40 pm
EDIT: Either | misunderstood something or | need to take another look at how the 4 hashes at the
bottom are hashed.

| was pretty sure you cracked the hashes without the salts, like you had ignored them.

The plaintext of this hash, cracked as a plain MD5, COMPLETELY ignoring the 2 character salt
comes out to this:

d53a997dfc1f610cad747634dfc90f96 : leadmin

The plaintext of this hash, cracked WITH the salt as {osCommerce, xt:Commerce}(l made an
assumption based on salt length) comes out to this:

d53a997dfc1f610cad747634dfc90f96:1e:admin

The salt is literally the first two letters of the plain text in this case? Is that hashing algo just
coincidentally broken is that how it actually works...? (did i choose the correct algo? i was only able
to assume the algorithm based on the salt length)

c413a129cdc37437deddc8efc4bc9724 : 2f0sglvtqw
c413a129cdc37437deddc8efc4bc9724:2f:0sglvtqw

dd58dd06f9caled5613ce8f323411488 : e3fghxrOhg
dd58dd06f9caled5613ce8f323411488:e3:fghxrOhg


https://hackforums.net/showthread.php?pid=42505340#pid42505340
http://hashcat.net/hashcat-gui/

