Forum:Hack Forums

Thread: HOW TO NOT GET ISP DOXED

well then - October 22, 2014, 8:22 pm

This easy method will protect you from getting your information leaked from ISP's poor customer
service.

Many companies who have support lines/chats have what's called a "note".

This note is anything you'd like to tell them about your account, which many people do not know
about.

1)

Call them and say you're under fear that you're going to be hacked. You downloaded a suspicious
program and you had no antivirus.

Tell them you'd like to add extra protection to your account, in case of fraud and unwanted charges.
This is important since they take security breaches "seriously".

2)

Ask for a security question, PIN number, anything of that sort.

If you're under actual constant fear, tell them that any other number except this one is trying to
access my account without my consent. Tell them to add that along with a security question, so
you're not locked out of ISP customer service if you use another phone or change numbers.

3)

You can also have a reference ID created to go back to your case. Keep this reference ID, since it
may be the gateway back into your account along with the other ways mentioned above.

Hope this method protects you from anonymoose and skids.

Inkling - October 22, 2014, 8:25 pm
Thanks for this, but most of this is widely known.

This probably isnt the case for EVERY SINGLE ISP.
Mine for example does not have this at all.

Called them about this and they couldn't give any shits. They don't give out customer information
anyways because before you get forwarded to a representative you must input the account PIN.

Nakamoto - October 22, 2014, 8:31 pm
Or you could just, you know, not put yourself in the position in the first place. | understand the point
of this thread is to make others aware of some precautionary measures.

I'm sure it'll help someone here.

strapped at school - October 22, 2014, 8:42 pm
| don't think that protects from any normal isp doxing methods... How would this help? Lmao.


https://hackforums.net
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Sweetie - October 22, 2014, 8:44 pm

(Oct 22, 2014 08:42 PM)strapped at school Wrote: [CITE] | don't think that protects from any normal
isp doxing methods... How would this help? Lmao.

It would help if somebody calls and start asking questions, ya dingus.

strapped at school - October 22, 2014, 9:11 pm

(Oct 22, 2014 08:44 PM)Sweetie Wrote: [CITE] It would help if somebody calls and start asking
guestions, ya dingus.

Well obviously you nor OP have very good methods... If any. How would this stop an "employee"
from getting your data? ya dingus.

well then - October 22, 2014, 9:15 pm

(Oct 22, 2014 09:11 PM)strapped at school Wrote: [CITE] Well obviously you nor OP have very good
methods... If any. How would this stop an "employee” from getting your data? ya dingus.

I have more than enough information about the ISP's to say | am an "employee”

| just want to keep people safe, since they may deny access for this "employee" to access your
records.

strapped at school - October 22, 2014, 9:23 pm
about the ISP's to say | am an "employee”

| just want to keep people safe, since they may deny access for this "employee” to access your
records.
How will this deny access for an "employee"?

Drgm - October 22, 2014, 9:31 pm
Its easy when my ISP and IP changes everytime | reset the modem.

JaimeLannister - October 22, 2014, 9:32 pm
Could this backfire though and cause an invasion of privacy by the ISP analyzing what has been
going on though? Not a statement, a respectful question.

Aura Jr. - October 22, 2014, 9:32 pm
Comcast is able to leave "Notes" or "Tabs" on your account for other agents to see to make sure
that all agents see it when they open your account up on their side.

?Criminal - October 23, 2014, 8:12 am

All notes can be bypassed, | challenged kids to put notes on their accounts and | still pulled info,
notes is basically a false sense of security anyone with a tiny bit of motivation and creativity can
make a note useless or outright get info despite the note saying not to.Unless your a shit tier social
engineer bypassing notes shouldn't even be close to complicated.

M?nst?R - October 23, 2014, 8:16 am
Or just get a VPN and don't hang around with little kids online?

?Criminal - October 23, 2014, 8:30 am

(Oct 23, 2014 08:16 AM)M?nst?R Wrote: [CITE] Or just get a VPN and don't hang around with little
kids online?

Yeah VPN's are like the only real mitigation to protect against this, once the VPN is compromised
your shit out of luck, a measily note won't stop a creative social engineer.ISP Doxing is an ongoing
issue like swatting it's been around for YEARS and you can't do much to stop it considering not
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everyone can blacklist them selves with their local PD because most don't have a blacklisting
system usually you have to make negotiations with the local police station/county sheriff etc same
thing with the note it's practically pointless.

eyedeekay - October 23, 2014, 1:40 pm
Its safer than not having a note, but your still susceptible to get isp doxed. as people said

Mutes - October 23, 2014, 3:40 pm

It's simple, you can call and tell your ISP to only allow you (with a special verification method) to be
given info.

| work for one.

well then - October 23, 2014, 3:59 pm

(Oct 23, 2014 03:40 PM)Mutes Wrote: [CITE] It's simple, you can call and tell your ISP to only allow
you (with a special verification method) to be given info.

| work for one.

This. Basically what i have been trying to explain.

Potion - October 23, 2014, 4:04 pm

to explain.

ive had notes on my account , pin number & sqg and still was isp doxed & my isp denies giving out
my information . yet they told me two calls were placed that i did not make 20 minutes prior to me
being swatted.

?Criminal - October 23, 2014, 4:07 pm

(Oct 23, 2014 04:04 PM)Potion Wrote: [CITE] ive had notes on my account , pin number & sg and
still was isp doxed & my isp denies giving out my information . yet they told me two calls were
placed that i did not make 20 minutes prior to me being swatted.

Exactly J doesn't seem to understand a note means nothing to social engineers like me who've
been doing it for years, a note won't stop jack shit this is from experience doing more then just shitty
isp doxing this shits been around since 0'3 mitnick doxed isps back when everyone had dial up rofi.

+Nulled - October 23, 2014, 4:08 pm
Or use a weird local ISP, makes it harder to SE

Mutes - October 23, 2014, 4:56 pm

It's not a note that's put on there, it's one name, and a special verification method.
You guys make this shit seem easy. So stop. It really isn't.

Again, | work for one, so you won't get info as easily as you think.

Frame. - October 23, 2014, 6:16 pm

(Oct 23, 2014 04:56 PM)Mutes Wrote: [CITE] It's not a note that's put on there, it's one name, and a
special verification method.

You guys make this shit seem easy. So stop. It really isn't.

Again, | work for one, so you won't get info as easily as you think.

It really is sorry to say any ISP customer could be doxed with just limited info as just the ip all it is is
knowing the systems and sounding convincing maybe a small local isp cant be doxed since itisn't a
big company but people could still even get lucky and get some info by pretending to be a cop and
subpoenaing the info

Jagster™ - October 23, 2014, 7:37 pm
(Oct 22, 2014 09:31 PM)Ebola™ Wrote: [CITE] Its easy when my ISP and IP changes everytime |
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reset the modem.
Your ISP changes also lol? ????7?7?

User1999 - October 23, 2014, 7:40 pm

This is smart and can add that extra layer of security but we are still humans. If someone can sound
convincing enough they will get through. Tons of people have employee IDs so they will just use that
to their advantage to get through. This is still a smart method but that idea of sounding convincing
enough to the employee he/she will have no reason to question you.

Bandit. - October 23, 2014, 7:43 pm

This method might add just a bit more protection to your info but there is always going to be a way
around these things. Just start at the source and hide your ip at all costs and don't sit on a stupid isp
like comcast lol.

Decompress - October 24, 2014, 12:59 pm
1) This wouldn't work if your attacker is a decent social engineer.
2) There are other ways to obtain ISP customer records besides calling in...

eyedeekay - October 24, 2014, 1:06 pm
Hey my name is bill my employee id is xxxxxx and i work over here in billing, my floor is down and

ive got a client on hold in a live chat, it seems our lookup systems are down, my supervisor told me
to contact you while maintenance works on it, can you look something up for me.

sure bill whats his address ill be happy to do it for you.

i only have his ip address from the live chat, im just trying to verify it's him

ah alright, whats the ip ill look it up for you bill

thanks hoe.

420 Blaze It - October 24, 2014, 1:07 pm
Yeah i agree with this too, or you get 2 routers.

Nakamoto - October 24, 2014, 3:31 pm

(Oct 24, 2014 01:06 PM)eyedeekay Wrote: [CITE] Hey my name is bill my employee id is xxxxxx and
i work over here in billing, my floor is down and ive got a client on hold in a live chat, it seems our
lookup systems are down, my supervisor told me to contact you while maintenance works on it, can
you look something up for me.

sure bill whats his address ill be happy to do it for you.
i only have his ip address from the live chat, im just trying to verify it's him
ah alright, whats the ip ill look it up for you bill

thanks hoe.
B-but.. my notes! My security questions! My PIN!

eyedeekay - October 24, 2014, 4:08 pm
(Oct 24, 2014 03:31 PM)Nakamoto Wrote: [CITE] B-but.. my notes! My security questions! My PIN!
xD exactly! people don't understand that notes don't matter if you're an 'employee’
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leolee3333 - October 24, 2014, 4:21 pm
The only way to never get doxed guys, is to dox yourself before the attacker does.
Send me your Full-Name/Address/SSN/DOB/DL, and | will protect you from being doxed.

strapped at school - October 24, 2014, 4:29 pm

(Oct 24, 2014 04:21 PM)leolee3333 Wrote: [CITE] The only way to never get doxed guys, is to dox
yourself before the attacker does.

Send me your Full-Name/Address/SSN/DOB/DL, and | will protect you from being doxed.

vouch, user gave me anti-dox protection and free lifelock.

600 Breezy - October 24, 2014, 4:30 pm
No one will dox you if your a cool guy, only douches and scammers get doxed.

eyedeekay - October 24, 2014, 4:40 pm

(Oct 24, 2014 04:30 PM)Warlocked Wrote: [CITE] No one will dox you if your a cool guy, only
douches and scammers get doxed.

This is falser then falseness multiplied by 10k

Nakamoto - October 24, 2014, 6:28 pm

(Oct 24, 2014 04:30 PM)Warlocked Wrote: [CITE] No one will dox you if your a cool guy, only
douches and scammers get doxed.

Depends on their definition of douche.

Some people do it to send a message. Others for revenge.

Repentant - October 25, 2014, 3:11 am
Or you can do a simple thing called not annoy people and not disrespect them and you'll be safe.

eyedeekay - October 25, 2014, 5:04 am

(Oct 25, 2014 03:11 AM)Young Armani Wrote: [CITE] Or you can do a simple thing called not annoy
people and not disrespect them and you'll be safe.

This doesn't matter honestly, do you see how often random streamers get swatted? Like 5 times a
night | see people bragging about it, 1337 hackers do it ‘for teh lulz’

Aqua_fina - October 25, 2014, 5:57 am

(Oct 24, 2014 04:30 PM)Warlocked Wrote: [CITE] No one will dox you if your a cool guy, only
douches and scammers get doxed.

A user called you a dumbass in your reputation. You're in risk of DoX. ???

As other members said, it depends on their definition of being douche not yours.

I'm sure everyone is considered a douche person to some people. Which makes everyone in risk of
DoX " Since only douches get doxed ". Which is basically everyone.

Which makes your comment invalid.

liam1luk - October 26, 2014, 2:24 pm
Quote:anonymoose

GG 10/10 lol you are also supporter of anonymoose :). No but seriously i have read through this
thread and agree with what one of the previous posts users have said (sorry can't remember who)
but this could cause a backfire depending on how "nosy" your ISP are. | know since my ISP blocks
torrent websites Etc (Ordered by court) i wouldn't try out this method. However this could work very
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well for those that feel constantly scared about getting doxed. | have seen some of your previous
threads and they are quite HQ and have helped me OP :)

-liam1luk

JexedM8 - October 26, 2014, 2:48 pm
| think I'm going to favorite this thread, damn.

strapped at school - October 26, 2014, 4:00 pm
(Oct 26, 2014 02:48 PM)JexedM8 Wrote: [CITE] | think I'm going to favorite this thread, damn.

Not sure why you'd do such a thing as it's fucking stupid. Unless you're getting doxed by an
incompetent toddler, this won't help you.
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