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Mad76e - November 10, 2014, 10:42 am
removed, sorry guys

another time!

pomwtin - November 10, 2014, 12:48 pm
nice one, will come handy after i finnish my rig :D
Looking forward for your book too :)

thank you

JackChitt - November 10, 2014, 5:23 pm
Nice work bro BUT the gui is super simplified. Really enjoyed the read!

dick8843 - November 10, 2014, 6:56 pm
this was a great read. thanks so much !

w34k - November 11, 2014, 8:27 am

Nice TUT for the beginners. You should also mention that you can pause and resume the cracking
process. If they want to pause it and or need to stop it for a reason, they can leave off where they
were.

Press Ctrl+C and it will display the # you need to input at the end of your syntax when you want to
start again.
Code -s #

Mad76e - November 11, 2014, 3:49 pm

(Nov 11, 2014 09:27 AM)w34k Wrote: [CITE] Nice TUT for the beginners. You should also mention
that you can pause and resume the cracking process. If they want to pause it and or need to stop it
for a reason, they can leave off where they were.

Press Ctrl+C and it will display the # you need to input at the end of your syntax when you want to
start again.

Code -s #

Yeah.. Thats a good input.. Thanks man. will change later..

Aceman - November 16, 2014, 8:44 am
Great topic and thank you very much for posting this mad. ?

h4x0rm1k3 - November 16, 2014, 12:13 pm

Another option to mention is the restore feature so that they can restore from where they left off by
using a save file. The commands for it are --session=(session name here) when 1st running and
then it'll add a save point when running and quiting. Then just add a --restore to the end of your
command again next time you run it and it'll start off from where it left off

For example, the codes | use for EE-brightbox wordlists are to start -


https://hackforums.net
https://hackforums.net/showthread.php?tid=4531268
https://hackforums.net/showthread.php?pid=43276705#pid43276705

Code oclHashcat64.exe -a 1 -m 2500 -p : --session=eebrightbox1 --force -0 "e:\Desktop folders and
programs\oclHashcat-1.21\VM970680-2G_found.txt" --outfile-format=3 -n 800 --gpu-temp-disable -j
"$-" "E:\Desktop folders and programs\oclHashcat-1.21\VM970680-2G.hccap" "E:\Desktop folders
and programs\oclHashcat-1.21\BB wordlist\3-4_4-3.txt" "E:\Desktop folders and
programs\oclHashcat-1.21\BB wordlist\5-norm.txt"

Then when | want to start up that session again | use -

Code oclHashcat64.exe -a 1 -m 2500 -p : --session=eebrightbox1 --force -o "e:\Desktop folders and
programs\oclHashcat-1.21\VM970680-2G_found.txt" --outfile-format=3 -n 800 --gpu-temp-disable -j
"$-" "E:\Desktop folders and programs\oclHashcat-1.21\VM970680-2G.hccap" "E:\Desktop folders
and programs\oclHashcat-1.21\BB wordlist\3-4_4-3.txt" "E:\Desktop folders and
programs\oclHashcat-1.21\BB wordlist\5-norm.txt" --restore

If I want to do a different saved session then | just rename the session=eebrightbox1 to something
else and then just change the session names back when wanting to use the other restore save
again!

EDIT:- If you use Hashcat GUI then you can still add the restore function as it should automatically
save a session called "all'. All you need to do is get your settings right in the oclhashcat or hashcat
tab and then go to the commands tab and click the generate button which is relevant to what you're
using and the whole command to use in cmd line is generated for you which you can alter to your
requirements with options not usually supported in the GUI and then click on the Run button which
will open the cmd window and run the generated or modified command.

Mad76e - November 16, 2014, 2:12 pm
(Nov 16, 2014 01:13 PM)h4x0rm1k3 Wrote: [CITE] ...
Nice, | did not thought about that. Thanks for sharing

iArtic - August 17, 2015, 8:53 am
What am | doing wrong?

Code:

hashcat -m 100 -a 3 -n 32 --custom-charset1=?u?I?d --pw-min=12 --pw-max=12
/root/Desktop/Hash_test/Hash.txt ?1?1?1?1?17?171?1?1?1?1?1 -0
/root/Desktop/Hash_test/Hash_Crack.txt

fault is: unrecognized option '--custom-charset1=2u?|?d’
Following a tutorial , so | am a beginner in this
Thanks

root.localhost - August 17, 2015, 10:13 am

I'm working on getting a video done I'm on hold till hashcat's next update they claim it's gonna be
none driver dependent | have a Gigabyte r9 390X 8GB GPU but can't use it with oclHashcat till the
next update because the old driver 14.9 doesn't work with my GPU so..

I'm not even sure if im gonna even be able to record the screen while the GPU is in use so | might
need to remote in from another system to record.

Mad76e - August 17, 2015, 12:02 pm
removed, sorry guys. perhpws another time


https://hackforums.net/showthread.php?pid=43358237#pid43358237

PinkPanther - August 17, 2015, 12:06 pm
(Aug 17, 2015 08:53 AM)iArtic Wrote: [CITE] What am | doing wrong?

Code:

hashcat -m 100 -a 3 -n 32 --custom-charset1=?u?l?d --pw-min=12 --pw-max=12
/root/Desktop/Hash_test/Hash.txt ?1?1?1?1?1?1?71?17?1?1?1?1 -0
/root/Desktop/Hash_test/Hash_Crack.txt

Thanks
Also, is that a zero before /root/desktop.....

Mad76e - August 17, 2015, 12:11 pm

(Aug 17, 2015 10:13 AM)root.localhost Wrote: [CITE] I'm working on getting a video done I'm on hold
till hashcat's next update they claim it's gonna be none driver dependent | have a Gigabyte r9 390X
8GB GPU but can't use it with oclHashcat till the next update because the old driver 14.9 doesn't
work with my GPU so..

I'm not even sure if im gonna even be able to record the screen while the GPU is in use so | might
need to remote in from another system to record.

Ohh... Tell me more :) you're going to cover more than WPA2? Do it like a series :)

root.localhost - August 17, 2015, 1:16 pm

(Aug 17, 2015 12:11 PM)mad76e™ Wrote: [CITE] Ohh... Tell me more :) you're going to cover more
than WPA2? Do it like a series :)

I'm new to oclHashcat but | plan to do videos on cracking other types on passwords the WPA one is
the easiest to cover and | think a lot of people who watch the videos | do would like to see how to do
it themselves the only issue is "MONEY" | paid $430 for my Gigabyte R9 390X 8GB GPU and that's
just a single GPU you'd need at least 2-4 of them and even then were still talking years for a big
word list soon as we get even better GPU's on the market the years will turn into months.

h4x0rm1k3 - August 17, 2015, 11:30 pm

| didn't notice the size of those wordlists before! Some of them i'd be interested in so is there
anywhere | can download them from or did you make them yourself? If made yourself could you
provide the info to do it please? Many thanks.

@root.localhost Any idea what h/s you're getting with the R9 390X? | can manage about 195,000

using my R9 290X which isn't bad considering. Here in the UK | can crack Virgin within 28 days (14
if | do 2 letters per day) and just over a month for Sky & BT if doing 1 letter/number per day. Those
include giving the GPU a break every now and then as | usually leave it cracking while i'm sleeping!

Mad76e - August 18, 2015, 4:01 am
A-F_0-9_8inLenght_big.txt =37Gb on disk
removed

root.localhost - August 18, 2015, 7:20 am
Since im new to OclHashcat what does the ?1's mean its that like random or are you supposed to fill
them in with something ?

Mad76e - August 18, 2015, 7:55 am
removed, sorry about that!

Mugenma - August 18, 2015, 5:18 pm
@mad76e


https://hackforums.net/showthread.php?pid=47498283#pid47498283
https://hackforums.net/showthread.php?pid=47499240#pid47499240
https://hackforums.net/showthread.php?pid=47500599#pid47500599

I have 2 questions for you. I've tried to find answers on my own.....I think | need little help.

Q1. What is the difference between -n and -w argument ?
Can | use -n 80 -w 3 together ? If yes, how much extra speed would | gain compared to default
setting ?

Q2. What is the CMD command if | want to remove a word from wordlist ?
For exmaple, if | want to remove the word "balloon” from password.txt, would this work ?

sed 's/balloon//' password.txt

Thanks in advance :)

markzuckerberg - February 27, 2016, 5:12 am

Please HELP What should i do what is the best command for this ?

i don't know the numbers of characters after a some string
https://hackforums.net/showthread.php?tid=5183193

markzuckerberg - February 27, 2016, 5:13 am

Please HELP What should i do what is the best command for this ?
i don't know the numbers of characters after a some string
https://hackforums.net/showthread.php?tid=5183193

Xen010 - April 23, 2016, 12:39 pm
Does someone know if this heavaly decreases the lifetime of the GPU?

pomwtin - April 23, 2016, 1:06 pm

(Apr 23, 2016 12:39 PM)Xen010 Wrote: [CITE] Does someone know if this heavaly decreases the
lifetime of the GPU?

Keep temperatures in safe zone and you should be good.

Xen010 - April 24, 2016, 12:35 am

(Apr 23, 2016 01:06 PM)pomwtin Wrote: [CITE] Keep temperatures in safe zone and you should be
good.

Thanks for your reply. "safe zone" would be 70-80°C ?

Mad76e - April 24, 2016, 8:51 am

(Apr 24, 2016 12:35 AM)Xen010 Wrote: [CITE] Thanks for your reply. "safe zone" would be 70-80°C
?Safe zone is below 80degrees celcius. AMD can handle much more but it will reduce its lifetime. Its
guite possible to run it around 90degrees celcius but its NOT reconended and IF you go even higher
youre risking to fry your gpu

Wifi Pineapple - April 24, 2016, 5:38 pm
| looked this up already but wanted to wanted to make sure.

For what | know | have to use hashcat because | have an intel i5 processor and | doubt this laptop
has a good graphics card lol.

My question is - is it possible to use a dictionary + mask (?d?d?d) attack on it? | read it's only for
olchashcat


https://hackforums.net/showthread.php?tid=5183193
https://hackforums.net/showthread.php?tid=5183193
https://hackforums.net/showthread.php?pid=50674665#pid50674665
https://hackforums.net/showthread.php?pid=50674951#pid50674951
https://hackforums.net/showthread.php?pid=50680353#pid50680353

