Forum:Hack Forums

Thread: How to remain Anonymous | Stop DDoS attacks | Undoxable

spoof - December 21, 2014, 2:47 pm
What is DOX/DOXing?

Doxing is publishing private or identifying information about a person on the Internet, typically with
malicious intent,

including Full name, family members, SSN's, Credit cards, IP Address information, ect.

What's a DDoS/DoS attack?

DDoS aka - Distributed Denial of Service attacks are a type of DOS attack where multiple systems
are used to attack/flood an IP address. Used with Botnets, ect.

The purpose of the attack is an attempt to make a machine or network resource unavailable to its
intended users.

Alright so now we know what those are. There's ALOT of ways to stop these from happening, and
that's what this tutorial is for.

Stopping a DDoS/DoS attack:

To stop DDoS attacks you must keep your IP address hidden AT ALL TIMES, to do this you can
use multiple tools, and such. Skype is a way to get your IP found through skype resolvers.

VPN's - Virtual Private Networks:

VPN's are Virtual Private Networks that are used to mask your public IP address. A couple of free
VPNSs are : http://www.hotspotshield.com/ & http://www.cyberghostvpn.com/en_ca. These are well
known VPN's and have shared IP's which means they're going to be slow. So | don't recommend
using vpn's if you're gaming. But you can also buy VPN's off of the forum. Buying VPN's can get you
Dedicated IP's so your connection is faster. And the VPN's might not keep Logs.

Proxies:

A proxy server is a computer that offers a computer network service to allow clients to make indirect
network connections to other network services. A client connects to the proxy server, then requests
a connection, file, or other resource available on a different server. The proxy provides the resource
either by connecting to the specified server or by serving it from a cache. In some cases, the proxy
may alter the client's request or the server's response for various purposes. You can use Proxies for
Skype and Web-browsers.

Setting up a Proxy on skype:

Since there's a main problem with using Skype, you can get your IP address resolved through it.
From using Wireshark, or Skype resolvers. But there's a way to stop this, well there's mutliple ways
to cover your IP address from your skype from being resolved, but i'll show you the proxy method.
You can use a Skype Proxy Configurator, you can find this Here

Now that you have that, you need to find useable Proxy servers. and to find that you can use "Hide
My Ass" or google HTTPS or SOCKS4/5 Proxies

Note: They must be HTTPS or SOCKS4/5.

You can find proxies here

After that make your result search to look like mine and click update results:

Spoiler (Click to View)

Choose the proxy you would like to use and put the IP and port in the skype proxy configurator:
Spoiler (Click to View)

Next, Click download and you'll get a SkypeProxySettings.reg file, make sure your Skype is
completely closed out. Not just logged out COMPLETELY closed out. Then run the file, click yes for
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everything, relaunch skype, and you're done. You have successfully proxied your skype. Please
note that some proxy servers die out, so you'll need to download the proxy remover and update
frequently.

How to remain "Anonymous"?

First, you need to follow the steps above to keep your IP unfound. Use VPN's, proxies all that fun
jazz. This is a NEED. Try to stay away from any P2P things, such as skype and what not. If you use
them make sure to keep a VPN on at ALL times. You can use Web proxies such as Zenmate. This
will mask your IP through websites you visit. But this is not a VPN. Alright so now your IP is hidden
but how do "hackers" get your address and personal information such as facebooks ect? Simple.
Your Name. Do NOT give your real name out at ALL. Use an alias if you have to. This is important
because it's amazing how much your name can give out. Also they can gain your Information
through Whols. If you ever register for a domain use fake information on the registration, or use
WhoisGuard. Make sure your IRL social medias are on Private so no one on the internet can view
personal information from them. Try to keep your passwords safe, to do this use multiple passwords
for mutliple accounts. Why? Because it's amazing how much websites are vulnerable for SQLi
Injections, ect. Your passwords can be leaked through a database. So if you don't use the same
password for everything you can atleast protect most of your accounts.

That is the end of my Tutorial, | hope you have learnt a few things. Thank you for reading! ? ?
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Basic but nice and useful tutorial. | like it.
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(Dec 21, 2014 03:49 PM)Hazy Wrote: [CITE] Basic but nice and useful tutorial. | like it. Thanks man, |
try my best. ?
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oh nice idea going to try it out
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