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Thread: Kim Dotcom serves up a Encrypted Chat service, Mega Chat coming soon

ZuGgY - December 30, 2014, 12:26 pm
Quote:Kim Dotcom’s end-to-end encrypted Mega Chat service ‘coming soon’

Step aside Skype, Kim Dotcom, founder of file hosting service Mega, is going to blow your
back-doors to the NSA out of the water. Kim’s new browser-based video and chat service a fully
encrypted end-to-end along with “high-speed” file transfers will be a nice alternative to Skype and its
known alliance to Microsoft and the NSA which mandates a backdoor to be incorporated into its
binaries.

Mega will soon release a fully encrypted and browser based video call & chat service including
high-speed file transfers. Bye bye Skype :-)

— Kim Dotcom (@KimDotcom) December 29, 2014

Kim had back in February 2013 first announced that Mega would be expanding into email, voice,
video and “mobile” area. Kim made it very clear that while servers that hold data are on U.S. Soll
including Gmail (Google), iCloud (Apple), and Skype(Microsoft) can be requisitioned at any time and
for any reason to reveal the private data of its users. The Mega servers are not only purposefully off
U.S. soil so the encrypted data is unknown even to itself making any revelation of the user data
solely under the users control.

In November 2013, the chat service was originally expected to arrive “in early 2014.” Mega users
would be able to exchange messages in real-time with each other and also be able attach files to
those messages along with secure audio and video calls.

It is unclear why it has taken so long to get the service out the door, one factor may be the ability to
run a service without having to download a separate application or install a plug-in as bundling this
with the browser seems to present a few technical hurdles, specifically when attempting to offer
end-to-end encryption.

Analysis?

With the current climate and the adamant nature of the U.S. (and other countries) spying through
forcing backdoors into their software or just straight up extortion for encryption keys for access to
user data. This method of keeping themselves out of the equation and keeping the user in control of
their data is the best move | have seen.

It is nice and easy to use, it will not involve any expert knowledge of encryption methods or involve
installing additional software or plug-ins. All the dirty work is done for you, you just install it and go.
The only way they could make it even easier is to pre-install it on any device you buy, but everybody
knows how that works when you have to un-install all the crapware that comes preinstalled with the
majority of new systems these days.

The real issue is can it be trusted? Is there some secret agenda with Mega and Kim Dotcom? The
likelihood of any secret agenda is very improbable in my opinion. Mostly due to the fact that the
powers that be have been hammering on Kim Dotcom with legal complications, draining his capital,
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freezing his assets and generally making his life a living hell.

| honestly see no reason why he would make their life any easier. Aside from that, the way this
service is being set up really removes Mega from the equation of handing over encryption
keys...Even if they did have to surrender the servers with the data (assuming the data is even
stored, which | am sure this will not be the case), it is still encrypted and any legal authority would
have to force the user to give them access to their data. If the legal authority is unable to get the
user to surrender his or her password, they will need to brute force it and that will take a while...So it
is a safe bet for now, until quantum computing becomes a part of their arsenal.

Kim Dotcom’s above tweet indicates that the Mega Chat may be a invite only affair ala Google
style, in the beta phase. Stay tuned if you dont want to miss Kim'’s invite to Mega Chat beta version.

I will tweet about beta invites to #MegaChat in the coming weeks. This is going to be THE END of
NSA mass surveillance & YOU WILL LOVE IT!

— Kim Dotcom (@KimDotcom) December 29, 2014
Source
Honestly cannot wait. Been waiting for this so long now.

hexing - December 30, 2014, 12:27 pm
Kim dotcom, is coming with more. What could the next thing be...

The Purge - December 30, 2014, 12:38 pm
| played COD MW3 with that guy lol :)

adampelletgun - December 30, 2014, 2:58 pm
Can't wait for this to be released.

Zeff - December 30, 2014, 4:22 pm
Sounds pretty promising. Would be nice to have an alternative to Skype without more backdoors
than IKEA's door section.

Impervious. - December 30, 2014, 4:26 pm
| will use this immediatly, always have used things related to mega and everything worked
flawlessly.

D?certo - December 30, 2014, 6:55 pm
| am sure some day he will have a MEGA branded ISP.

Payne. - December 30, 2014, 6:56 pm
How does this differ from using an XMPP based client with an encryption plugin?

ZuGgY - December 30, 2014, 7:23 pm

(Dec 30, 2014 07:55 PM)D?certo Wrote: [CITE] | am sure some day he will have a MEGA branded
ISP.

| hope he does.

It's about fucking time we hear some news about this from Kimmy.

Roger Waters - December 30, 2014, 8:42 pm
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Kim Dotcom's things never cease to amaze me. | can't wait for this to be released, hopefully people
move on from Skype and start using this.

Private Network - December 31, 2014, 1:35 am

(Dec 30, 2014 01:27 PM)hexing Wrote: [CITE] Kim dotcom, is coming with more. What could the next
thing be...

Giving away around $300,000 oh wait they already did that

Hydra - December 31, 2014, 1:44 am
Yes! Been waiting for this for a very long time, since the start and can't wait till | can use it. | wonder
if he'll make an app for phones as well, and what features it has. Group chat would be ideal.

ZuGgY - December 31, 2014, 7:00 am

(Dec 30, 2014 09:42 PM)Roger Waters Wrote: [CITE] Kim Dotcom's things never cease to amaze
me. | can't wait for this to be released, hopefully people move on from Skype and start using this.
Yeah fuck Skype. | can see lots of people on hf using this over Skype.

CentOSsys - December 31, 2014, 3:35 pm
Now this is something that | am very interested in. | will be keeping my eye out for any further
developments on this so | can get it as soon as it comes out. Thanks for sharing this with us OP.

Citizen_Erased - December 31, 2014, 5:08 pm
Odd. People don't even notice Surespot for mobile. This sounds exactly like it.
https://www.surespot.me/

Memento_Vivere - December 31, 2014, 5:27 pm
First I've heard of this to be honest - really looking forward to it though.

NoScript - December 31, 2014, 6:16 pm
Glad to see this happening, A good reliable, secure, private online tools as such is exactly what we
need.

Asuna ? - December 31, 2014, 6:19 pm
| don't like they way he says "Goodbye skype”

Only the tech-informed people will really hear about this, skype won't die out because of this.
The older generation use skype, and they find it easy

NoodleBot™ - December 31, 2014, 6:24 pm
And the beginning of Kim Dotcom monitoring us is here. And if not, they can easily be forced to
become a honeypot.

zombieman - December 31, 2014, 9:39 pm
Kim Dotcom needs to make a bulletproof hosting company. He'd instantly monopolize that industry.

gas66 - January 1, 2015, 5:03 am

The only problem with such services is that they always get filled with criminals and crime.. While
everyone being spied on sounds quite terrible, i am starting to feel like this is the only possible way
to control things at least a bit. | mean see what happened with TOR, i didn't even know about it until
last year but i didn't even want to use it because it basically has a reputation of a service for all sorts
of criminal activity. To be perfectly honest, if you aren't doing anything wrong why the fuck would
you need total privacy?
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| am not entirely convinced that NSA or whoever spies on every single person 24/7, maybe they
record everything you do and if they need to pull out information of what you did an year ago, yeah
maybe they can but i am not convinced that your being spied on every single day, 24/7 and
someone knows every single detail about your life, because hey, the NSA hasn't got the capacity
dealing with every single internet user out there, that's why i think they probably do have some
records about every person on the internet but if your not continually doing something very wrong,
then why the fuck should you need encrypted chat rooms or encrypted voice communication
services? The only thing that is going to come out of those services is a place like TOR that is filled
with criminals and sure will eventually get cracked by those who Kim Dotcom is trying to avoid.

BTW this man has balls xD After all the shit he went through these recent years, he is still tryina be
outlaw. He'd be better off retiring and living his freakin life with the money he's got already.



