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Thread: Auto run from USB drive

alolfail - January 1, 2015, 3:40 pm

Hey folks..

I've investigated a bit and tried finding a method of a quick connect-disconnect a USB drive
infecting method and couldn't find anything, what | did find was this:

1. Autorun.ini cannot auto run an executable.

2. There is a registry key modifying the above, but it is possible to modify it only with a bat file
according to my knowledge, and if | could have ran a bat file it would be easy.

3. I need help from you guys ;)

Any suggestions?
Thanks.

ShikataGaNai - January 1, 2015, 3:58 pm
Are you trying this for your own computer, or for some "quick-put-this-trojan-while-friend-is-in-toilet"?
‘b

| heard some things about U3 usb keys that you could modify to make them appear like a cd-rom to
the pc, hence make it execute a program automatically without that silly window we all know to
appear... Not really sure 100% about this though.. to verify.

Or da best way is to buy THE Rubber Ducky, google it, youtube it, whatever-you-want it this thing is
THE fcking tool to possess ? (bit expensive though). It's basically a usb key which appears as a
keyboard and types super quickly a script (written by you) as soon as you plug it in.

Finally you could look a bit around the recently discovered "BadUsb" vulnerability found in most of
usb devices, its rocks but it involves deep hardware knowledge and I find it difficult to understand.

Cheers ?

w34k - January 1, 2015, 4:12 pm
Look into Teensy, Rubber Ducky, or BadUSB. Links and info can be found here.
https://hackforums.net/showthread.php?tid=4587001

alolfail - January 1, 2015, 9:05 pm
Well it's for educational purposes only.
Thanks guys, Appreciated!

| will update the thread when I'll get home and try.
Xorex - January 1, 2015, 10:21 pm

USB Rubber Ducky seems to work best -
http://hakshop.myshopify.com/products/usb-rubber-ducky-deluxe?variant=353378649
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