
Forum:Hack Forums 

 Thread: Decrypting .aes file with password
 

 PoLoW - January 6, 2015, 11:17 am 
Hello ,
 
 i am trying to extract this file which has a Office WORD file , It's encrypted with AES .
 
 The password consist of a combination of 18 characters\Numbers\symbols 
 
 Any help\tips are appreciated .
 
 File can be found here : https://www.dropbox.com/s/a3jg08avy1uu94d/se.aes?dl=1

chick3nman - January 6, 2015, 2:47 pm 
 (Jan 6, 2015 12:17 PM)PoLoW Wrote: [CITE] Hello ,
 
 i am trying to extract this file which has a Office WORD file , It's encrypted with AES .
 
 The password consist of a combination of 18 characters\Numbers\symbols 
 
 Any help\tips are appreciated .
 
 File can be found here : https://www.dropbox.com/s/a3jg08avy1uu94d/se.aes?dl=1
 You want to crack an 18 character(seemingly full keyspace) password for an .aes file? Good luck.
That is a very very large number of possibilities and cracking files like this is not a simple task by
any means.

PoLoW - January 7, 2015, 5:05 am 
 (Jan 6, 2015 03:47 PM)chick3nman Wrote: [CITE] You want to crack an 18 character(seemingly full
keyspace) password for an .aes file? Good luck. That is a very very large number of possibilities and
cracking files like this is not a simple task by any means.
 Well , at least i tried last night to manually Brute force the password but no luck .
 
 thanks mate

xor - January 7, 2015, 6:07 am 
 (Jan 6, 2015 12:17 PM)PoLoW Wrote: [CITE] Hello ,
 
 i am trying to extract this file which has a Office WORD file , It's encrypted with AES .
 
 The password consist of a combination of 18 characters\Numbers\symbols 
 
 Any help\tips are appreciated .
 
 File can be found here : https://www.dropbox.com/s/a3jg08avy1uu94d/se.aes?dl=1
 This can require up to 10 years to crack a 18 chars passwords. even its encrypted with AES wich is
one of the most strong encryption routine.
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 math does the rest:
 
 254^18 combinations of passwords...  a number followed by 44 zero.. not bad
  good luck

 


