Forum:Hack Forums

Thread: Decypt hash please

<Enigma > - February 1, 2015, 9:37 am

7285a9d102507f974c8e0d8b3fbd0a60:?Kz%(
560c3cf7a5d02280636864221c96b6c4:5™MvQ)
0077bed9469f840e21bf51b01a25b93c:&Ze;z

Format
(some type of hash?):(Salt?)

Could someone help me figure out what these are?

chick3nman - February 1, 2015, 9:38 am

(Feb 1, 2015 10:37 AM)notLion. Wrote: [CITE] 7285a9d102507f974c8e0d8b3fbd0a60:?Kz%(
560c3cf7a5d02280636864221c96b6C4:5MVvQ)

0077bed9469f840e21bf51b01a25b93c:&”Z¢;

Format
(some type of hash?):(Salt?)

Could someone help me figure out what these are?

These are IPB hashes. The last one looks like its missing a character in the salt though. Salt's
should be 5 character for this I'm pretty sure.

560c3cf7a5d02280636864221c96b6c4:5"vg):lolepicl
[IMG]http://forezza.pw/verify.php?valnew=NTYwYzN;ZjdhNWQwM;jl4MDY zNjg2NDIyMWM5NmMI2Y z
Q=|cyU1RXZnJTI5|NA==|bG9sZXBpYzE=[/IMG]
7285a9d102507f974c8e0d8b3fbd0a60:?Kz%(:niggers99
[IMG]http://forezza.pwi/verify.php?valnew=NzI4ANWE5ZDEwMjUwN2Y5NzRjOGUwZDhiM2ZiZDBhN;
A=|JTNGS30IM]UIMjg=|NA==|bmInZ2Vyczk5[/IMG]

Fix the third one and i'll crack it for you.

< Enigma > - February 1, 2015, 9:47 am

(Feb 1, 2015 10:38 AM)chick3nman Wrote: [CITE] These are IPB hashes. The last one looks like its
missing a character in the salt though. Salt's should be 5 character for this I'm pretty sure.

560c3cf7a5d02280636864221c96b6c4:s” vg):lolepicl

Fix the third one and i'll crack it for you.Oh thanks!
The last character in the 3rd one is 'Z'

I'll add it now


https://hackforums.net
https://hackforums.net/showthread.php?tid=4665466
https://hackforums.net/showthread.php?pid=44616542#pid44616542
https://hackforums.net/showthread.php?pid=44616562#pid44616562

chick3nman - February 1, 2015, 9:48 am
(Feb 1, 2015 10:47 AM)notLion. Wrote: [CITE] Oh thanks!
The last character in the 3rd one is 'z’

I'll add it now
0077bed9469f840e21bf51b01a25h93c:&Ze;z:hunterdustin

[IMG]http://forezza.pw/verify.php?valnew=MDA3N2JIZDKONjlmODQwWZTIXYmY 1MWIWMWEYNWI5
M2M=[JTI2ZWmUIMOJ6|NA==|aHVudGVyZHVzdGIu[/IMG]

< Enigma > - February 1, 2015, 10:05 am

(Feb 1, 2015 10:48 AM)chick3nman Wrote: [CITE] 0077bed9469f840e21bf51b01a25b93c:&”Ze;z:
hunterdustin

0077bed9469f840e21bf51b01a25b93c:&Ze;z:

>0077bed9469f840e21bf51b01a25b93c
What is that then? :)

chick3nman - February 1, 2015, 10:12 am
(Feb 1, 2015 11:05 AM)notLion. Wrote: [CITE] 0077bed9469f840e21bf51b01a25b93c:&Ze;z:

>0077bed9469f840e21bf51b01a25b93c

What is that then? :)

That's and MD5 hash. The system looks something like this:
md5(md5($salt).md5($plain_pass));

which translates to this format roughly:

0077bed9469f840e21bf51b01a25b93c(4acl3e76236c5b05e1d877fa30c8df71(&Ze;z).59cf5e5cec5b
b6366144f9cb2a6c568c(hunterdustin))

SO

0077bed9469f840e21bf51b01a25b93c:
4ac13e76236¢c5b05e1d877fa30c8df7159cf5e5cecbbb6366144f9cbh2a6¢c568¢

<Enigma > - February 1, 2015, 10:14 am

(Feb 1, 2015 11:12 AM)chick3nman Wrote: [CITE] That's and MD5 hash. The system looks
something like this:

md5(md5($salt).md5($plain_pass));

which translates to this format roughly:

0077bed9469f840e21bf51b01a25b93c(4acl3e76236c5b05e1d877fa30c8df71(&Ze;z).59cf5e5cec5b
b6366144f9cb2a6c568c(hunterdustin))

o)
0077bed9469f840e21bf51b01a25hb93c:4ac13e76236¢c5b05e1d877fa30c8df7159cf5e5cec5bb63661

44f9cb2a6c568c¢
Damn you're quite good at this.


https://hackforums.net/showthread.php?pid=44616669#pid44616669
https://hackforums.net/showthread.php?pid=44616691#pid44616691
https://hackforums.net/showthread.php?pid=44616914#pid44616914
https://hackforums.net/showthread.php?pid=44617017#pid44617017

I'm glad to have proof that not all HF members have autism as many state over @ LF..
Thanks a lot dude!
If it wouldn't be too much, how do you crack this code?

chick3nman - February 1, 2015, 10:15 am
(Feb 1, 2015 11:14 AM)notLion. Wrote: [CITE] Damn you're quite good at this.
I'm glad to have proof that not all HF members have autism as many state over @ LF..

Thanks a lot dude!

If it wouldn't be too much, how do you crack this code?
I'm running oclhashcat with a large dictionary and some custom rules.

<Enigma > - February 1, 2015, 10:24 am

(Feb 1, 2015 11:15 AM)chick3nman Wrote: [CITE] I'm running oclhashcat with a large dictionary and
some custom rules.

OO

So fucking complicated lol

Is there an easy way for me to do it so | won't have to bother you for a while? ?

chick3nman - February 1, 2015, 1:52 pm
(Feb 1, 2015 11:24 AM)notLion. Wrote: [CITE]O_O
So fucking complicated lol

Is there an easy way for me to do it so | won't have to bother you for a while? ?
If you cant figure out hashcat, you can just keep posting the hashes here and | or someone else will
help you crack them.


https://hackforums.net/showthread.php?pid=44617038#pid44617038
https://hackforums.net/showthread.php?pid=44617062#pid44617062
https://hackforums.net/showthread.php?pid=44617202#pid44617202

