Forum:Hack Forums

Thread: [Tutorial][HUGE] Now how to be really secure/anonymous online! [Explained good]

Private Network - March 10, 2015, 9:25 am
How to be secure when doing anything.

Ofcourse most of you guys ask about being secure/anonymous online.
Let me tell you this: You cannot be 100% secure or anonymous online.

A quote | had seen somewhere about forensics:

Quote:Make them hard to find you, make it impossible to prove its you.
What you will learn:

0x1 Shopping as safe as possible

0x2 Talking safe online

0x3 Having a fake identity

0x4 Posting fake doxes

O0x1 - Some tips about shopping online.

Use fake information such as fake phone number, 10 Minute Mail, fake address (Drop Address.)
What is a drop address?

Quote:When you find an empty house around your area and provide that address, you have to
know the time of delivery and when they see its empty they will just leave the package at the empty
house or at a neighbours door. MAKE SURE THE NEIGHBOURS ARE NOT HOME.

Where do | verify my phone number? http://www.phoneverify.co/ (They add 5 new numbers
everyday, sometimes work for google)

Where do | get a 10 minute mail and what is it?: http://www.10minutemail.com/

It is a web application where you can get a mail address that will remove itself after 10 minutes, or
you press "Give me another 10 minutes." and the same email will remain for 10 more minutes.
Use Bitcoin or any other crypto currency when possible, no need to explain this.

When getting fake details use http://www.fakenamegenerator.com/

If you buy virtual items etc that are illegall you should buy a cracked RDP and buy from there
because if they trace you they find the RDP. (Make sure to do all of the RDP part with a VPN on.)

Where do | setup a Bitcoin address?
You could download the Bitcoin QT program to get a offline wallet but to get a wallet on the web |
prefer http://www.blockchain.info/

How to setup an online bitcoin address: (With Pictures.)
Spoiler (Click to View)
Step 1: Go to http://www.blockchain.info/ and click "Wallet" in the navigation bar.

Step 2: Click "Start A New Wallet" under New Users.

Step 3: Enter all your details like you would normally do, GET A STRONG PASSWORD and USE
YOUR MAIN EMAIL INCASE OF RECOVERY.

Step 4: Write this wallet recovery phrase down you will recieve.
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Step 5: You are now done!

Now where do | buy Bitcoins?

| prefer to buy them off trusted members here:

Currency Exchange

READ THIS FIRST BEFORE BUYING ANYTHING OFF HACKFORUMS:
https://hackforums.net/showthread.php?tid=1980510

Example members: Staid, Neat, Cameron, beslim, Magicmann and Canada

0x2 - How do | talk safe online?

DO NOT use skype unless needed or are not using it for blackhat activities.

Tips on using skype:

1. Use a Proxy/VPN with an IP/Server in the same country as you, no one will suspect a thing.

2. Always keep the damn Proxy/VPN alive! Check the proxy daily and never turn the VPN off while
using Skype.

3. Skype's can get jacked/suspended pretty easily because of customer support so make sure that
you only talk to people that dont seem sketchy/like assholes.

Where can | get a free VPN (Note, these do log so do not use for blackhat activity, and these are
blocked on HackForums.)

[censored]
Hotspot Shield

Where do | get a proxy? (Same note as VPN's.)
HideMyAss

Now you are wondering, why shouldnt | use skype?

An article showing proof skype reads your messages:
https://defuse.ca/microsoft-reads-your-skype-messages.htm

Here are websites (Skype Resolvers) that can get your IP from your username.
http://www.Resolv.in/ or http://www.SkypeResolver.xyz/

Then what should | use to chat online?

XMPP/Jabber or ICQ.

Tutorial by Frankie on how to setup XMPP + OTR Plugin:
https://hackforums.net/showthread.php?tid=4717011

How to setup ICQ: http://www.icq.com/support/icq_8/start/install/en

0x3 - Having a fake identity

First off all some tips:

ALWAYS tell everyone the same thing, do not tell someone you are 16 and tell the other person
you are 18.

Write down the information in a file.

Practice to trusted people that you are the fake person, the more you act like them the more you
believe you are them (The identity).

Where do | get a Fake Identity?

Go to this website: http://www.fakenamegenerator.com/

Safe some of the information that most people can dox to a file.

Try to leak some of it on your profile, etc responding to threads like: "From what country are you"
and say as example: Texas, USA!
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Try to make up things as an extra thing.

So you have your Fake ldentity, but where do | use this mainly?
When buying things/when registering on a new site.

0x4 - Fake Doxes

Sites to post on are SkidPaste/Pastebin or F*I. (F*l. has HF doxes so protecting that URL, if you
know that URL use it.)

NEVER post the same dox on two diffrent sites.

Add some real information, like first name, old emails, proxy/vpn IP etc.

And add some fake information from your identity.

How to help prove they are "real™:

Get a LSX (*eakF***ms) or a GayForums Account (V*F)

And use your real alias like HF and put in your fake identity email and get yourself banned as fast
as possible from those gay sites, what happens when you get banned?

The emalil gets posted on the site!

Example of a good fake email: FirstNameFake.LastNameFakeCountry@gmail.com

Or: FirstnameFake.LastnameFake@hotmail.com (or co.uk if your identity is from the UK.)

Make some things up on your doxes so they seem proffesionall.

Format the doxes good.

FRANKIE - March 10, 2015, 9:27 am
Great to see my thread mentioned! Great post my man :)

Private Network - March 10, 2015, 9:28 am

(Mar 10, 2015 09:27 AM)FRANKIE Wrote: [CITE] Great to see my thread mentioned! Great post my
man :)

Thanks for the feedback, it was the only good guide about setting up XMPP.

It took me pretty long to write this :P

NoMercy - March 10, 2015, 9:56 am
Amazing tutorial. | work with Jesse and | know she is a brilliant worker and her work is always
amazing. Keep it up!!

Private Network - March 10, 2015, 9:57 am

(Mar 10, 2015 09:56 AM)NoMercy Wrote: [CITE] Amazing tutorial. | work with Jesse and | know she
is a brilliant worker and her work is always amazing. Keep it up!!

Thanks alot for the feedback NoMercy!

Anything else to add?

Aurora - March 10, 2015, 10:29 am
| like it. Good job.

Format could be a little better, but other than that, the information is there.

Private Network - March 10, 2015, 11:57 am
(Mar 10, 2015 10:29 AM).Sinister Wrote: [CITE] | like it. Good job.

Format could be a little better, but other than that, the information is there.
Thanks alot for your feedback, | might add things later or change up the layout!

Raz3r - March 10, 2015, 1:25 pm


https://hackforums.net/showthread.php?pid=45178932#pid45178932
https://hackforums.net/showthread.php?pid=45179287#pid45179287
https://hackforums.net/showthread.php?pid=45179689#pid45179689

Great thread Jesse, | can see you put alot of work into it.

Darksidefox - March 10, 2015, 1:33 pm
Great work, very interesting! Keep the good posts alive! :D

vendettalogzz - March 10, 2015, 1:47 pm
Nice thread. Sticking to a good secure routine to be 100% anonymous isn't easy.
Usually there's always a little mistake here and there along the line.

D4T4B4S3 - March 10, 2015, 2:46 pm
Awesome tread mate, good information. Nice job with the tutorial! ?

JuliusK - March 10, 2015, 2:50 pm
Wouldn't recommend using VPN's as they store logs by default (or their ISP does), and you should
obviously not use free VPN providers for black hat activities.

For additional anonymity, you should not be using Blockchain for storing your BTC refering to the
method that allows you to get personal information off just a BTC address, and due to the recent
private keys being leaked (that are related to Blockchain).

Also, using proxies/VPN/whatever on Skype doesn't matter at all; if they want to catch you - they
sure as hell do. Avoid using Skype at all cost, and use XMPP (+OTR plugin), and always operate
through a RDP/VPS/box, and never straight from your own computer if you're doing something
illegal.

Decent tutorial overall, just not enough 'in-depth’ if you're going to assist those who are committing
crimes online, but it's a great tutorial for basic hackers and internet users.?

Private Network - March 11, 2015, 7:22 am

(Mar 10, 2015 02:50 PM)Juliusk Wrote: [CITE] Wouldn't recommend using VPN's as they store logs
by default (or their ISP does), and you should obviously not use free VPN providers for black hat
activities.

For additional anonymity, you should not be using Blockchain for storing your BTC refering to the
method that allows you to get personal information off just a BTC address, and due to the recent
private keys being leaked (that are related to Blockchain).

Also, using proxies/VPN/whatever on Skype doesn't matter at all; if they want to catch you - they
sure as hell do. Avoid using Skype at all cost, and use XMPP (+OTR plugin), and always operate
through a RDP/VPS/box, and never straight from your own computer if you're doing something
illegal.

Decent tutorial overall, just not enough 'in-depth' if you're going to assist those who are committing
crimes online, but it's a great tutorial for basic hackers and internet users.?

1. I never said you should use them for black hat activities.

2. | never said anyone has to use blockchain, | prefer it.

3. | provided a way of using XMPP, and most people dont want to buy an RDP/VPS.

4. Thanks alot for the feedback!

@Everyone else, Thanks alot for your feedback!

derrick1337 - March 11, 2015, 10:48 am
Looks nice, but I kind of regret now that | have given some my real info for people and e-mails that |


https://hackforums.net/showthread.php?pid=45183022#pid45183022

use aren't on my real name or address / phone etc shit. Dunno why am | even telling this useless
shit to this thread, but anyways.. Second post too! :D

Private Network - March 11, 2015, 10:56 am

(Mar 11, 2015 10:48 AM)derrick1337 Wrote: [CITE] Looks nice, but | kind of regret now that | have
given some my real info for people and e-mails that | use aren't on my real name or address / phone
etc shit. Dunno why am | even telling this useless shit to this thread, but anyways.. Second post too!
:D

Thanks alot for the feedback derrick1337!

Shedletsky - March 11, 2015, 12:31 pm
VPN's are not the same as proxies, | also would suggest adding a OpenDNS tutorial section ;)

Private Network - March 12, 2015, 10:51 am

(Mar 11, 2015 12:31 PM)Shedletsky Wrote: [CITE] VPN's are not the same as proxies, | also would
suggest adding a OpenDNS tutorial section ;)

Thanks for your feedback, might do that!

Private Network - March 13, 2015, 11:09 am
Bumping this so more people can learn this.

Private Network - March 17, 2015, 12:06 pm
Bumping so more people can see this.

Private Network - March 20, 2015, 8:44 am
Bringing this tutorial up to the top because this should be Common Sense.

Soliness - March 20, 2015, 1:31 pm
Good work on this detailed tutorial. Internet should be natively anonymous..

Private Network - March 21, 2015, 12:47 am

(Mar 20, 2015 01:31 PM)Soliness Wrote: [CITE] Good work on this detailed tutorial. Internet should
be natively anonymous..

Thanks a lot for your feedback, anything to add?

Mr.ProVanzla - March 28, 2015, 11:36 am
good post bro just not 100 secure nsa and fbi work with vpn companies o yes

Private Network - March 28, 2015, 11:39 am

(Mar 28, 2015 11:36 AM)Mr.ProVanzla Wrote: [CITE] good post bro just not 100 secure nsa and fbi
work with vpn companies o yes

This is not for if you want to buy VCC's or some shit on the DeepWeb.

This is for people learning the basics

Private Network - April 12, 2015, 10:18 am
Bumping so more people can learn these things!

One L?ve - April 12, 2015, 10:24 am
Hello Jesse, not sure if you remember me from the Skype GC. This is a nice thread including most
of the basics.

Private Network - April 12, 2015, 10:25 am
(Apr 12, 2015 10:24 AM)im virtual Wrote: [CITE] Hello Jesse, not sure if you remember me from the
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Skype GC. This is a nice thread including most of the basics.
I am in lots of group chats, mind telling me which one?

And thanks for your feedback!

alpa aseo - April 12, 2015, 12:46 pm
Keeping a VPN on 24/7 just for Skype is very annoying. None of my friends use things other than
Skype. Is it possible to run Skype, and only Skype through a proxy?

ink1336 - April 13, 2015, 12:47 am
good info , ty .
this detailed tutorial.

c0de42695379 - April 13, 2015, 1:58 am
Great tutorial my friend, this will help alot.

One L?ve - April 13, 2015, 9:31 am
(Apr 12, 2015 10:25 AM)CryptoWall Wrote: [CITE] | am in lots of group chats, mind telling me which
one?

And thanks for your feedback!
The one with mheels in that is now dead.

Mcewhore - April 14, 2015, 12:43 am
Great tutorial thanks, basically it is not 100% anomynous. Bit is it even possible to be 100%
anomynous?

Ghanem - April 14, 2015, 11:41 am

(Apr 14, 2015 12:43 AM)Mcewhore Wrote: [CITE] Great tutorial thanks, basically it is not 100%
anomynous. Bit is it even possible to be 100% anomynous?

People are going to give you a simple "No." as an answer.

But to be honest, | don't think you should gauge your anonymity.

In my opinion:

- Either you do nothing and can be doxed easily.

- Either you do a minimum and can't be doxed by everyone but good people can. (Protip, don't be
american.)

- Either you do "a lot" and even good people can't dox you.

- Either you're paranoid, in which case cops should have a tough time with you.

A lot of people will also come and tell you about the NSA being almighty and shit.

But to be honest, the NSA won't knock at your door unless you're posing a national threat to
America.

That'd be the FBI's job (Or whatever the fuck's your country's own FBI equivalent) , and as far as
we know, they can't do remotely as much as the NSA.

Private Network - April 14, 2015, 11:46 am

(Apr 14, 2015 11:41 AM)Ghanem Wrote: [CITE] People are going to give you a simple "No." as an
answer.

But to be honest, | don't think you should gauge your anonymity.

In my opinion:
- Either you do nothing and can be doxed easily.
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- Either you do a minimum and can't be doxed by everyone but good people can. (Protip, don't be
american.)

- Either you do "a lot" and even good people can't dox you.

- Either you're paranoid, in which case cops should have a tough time with you.

A lot of people will also come and tell you about the NSA being almighty and shit.

But to be honest, the NSA won't knock at your door unless you're posing a national threat to
America.

That'd be the FBI's job (Or whatever the fuck's your country's own FBI equivalent) , and as far as
we know, they can't do remotely as much as the NSA.

The thing is, you shouldn’t have a reason to be 100% anonymous.

Ghanem - April 14, 2015, 11:57 am

(Apr 14, 2015 11:46 AM)CryptoWall Wrote: [CITE] The thing is, you shouldn’t have a reason to be
100% anonymous.

Sent you a PM, I'd rather not start sharing opinions endlessly on a thread. ?

Nice thread anyway, | don't know if | already commented.

Mcewhore - April 15, 2015, 12:37 pm

| guess | overthink this, | want to ewhore, not really scam people, except that | sell photos and
videos from girls which I'm not.

| use a vpn, think that would be enough for ewhoring???

(Apr 14, 2015 11:41 AM)Ghanem Wrote: [CITE] People are going to give you a simple "No." as an
answer.
But to be honest, | don't think you should gauge your anonymity.

In my opinion:

- Either you do nothing and can be doxed easily.

- Either you do a minimum and can't be doxed by everyone but good people can. (Protip, don't be
american.)

- Either you do "a lot" and even good people can't dox you.

- Either you're paranoid, in which case cops should have a tough time with you.

A lot of people will also come and tell you about the NSA being almighty and shit.

But to be honest, the NSA won't knock at your door unless you're posing a national threat to
America.

That'd be the FBI's job (Or whatever the fuck's your country's own FBI equivalent) , and as far as
we know, they can't do remotely as much as the NSA.

Private Network - April 23, 2015, 7:06 am
Bumping this up for new people interested in the topic.

Microlab - April 25, 2015, 7:20 am
Thanks bro, this is very helpful !

HIGH PAID FELLA - April 26, 2015, 3:41 am
Blockchain is not safe nor for your bitcoins nor for your privacy. | would suggest to setup a wallet
such as MultiBit etc.

You haven't mentioned Socks5 proxies, VIP72 (good VPN's), to not buy shit from HF regarding
proxies, socks5 or VPN's, or private keys or PGP signed keys.


https://hackforums.net/showthread.php?pid=45707847#pid45707847
https://hackforums.net/showthread.php?pid=45707792#pid45707792

Private Network - April 26, 2015, 3:46 am
(Apr 26, 2015 03:41 AM)Asterea Wrote: [CITE] Blockchain is not safe nor for your bitcoins nor for
your privacy. | would suggest to setup a wallet such as MultiBit etc.

You haven't mentioned Socks5 proxies, VIP72 (good VPN's), to not buy shit from HF regarding
proxies, socks5 or VPN's, or private keys or PGP signed keys.

This was supposed to be basic and not incase your gonna remote detotnate a bomb in the
pentagon from an booter or some shit.

Mr. Robot - April 26, 2015, 4:05 am

(Apr 26, 2015 03:46 AM)CryptoWall Wrote: [CITE] This was supposed to be basic and not incase
your gonna remote detotnate a bomb in the pentagon from an booter or some shit.

Can you give me your opinion on what you think | should do - in theory if | was going to "detonate a
bomb in the pentagon”

*tips turban

Private Network - April 26, 2015, 4:12 am

(Apr 26, 2015 04:05 AM)Hackers Hacking Hackers Wrote: [CITE] Can you give me your opinion on
what you think | should do - in theory if | was going to "detonate a bomb in the pentagon”

*tips turban

1. Don't

2. 7?77

3. Profit?

Private Network - April 26, 2015, 4:14 am

(Apr 26, 2015 04:05 AM)Hackers Hacking Hackers Wrote: [CITE] Can you give me your opinion on
what you think | should do - in theory if | was going to "detonate a bomb in the pentagon"

*tips turban

1. Don't

2. 7?77

3. Profit?

(Apr 26, 2015 04:05 AM)Hackers Hacking Hackers Wrote: [CITE] Can you give me your opinion on
what you think | should do - in theory if | was going to "detonate a bomb in the pentagon”
*tips turban
1. Don't
2. 7?77
3. Profit?

Private Network - June 9, 2015, 7:22 am
Bumping once again for people to see.

Bitdefender - June 9, 2015, 8:45 am
1. Follow this guide.

2.?27?7

3. Profit

Three easy steps on how to be anonymous online. | really like it! ?
Thugnificent - June 9, 2015, 7:14 pm

Very nice! Great info here, would like to know more about RDPs though and | can't seem to find
anything on HF. Thanks for sharing!
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Radar7 - June 9, 2015, 7:31 pm
Just saw this now. Awesome guide man!

Private Network - June 10, 2015, 7:34 am
Thanks a lot for the feedback guys!

sinmar - June 10, 2015, 9:28 am
do you have a guide on how to bomb the white house??? my neighbors are being annoying :|

Private Network - June 10, 2015, 11:26 am

(Jun 10, 2015 09:28 AM)sinmar Wrote: [CITE] do you have a guide on how to bomb the white
house??? my neighbors are being annoying :|

How do your neighbours relate to the whitehouse?

tcsh - June 11, 2015, 3:08 am
Thank you for this awesome guide mate.

niks143 - June 12, 2015, 1:24 am
Nice way to be anonymous.

Private Network - June 12, 2015, 8:29 am

| like how two old users post but their not active, they are probaly from a hacked database and try to
get known.

xomk - June 12, 2015, 8:13 pm
Thanks for posting, very helpful!

sinmar - June 12, 2015, 9:02 pm
does this apply if someone was trying to blow up the white house and kill the president

Private Network - June 13, 2015, 2:55 am

(Jun 12, 2015 09:02 PM)sinmar Wrote: [CITE] does this apply if someone was trying to blow up the
white house and kill the president

I like how you have knowledge and still troll :)

xxleonderpxx - July 2, 2015, 3:21 pm
Nice thread, was a good read.

Immortal Modz - July 2, 2015, 3:26 pm
Wow! Great tut! Will come in great use!

1985 - July 30, 2015, 7:59 pm
Thanks for sharing amazing tuts

Default. - July 31, 2015, 7:28 am
Thanks man :D
For the great tutorial ?

HiddenEyE - November 24, 2015, 2:08 am
love this post cause it will really help me to sign up a website that i had really want to be in that
requires jabber and icq

Enzio - November 24, 2015, 3:58 am


https://hackforums.net/showthread.php?pid=46525648#pid46525648
https://hackforums.net/showthread.php?pid=46559563#pid46559563

Good tutorial. Posting here so | can find it later.

Abducted - November 24, 2015, 4:00 am
Thank you very much for the tutorial!

@Chill - November 24, 2015, 5:52 am
This is awesome ! Thanks for the help.

feelsgoodtoday - November 24, 2015, 12:08 pm
garbage tutorial you should stop

skyapple - November 25, 2015, 2:53 am
Great tutorial thanks, basically it is not 100% anomynous.



