Forum:Hack Forums

Thread: Be careful FAKE HACKFORUMS (phishing)

daves3c - March 31, 2015, 11:51 am
The REAL hackforums.net site:

hackforumS dot net

INFO: myip.ms/info/whois/141.101.121.9/k/594104714/website/www . hackforums . net

The FAKE one:

hackforum dot net

INFO: myip . ms/info/whois/104.28.6.70/k/4158631145/website/hackforum . net
BE WARNED GUYS ?

Meow - March 31, 2015, 11:52 am
Thanks for warning mate! ?

| tought Omni owns both of those sites but k

| think he own both sites because when you hit log in on the phisher is just redirects to the real log
in for HF.

daves3c - March 31, 2015, 11:54 am
(Mar 31, 2015 11:52 AM)Meow. Wrote: [CITE] Thanks for warning mate! ?

| tought Omni owns both of those sites but k
Let Admins or mod confirm it ?

Pew ? - March 31, 2015, 11:54 am
(Mar 31, 2015 11:52 AM)Meow. Wrote: [CITE] Thanks for warning mate! ?

| tought Omni owns both of those sites but k
Yeah | thought that too.
Didn't get also get .com when it went up for auction too?

(Mar 31, 2015 11:54 AM)YA BOY CHRIS Wrote: [CITE] This would be a sign of you being phised, it
would make t appear as if you were logging in on the real site and they would pretend like they didn't
steal your login.

Nah i mean like if you hit log in and don't type anything it redirects you to the real log in page then
you type in your shit


https://hackforums.net
https://hackforums.net/showthread.php?tid=4756322
https://hackforums.net/showthread.php?pid=45492216#pid45492216
https://hackforums.net/showthread.php?pid=45492216#pid45492216
https://hackforums.net/showthread.php?pid=45492260#pid45492260

Shxtdown - March 31, 2015, 11:57 am
| don't think it's a phisher, a thread similar to this one was created before.

daves3c - March 31, 2015, 11:58 am

(Mar 31, 2015 11:57 AM)Chief Keef?? Wrote: [CITE] Nah i mean like if you hit log in and don't type
anything it redirects you to the real log in page then you type in your shit

Btw try to hit the "Login" button it will not redirect you to the real hackforums

5FDP - March 31, 2015, 11:58 am
(Mar 31, 2015 11:54 AM)YA BOY CHRIS Wrote: [CITE] This would be a sign of you being phised, it
would make t appear as if you were logging in on the real site and they would pretend like they didn't
steal your login.

Yeah.. but it doesn't even allow you to log into "hackforum.net”, because once you hit log in it
instantly redirects to the actual site (this) to login instead of on that site.

Hy?pnotist - March 31, 2015, 11:58 am

(Mar 31, 2015 11:54 AM)YA BOY CHRIS Wrote: [CITE] This would be a sign of you being phised, it
would make t appear as if you were logging in on the real site and they would pretend like they didn't
steal your login.

No, you misunderstood. If you click the login button on the main screen it redirects you to the
hackforums.net log in. It redirects you before any info is entered etc

It's not a phising site, I'm pretty sure it's owned by Omni.

hackforums.com redirects you to hackforums.net instantly where as hackforum.net doesn't instantly
redirect you. You have to click something before getting redirected. The variation may be the reason
why someone might suspect it might be a phising site.

My Grandad Bombed Asia - March 31, 2015, 12:00 pm
Omni owns this domain and all links on it's homepage redir to this domain. /thread

daves3c - March 31, 2015, 12:02 pm
Ok guys thanks for the confirmation.

Jlock

SIM-2223238 - March 31, 2015, 12:04 pm
Omni owns both of these sites, dont worry.

It aint phishing.

Mr.Peanut - March 31, 2015, 12:08 pm

| don't think it's a phising page but it's odd because when | get redirected, | have to login in (even
though i'm signed in). If anything, when | click login or any of the links, my account should be signed
in.

ExclenKr - March 31, 2015, 12:16 pm
Both Of Sites Owns By Omniscient So cool down, This isn't Any type of phishing

(Mar 31, 2015 12:16 PM)#TeamBlue Wrote: [CITE] Both Of Sites Owns By Omniscient So cool
down, This isn't Any type of phishing
the ten people before you didn't say that already nope.


https://hackforums.net/showthread.php?pid=45492290#pid45492290
https://hackforums.net/showthread.php?pid=45492260#pid45492260
https://hackforums.net/showthread.php?pid=45492260#pid45492260
https://hackforums.net/showthread.php?pid=45492536#pid45492536




