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 Valiricon - April 5, 2015, 9:08 pm 
Hello everyone. This is my first article on this forum and I'll try to make it useful for beginners.
 
 ======
 Attention Please! I did not call to commit unlawful acts, and all the following terms is a figment of my
imagination and has no connection with reality. All the described actions you do at your own risk. // I
had to write it)
 ======
 English - it's not my native language, so I apologize in advance for any mistakes, I translated it as
good as I can)
 ======
 
 UP: Notice that if you configured VPN (eg Open VPN) not properly,  if during the time of sending
outbound packets VPN client reboots - part of a package can go with your real IP.
 
 This theme is not so much about the use of the RAT, how about the safety and anonymity.
 I watched a lot of videos and read quite a few topics on this and other forums, resulting shaped the
plan of action, that is the best in my opinion. Below I will describe the whole process, all actions and
security measures that I have taken. If I am right, maybe it will be useful for someone as a brief
guide for the safe use of RAT.
 
 1. Purchase of equipment.
 
 So first, I will give a brief list of what you need to buy.
 
 1.1 Mobile Phone.
 1.2 SIM card.
 1.3 Laptop.
 1.4 Prepaid card WebMoney.
 1.5 External WiFi adapter.
 
 1.1) Mobile Phone.
 Theoretically, by phone IMEI is possible to determine which store sold it, and turning in this store is
possible to determine at what time the phone was sold. If the store has video capture, then knowing
the time of  the phone sale gives opportunity to find your image on the video, and this is a serious
piece of evidence. Therefore, I have found in my city underground shop where they sell used mobile
phones without the receipts and with no video capture, and bought the cheapest working mobile
phone.
 1.2) SIM card.
 Of course, SIM card must be anonymous, or framed on a stranger who has nothing to do with you,
so I bought in the same underground store, without cameras and without a receipt.
 1.3) Laptop.
 Next you need to find on the internet to advertise the sale of second-hand laptop, call to the owner
(using previously bought mobile phone and SIM card) to arrange a meeting in a place without video
capturing and buy this laptop.
 1.4) Prepaid card WebMoney.
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 Because in the future there will be some costs through the Internet, and we will need to pay
anonymously, it is best to buy a prepaid card WebMoney. The required amount depends on the
further choice of VPN provider and cryptor, which I will describe later. These services cost me $ 170
for the year.
 1.5) External WiFi adapter.
 For extra insurance, we will need to hack someone's WiFi router, and for this we need a powerful
external WiFi adapter that can work in monitor mode. I chose for this purpose Alfa AWUS036H. Buy
it, of course, with no video capture and receipts in the underground store or second-hand by the ad.
 
 2. Setting up the equipment and the use of RAT.
 
 We now proceed to the main point. Briefly further steps:
 
 2.1 Changing the device IDs.
 2.2 Hacking someone else's WiFi router.
 2.3 Registration of WebMoney account.
 2.4 Purchasing and configuration of VPN.
 2.5 Purchasing of cryptor.
 2.6 Creating of RAT.
 2.7 Spreading of RAT.
 
 2.1) Changing the device IDs.
 Before you connect the laptop to the internet, you need to make it as unrecognizable to any
servers.
 After formatting of the hard drives and reinstalling of Windows you must change:
 2.1.1) MAC address. For Windows 7 with this task copes MAC Changer utility (old MAC-addresses
will not be restored after a reboot). Just do not forget to change the MAC-address of the external
WiFi adapter. The utility is free and it is easy to find on the Internet.
 2.1.2) HWID. It is hidden in the registry, namely the
HKEY_LOCAL_MACHINE\Software\Microsoft\Cryptography.
 Figures, perhaps we could put random, but I use the generator.
 2.1.3) Volume ID. You can change it using tool from Microsoft.
 2.2) Hacking someone else's WiFi router.
 Next, we need to gain access to someone else's WiFi router. To do this, run on a laptop Live CD
with Kali Linux operating system and hack someone else's WiFi router. I will not write, how to do it
because the internet is full of instructions. In the future, all internet connections will go exactly
through this router, in case if our methods of protection will not work and our IP address will be
detected. After gaining access to the settings of WiFi router, you must to setup port forwarding, as
well as to disable logging on the router.
 2.3) Registration of WebMoney account.
 Register WebMoney account using the Tor (all connections without a VPN need to carry out further
through it). To verify the account use the purchased phone and SIM card.
 2.4) Purchasing and configuration of VPN.
 We will not use DUC, because No-IP are keep the logs and will hand over you to law enforcement
on the first request . Therefore, choose a good VPN server that does not keep logs, supports port
forwarding, allocates fixed IP address, as well as accepts WebMoney. I choose for the "nVPN".
Account for the year with a permanent private IP costs me $ 60. Do not forget to open the ports in
the VPN account. After the purchase, configure VPN, put it in startup and in the future go to the
Internet only through him or through Tor.
 2.5) Purchasing of cryptor.
 Next, buy a good cryptor for the same WebMoney. What cryptor choose and how to use it will be
better to read in the other topics on the forum.
 2.6) Creating of RAT.



 Create your RAT and encrypt it. Do not forget that the network settings of your RAT need to use the
IP address that was given by VPN provider and the port, that you have opened at the VPN server
and on the router.
 2.7) Spreading of RAT.
 Well, actually, the last - spread your encrypted RAT. How is it better to do - there are plenty of
forum information.
 2.*) Just want to draw your attention that for security purposes, prior to each new registration in any
of the used Internet services, it is better to change the identity of the your laptop iron (MAC address,
HWID or Volume ID). Just when you register you should to use every time a new, random names
and nicknames. It is best to use online random generators.
 
 3. Possible threats.
 
 We now analyze whether it is possible to track us. We will rely on worst-case scenarios.
 
 3.1) We assume that the victim called the police. Police checked the victim's computer, found on
what IP it sends requests. This is IP on private VPN server that does not keep logs. If the VPN
provider deceived us, and kept some logs, there are the following options:
 
 3.1.1) VPN provider is kept routing logs and give to police your real IP, but the police did not come
to you, they will come to the owner of the hacked WiFi router. Then they can see the logs of the
router, but there will not be stored information about transmission of the data to devices, because
we turned off logging on the router.
 3.1.2) VPN provider writes logs of account payments. He gives the police the address of your mail
and WebMoney account number. It does not give the police nothing, because All actions are
performed through Tor, address registered in false names, and to verify the WebMoney account we
used an anonymous SIM card and anonymous phone.
 3.2) If somehow the police will know the identity of the your laptop iron (MAC address, HWID or
Volume ID), then they will not be able to find its previous owner, to find you, because we changed all
of these data.
 3.*) As a result, I see in this plan are only 2 options to hunt you down:
 3.*.1) If the police will find a WiFi router that you hacked and track the traffic, on which of the MAC
address the data is transmitted, and determine the location of your laptop on the signal strength.
 3.*.2) If the police will determine the phone number from which was done the verification of
WebMoney Account , contact your service provider and if the  service provider keeps very accurate
triangulation logs of subscribers for all SMS sent, and will give your exact coordinates to police.
 3.*.*) Both versions of events, I think it is highly unlikely because they require the concurrence of
many circumstances.
 
 ======
 Do not consider me for the paranoid, but I think that if you decide to do forbidden things you need to
do it safely and anonymously as it possible.
 
 Thank you for your attention, I will be glad for corrections, if I was mistaken somewhere.

LUOIdeRentA - April 8, 2015, 1:41 pm 
Oh man, fantastic tutorial on how to stay anonymous!

Shapid - April 8, 2015, 4:22 pm 
Great tutorial man, You made some good points!

Cryptic v7 - April 8, 2015, 4:33 pm 
Great tutorial, but I feel this is too excessive just for RAT'ing. Would be useful for people wanting to



create large botnets though.

Valiricon - April 24, 2015, 11:40 pm 
 (Apr 8, 2015 04:33 PM)Cryptic v7 Wrote: [CITE] is too excessive just for RAT'ing
 It's not as expensive as a good lawyer)

Matt Bomer™ - April 24, 2015, 11:44 pm 
Great tutorial buddy, would help people to start going Anonymous in RATs

Mcbride - April 25, 2015, 1:02 am 
Wonderful tutorial OP. Anonymous RATing is very important. I sincerely hope these VPN providers
do not keep logs.

dotslash - April 25, 2015, 3:27 am 
thanks for tutorial helps to protect my identity cheers

roleeswagger - April 25, 2015, 3:49 am 
TL DR Version:
 1) laptop
 2) go to internet cafe\macdonald\starbucks (with watchdog hat hiding ur face) and open ur favorite
vpn
 3) do your blackhat million dollar thing
 4) exit and go away from cameras burn your laptop 
 5) go home

Sahaj - April 25, 2015, 3:50 am 
Awesome tutorial. Thanks for sharing. :)

coldxice - April 25, 2015, 3:59 am 
Great tutorial OP, it might sound a bit too paranoid but i aggree with u if u do illegal stuff then better
do it properly!

Valiricon - April 26, 2015, 12:17 pm 
 (Apr 25, 2015 03:49 AM)S4mick Wrote: [CITE] TL DR Version:
 1) laptop
 2) go to internet cafe\macdonald\starbucks (with watchdog hat hiding ur face) and open ur favorite
vpn
 3) do your blackhat million dollar thing
 4) exit and go away from cameras burn your laptop 
 5) go home
 This is an alternative way for people,  who have a watchdogs hat

Thisissohardffs - April 26, 2015, 12:42 pm 
All VPN providers keep some sort of logs(well maybe not the VPN providers but the ISP does). But if
you follow the steps in this thread you will be safe.

Indus - April 26, 2015, 7:17 pm 
Posting here , will read it later time ..
 
 Looks legit

BrokenV1 - April 27, 2015, 1:31 am 
Great tutorial man, thanks for sharing
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ƒenrir - April 27, 2015, 11:15 am 
This might be slightly overkill... Oh well. If it works, it works.

Valiricon - April 28, 2015, 7:37 pm 
 (Apr 26, 2015 12:42 PM)Thisissohardffs Wrote: [CITE] All VPN providers keep some sort of logs(well
maybe not the VPN providers but the ISP does).
 ISP keeps logs, but they can not to monitor encrypted traffic. In addition, to get to the ISP, you must
first obtain logs from VPN provider.

Valiricon - May 27, 2015, 4:25 pm 
 (Apr 27, 2015 11:15 AM)ƒenrir Wrote: [CITE] This might be slightly overkill... Oh well. If it works, it
works.
 and still works very good)

Comedic - May 27, 2015, 4:31 pm 
Very well written tutorial, keep up the great work!

Sidek.Meher - May 28, 2015, 3:32 am 
Great tutorial man, thanks for saharing !

The_Defiant_One - May 28, 2015, 3:55 am 
Some interesting insights here. Thanks!

Buddhaxor - May 28, 2015, 4:15 am 
Great tutorial bro keep it up!!
 Very interesting and helpfully!
 THANKS!

Culperring722 - May 28, 2015, 6:28 am 
This is a good little tutorial you got here. Never heard of WebMoney before iv just been using
prepaid visa grift cards.

Up In The Smoke - May 28, 2015, 6:38 am 
Great tut on anonymity, will be using this. Thanks.

vendettalogzz - May 28, 2015, 8:35 am 
Very awesome tutorial, will be using a few things here...

Rexos - May 31, 2015, 5:37 am 
How to Charge WebMoney?
 
 Can WebMoney sent the money to bitcoin?

Valiricon - May 31, 2015, 3:38 pm 
 (May 31, 2015 05:37 AM)Rexos Wrote: [CITE] How to Charge WebMoney?
 
 Can WebMoney sent the money to bitcoin?
 Yes, it possible.
 You should to add WMX wallet (1000 WMX = 1 Bitcoin) in you profile, exchange WMZ to WMX, and
transfer money from your WMX wallet to any Bitcoin address.

Rexos - June 1, 2015, 1:58 am 
Please i want to know how to Charge WebMoney account?
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Valiricon - June 2, 2015, 5:37 pm 
 (Jun 1, 2015 01:58 AM)Rexos Wrote: [CITE] Please i want to know how to Charge WebMoney
account?
 http://www.wmtransfer.com/eng/inout/topup.shtml

Rexos - June 4, 2015, 3:34 pm 
Alot of thanks ,Valiricon   but pls is egypt country supported in this site 
 
 and what best anonmouy way to charge with it

Valiricon - June 4, 2015, 4:39 pm 
 (Jun 4, 2015 03:34 PM)Rexos Wrote: [CITE] Alot of thanks ,Valiricon   but pls is egypt country
supported in this site 
 
 and what best anonmouy way to charge with it
 the best for anonimity, as I write in the tuturial, is "Prepaid cards and vouchers"
 http://wiki.wmtransfer.com/projects/webmoney/wiki/Adding_WMZ_funds_using_a_prepaid_card

FRANKIE - June 4, 2015, 4:43 pm 
Haven't seen detail like this in a while, great tutorial

TheRoger - June 4, 2015, 6:36 pm 
very informative guide, thank you

shinezzz - June 6, 2015, 5:35 am 
Wow man extremely useful tutorial, thanks man! ;D

Genovia - June 6, 2015, 3:34 pm 
Really nice tutorial. Safety is all.

Valiricon - June 9, 2015, 3:48 pm 
 (Jun 4, 2015 04:39 PM)Valiricon Wrote: [CITE] the best for anonimity, as I write in the tuturial, is
"Prepaid cards and vouchers"
 http://wiki.wmtransfer.com/projects/webmoney/wiki/Adding_WMZ_funds_using_a_prepaid_card
 And yet this guide is a bit incomplete. I plan to modify it soon.

Valiricon - June 24, 2015, 12:12 pm 
Notice that if you configured VPN (eg Open VPN) not properly,  if during the time of sending
outbound packets VPN client reboots - part of a package can go with your real IP.

aesop1 - July 7, 2015, 11:32 pm 
These days, one cannot be too careful

sanq - July 8, 2015, 3:47 am 
Thank you for this tutorial, this is amazing.

HIGH PAID FELLA - July 8, 2015, 3:51 am 
You did not cover every aspect of IRL anonymity that has to do with the web.

KiLLSWLTCH - July 8, 2015, 11:28 am 
Thanks for this tutorial  I am so careful now

xXGodXx - July 9, 2015, 3:50 pm 

https://hackforums.net/showthread.php?pid=46387895#pid46387895
http://www.wmtransfer.com/eng/inout/topup.shtml
https://hackforums.net/showthread.php?pid=46443996#pid46443996
http://wiki.wmtransfer.com/projects/webmoney/wiki/Adding_WMZ_funds_using_a_prepaid_card
https://hackforums.net/showthread.php?pid=46444797#pid46444797
http://wiki.wmtransfer.com/projects/webmoney/wiki/Adding_WMZ_funds_using_a_prepaid_card


Thanks for sharing this. :)

Valiricon - July 10, 2015, 9:50 am 
 (Jul 8, 2015 03:51 AM)Asterea Wrote: [CITE] You did not cover every aspect of IRL anonymity that
has to do with the web.
 What do you mean?
 If you have any additions, tell me, and i'll update tutorial.

Ramon the First - July 10, 2015, 10:32 am 
Thank you very nice tutorial
 Really helped me

KnockSteadys - August 19, 2015, 10:32 pm 
very nice tut man this really helps alot

Serfer - August 19, 2015, 10:39 pm 
Thanks for the Tutorial. helped me out
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